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1. Introduction 
Several discussions in SA2 ongoing have some security impacts. This discussion paper points out the security implications of MTC devices/UEs configuration options, which were introduced mainly to avoid/alleviate congestion and overload in the network:
-	MS configured for low access priority; and/or
-	MS configured to use the extended NMO I system information; and/or
-	MS configured to perform Attach with IMSI at PLMN change; and/or
-	MS configured with a long minimum periodic PLMN search time limit; and/or
-	MS configured for Extended Access Barring.
SA2 discussed two potential approaches for delivering the configuration options to the MTC devices/UEs. One approach was using OMA device management (OMA DM) and the other was utilizing SIM Toolkit Application OTA in TS 23.401 and TS 23.060. Currently, both approaches are allowed. Since allowing both approaches may fragment the market, it might be useful to consider the situation from a security angle and give guidance to SA2 from a security point of view.
2. Potential Approaches
2.1 Usage of OMA DM
The usage of OMA DM to configure the MTC specific settings has the following implications.
OMA DM configuration in the MTC devices/UEs is not tightly coupled to the subscription so that e.g. a (U)SIM with credentials for a MTC related subscription can maliciously (e.g. theft of lower tier service/subscription in higher tier MS) or mistakenly be moved from a MTC MTC devices/UEs to a non-MTC MTC devices/UEs and vice versa. On the other hand, when a change of UICC takes place, then a new OMA DM may be delivered, and the presence of a UICC can be detected.
The possibility of swapping UICCs between devices and the fact that the configuration pertains to an application implemented on the terminal suggest that OMA DM may be an appropriate measure as OMA DM is device-related. 
OMA DM allows for configuration alignment over both 3GPP and non-3GPP accesses, which would then accommodate also different access for MTC devices (e.g. WLAN).
The operator control of MTC specific settings can be tightly restricted using OMA DM Access Control List (ACL) functionality. 
If OMA DM is selected then SA3 should give guidance as to which OMA DM security mechanisms should be applied. SA3 has already given such guidance in LS S3-060371 (attached to this contribution). SA3 should review this LS again and confirm or update the former view. 
2.2 Usage of USIM OTA
The usage of the UICC for storing and handling the MTC configuration data has the following issues connected to it:
Most of the MTC devices/UEs configuration options are MTC specific. If the MTC configuration settings are stored in the (U)SIM instead of the device, then a malicious or mistaken swap can take place unless the MTC devices/UEs is also explicitly built/configured for MTC or non-MTC operation. Since SA2 deems the indicators are device characteristics and should be stored in the ME, the MTC configuration settings need to be transferred from UICC to the device. This implies that the device and the UICC need to have a common interface for transferring the MTC configuration information. The device would cache the information and use it from there. Hence, the security would be dependent on the device and there would be no security gain compared to the OMA DM approach. The settings stored on the UICC are under tighter operator control, but the device still needs to exercise those control mechanisms.
2.3 Discussion
(U)SIM OTA support would either require new 3GPP Rel-10 and then Rel-11 compliant UICCs with enhanced USIM applications to support the new MTC specific information or usage of OTA commands to add those new parameters (but that may not be supported by all cards). Also, the MTC devices/UEs would need to support this interface. In addition, the extra logic of storing and using MTC specific information in non-volatile memory in the ME for pre-rel-10 and pre-rel-11 UICCs will need to be supported; similar to MTC devices/UEs storage of EMM information for pre-rel-8 UICCs (cf. TS 24.301 Annex C (normative): Storage of EMM information).
In both approaches, the terminal need to store and handle the MTC specific configuration and the security of this information is in both cases dependent on the MTC devices/UEs. For OMA DM a new OMA DM object needs to be delivered if UICCs are swapped, but on the other hand it works with non-enhanced cards. 

3. Proposal 
We propose that SA3 chooses OMA DM and informs SA2 of the above considerations. Since all the listed MTC devices/UEs configuration options could be exploited by attackers to attempt DoS attack to the MTC devices/UEs or to the network, SA3 would like to give guidance as to which OMA DM security mechanisms should be applied. Such guidance could be sent from SA3#62 or, if more study is needed, from SA3#63, starting from S3-060371. 
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5.x	Key Issues - Security of MTC devices/UEs Configuration 
5.x.1	Issues Details
Different MTC devices/UEs configuration options were introduced in stage 2 to avoid/alleviate congestion and overload in the network, in particular to control the network access from low priority MTC devices/UEs (i.e. delay tolerant).
There are two potential approaches for delivering the configuration options to the MTC devices/UEs. One approach was using OMA device management (OMA DM) and the other was utilizing SIM Toolkit Application OTA in TS 23.401 and TS 23.060. Since allowing both approaches may fragment the market, it’s useful to consider the situation from a security angle and identify the preference. 
5.x.2	Threats
Most of the MTC devices/UEs configuration options are MTC specific. If the MTC configuration settings are stored in the (U)SIM instead of the devices, the a malicious or mistaken swap can take place unless the devices is also explicitly built/configured for MTC or non-MTC operation. Since the configuration settings are device characteristics and should be stored in the device, the MTC configuration settings need to be transferred from UICC to the device. 
OMA DM configuration in the MTC devices/UEs is not tightly coupled to the subscription so that e.g. a (U)SIM with credentials for a MTC related subscription can maliciously (e.g. theft of lower tier service/subscription in higher tier MS) or mistakenly be moved from a MTC MTC devices/UEs to a non-MTC MTC devices/UEs and vice versa. On the other hand, when a change of UICC takes place, then a new OMA DM may be delivered, and the presence of a UICC can be detected.
The possibility of swapping UICCs between MTC devices/UEs and the fact that the configuration settings pertain to an application implemented on the MTC devices/UEs suggest that OMA DM may be an appropriate measure as OMA DM is device-related. 
5.x.3	Security Requirements
TS 24.368 (v.1.0.1) has defined the Management Object (MO) and possible leaf objects to represent the MTC devices/UEs configuration options. They shall be stored securely in the MTC devices/UEs and tamper resistant. 
The DM server shall be authenticated by the MTC devices/UEs.
The MTC devices/UEs may be authenticated by the DM server.
OMA DM messages shall be integrity-protected.
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6.x Solutions for MTC devices/UEs Configuration
OMA DM, as specified in [Y] and [Z], contains a number of options, where some are not needed for the purposes of this document and others are required. OMA DM is therefore profiled in this section as: 
· The MTC devices/UEs shall have a root certificate to authenticate the DM server. 
· The root certificate needs to be provided to the MTC devices/UEs in a secure manner.
· The DM server and the MTC devices/UEs shall support and use TLS according to the profile specified in Annex E of TS 33.310 [d].
The MTC devices/UEs shall have a secure real time clock for expiry checking of the DM server certificate. Considering the limited capability of the MTC devices, certificate revocation list (CRL) or OCSP may not be a good choice to verify the validation of the DM server certificate. Thus the DM server certificate shall have a short validity time and be refreshed in time. 
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