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1
Introduction
There is an Editor’s note in clause 7.1 stating that: More details are needed on the requirements and how the currently standardized solutions can address them.
2
Conclusion

The proposed text in clause 5 analyses the requirements and how the standardized solutions can address them.
3
Proposal
It is proposed that the changes below are approved and included in the TR.

4
pCR

*** BEGIN CHANGES ***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].



Key escrow: is an arrangement in which the keys needed to decrypt encrypted data are held in escrow so that, under certain circumstances, an authorized third party may gain access to those keys. These third parties may include businesses, who may want access to employees' private communications, or governments, who may wish to be able to view the contents of encrypted communications.

Perfect forward secrecy (PFS): is the property that ensures that a session key derived from a set of long-term public and private keys will not be compromised if one of the (long-term) private keys is compromised in the future.


*** NEXT CHANGE ***
7
Services for user groups with high security requirements

7.1
General 

Some user groups with enhanced security requirements resembling enterprises (e.g., corporate and government enterprises) may have limited trust in the inherent IMS security. Moreover, these enterprises may find it more cost-effective to work with third-party managed service providers for all their communications needs, while still retaining the secrecy of enterprise data.
However, traditional approaches to key-management require that enterprises trust the third party provider to enable security solutions, and more importantly, trust them with the content itself expecting that the content is not compromised. 

To satisfy requirements of High Security User Groups that expect to retain secrecy of their content while still using the third-party managed key distribution, an end-to-end key management solution for client to client communications that provides following features may be desirable: 

· The elimination of passive key escrow. This is particularly important in enterprise environments, where the operator offers managed services to the enterprise, but the enterprise requires end-to-end security without the operator knowing what content protection keys were used.
Editor’s note: It is questionable if this is desirable as key escrow (authorized intercept) is also an important requirement by the same user groups (user groups with high security requirements).
· Protection against active attacks on core network interfaces and at core network nodes.
Editor’s note: It is unclear what is meant by an active attack and what the target of the protection is. It is questionable to what degree protection against such active attacks can be achieved.
· Mutual authentication of entities involved in the key exchange, coupled with perfect forward secrecy between sessions. Such key management solution inherently prevents a party with a spoofed user identity (i.e. IMPI/IMPU) engaging in a key exchange without being detected.

Editor’s note: It is questionable if perfect forward secrecy can be combined with legal intercept (LI) and key escrow.
Editor’s note: Perfect forward security is not related to spoofed user identities.
· Re-use of existing architectural network element, and as much as possible re-use of existing protocol container formats.
7.2
Use cases
Targeted use cases are Enterprises, National Security and Public Safety, Government communications, first responders, etc. which may have limited trust in the existing IMS security and/or may desire to provide their own key management service. An example use case is an operator that owns IMS infrastructure and provides managed services to Enterprises for their IP telephony and Multimedia Applications. In this case such key management solution for media plane security solves crucial problems, namely guarantees to Enterprises that participants are authenticated, and only participants involved in the communication have access to keys. Operator does not know the session key.

7.3
Analysis

7.3.1 General

This clause presents an analysis of the requirements stated in clause 7.1 against the standardized solutions and other regulatory requirements.
7.3.2 Analysis of requirements

Elimination of key escrow
Passive key escrow, according to our understanding, is what we normally mean by key escrow. What active key escrow would mean is however not quite clear. Some entity, possibly a key management/generation/distribution centre keeps information making it possible to retrieve keys that are used in the system. In a cooperative environment key escrow could also be achieved by requiring clients to provide used keys to the key escrow "arrangement". However, elimination of key escrow would mean that there is no system entity which can retrieve keys that have been used in the system and that clients do not cooperate and voluntarily makes their keys available for key escrow. Elimination of key escrow does not rule out that active attacks on the key agreement protocol between clients exist.

In 3GPP systems there is a requirement that LI should be possible. When key escrow is eliminated, the LI system has to be an active part and perform "active attacks" on the key agreement protocol between clients. It seems impossible to do this in any reasonable way and still fulfil the current LI requirements, mainly the requirements on undetectability.
Key escrow (and therefore legal intercept) is possible with both the SDES and the KMS based solutions.

Protection against active attacks
In any solution that enables peers to authenticate themselves by using a third party (like a KMS), it is always possible for the KMS owner to do active attacks (intercept of traffic and/or identity spoofing). If somebody gets access to the information in the KMS, also they can perform active attacks. So if the operator owns and operates the KMS, the operator can do active attacks. If the organization (enterprise, government) owns and operates the KMS, the organization can perform active attacks (often called authorized intercept).
If the core network nodes and SIP signalling is trusted, protection against active attacks (by anyone except the operator) is provided by the SDES based solution. Even if the core network nodes and SIP signalling is not trusted, protection against active attacks (by anyone except the operator) is provided by the KMS based solution. If protection against active attacks by the operator is desirable, this is provided by the KMS based solution by letting the organization (enterprise, government) own and operate the KMS.

Perfect forward security

As perfect forward security (PFS) is commonly achieved by using a Diffie-Hellman key exchange, it seems impossible to combine with any reasonable Legal Intercept solution fulfilling the current LI requirements, mainly the requirements on undetectability. One option would be to always have a man-in-the-middle node (even when LI is not performed), but this is clearly unacceptable as it would both cause high operating costs and always make unencrypted cleartext available in the core network (even when LI is not performed).

Perfect forward security seems totally unrelated to spoofed user identities, as perfect forward security can be achieved without authentication.

Perfect forward secrecy is not provided by the SDES and KMS based solutions.

7.3.3 Analysis of the standardized solutions
There are two standardised solutions in 33.328:

The SDES based solution is for e2ae and for e2e media protection and satisfy requirements by major user categories. The solution relies on the security of the SIP infrastructure and in particular on SIP signalling security.
· Key escrow is possible by intercept of SIP signalling.

· Provides mutual authentication by trust in SIP signalling.

· Re-uses network element and existing protocol container formats.
The KMS based solution is for e2e protection and provides high security, independent of the signalling and transport network. It is based on use of a Key Management Service (KMS) and a ticket concept. It satisfies requirements by important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities who may have weaker trust in the inherent IMS security and/or may desire to provide their own key management service.

· Key escrow is only possible for the owner of the KMS. Also requires intercept of SIP signalling. By letting the organization (enterprise, government) provide their own KMS, active attacks by other parties (even the operator) is eliminated.

· Provides strong mutual authentication.

· Re-uses network element and existing protocol container formats.
7.4
Solution(s)
The requirements and use cases are already addressed by the standardised solutions.

*** END OF CHANGES ***
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