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Abstract: This contribution discusses the threats and security requirements for the key issue- low mobility and proposes a pCR for the SIMTC TR.
1. Introduction
Low mobility is one of the MTC features defined in TS 22.368 and TR 23.888. The functionality of this feature is to reduce resource usage for low mobility MTC devices. This contribution discusses the threats and the security requirements for this key issue and proposes addition of the pCR in the TR.
2. Discussion
It is defined in SA1 that “The home network operator shall be able to change the frequency of mobility management procedures or simplify mobility management per MTC devices.” Similar study is done in SA2 on means to reduce the frequency of mobility management procedures and to optimize paging.
The threat is that the frequency of mobility management procedures, in configuration or during its change, is modified. For example, it may be modified to a high frequency that will lead to the MTC device frequently performing mobility procedure, which will cost its power consumption and cause network congestion. The same threat is also valid for the frequency of location updates.
To prevent and counter the threat, the configuration of the frequency of mobility management procedures and frequency of location updates should be performed securely. 
For normal UEs, mobility procedure happens frequently during which the security context can be often newly generated which enhances the security. In contrast, for low mobility MTC devices the security context might not be changed for a very long period. Therefore, it is necessary to have a mechanism for network and MTC devices to genearate and activate new security contexts.
In SA2, there is a solution for low mobility which says that “When the MTC Devices moves (e.g. for maintain purpose), the SGSN/MME detects the moving and pages within the new area which is reported by RAN or by the MTC Device explicitly”. The location may be reported incorrectly by an attacker, which may result in loss of connectivity and thus a Denial of Service (DoS) attack.  
3. Proposal

We propose to add the following section to TR 33.868 of “Security Aspects of Machine-Type Communication”. 

*****************  1st CHANGE  ***************

5.9
Key Issue 9 – Low Mobility
5.9.1 

Issue Details
Low mobility MTC devices do not move, move infrequently, or move only within a certain region as defined in TS 22.368 and TR 23.888.
Service requirements of low mobility MTC devices are described in section 7.2.1 of TS 22.368 as follows:.
“- The home network operator shall be able to change the frequency of mobility management procedures or simplify mobility management per MTC devices.
- The network operator shall be able to define the frequency of location updates performed by the MTC device.”
When the MTC Device moves, there is a solution in TR 23.888 that “the SGSN/MME detects the moving and pages within the new area which is reported by RAN or by the MTC device explicitly.”  

5.9.2
Threats
Threats 1. An attacker can modify the frequency of mobility management procedures and frequency of location updates. 

Threats 2. The risk of security context being known to the attacker can increase if the same security context is being used by low mobility MTC devices and network for a long period.

Threats 3. There can be security risks if the incorrect location information is reported to the network.
5.9.3
Security requirements
There should be means for secure configuration and change in frequency of mobility management procedure for MTC devices.

There should be means for secure configuration of the frequency of location updates for the MTC devices. 

The network should have a mechanism to generate and activate new security context for low mobility MTC devices, e.g. to periodically generate and activate new security context.

It is required for the network to provide a location management mechanism for MTC Devices that should not move from an authorized location, or should only move in an authorized area to detect if the device has been moved to an unauthorized location. [see Section 5.6.3]. 
******************  END  ********************
