SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — SA3#62
S3-110086
24 January – 28 January 2011
Ljubljana , Slovenia
Source:

Ericsson, ST-Ericsson
Title:

TLS key exporter details for solution 9
Document for:

Discussion and decision
Agenda Item:

7.7.3 Relay Node Security
1
Introduction
An editor's note was added in last meeting asking for the details of the TLS key extractor used in solution 9. This pCR provides these details and explains the rationale behind the choices.
3
pCR
10.9.2.1
Start up procedure phase II: Attach for RN operation

To counter bidding down-attack (modification of SMC) the set of allowed algorithms for AS and NAS it is assumed that the set of allowed algorithms in the RN and DeNB only contain strong algorithms. This can be achieved by administrative means in the configuration of DeNB and RN. Another countermeasure is to issue a new SMC after the platform authentication has been performed and the MME has been informed about a successful RN attach (see below).

To ensure that RN specific services are not allowed in Phase I of the start up procedure (see TS 36.300 [4]), the MME needs to be informed whether the attaching entity is an RN or not. This is by definition achieved via the platform authentication. In solution 9, the MME does not take part in the platform authentication and does hence not know when the procedure has successfully completed. The DeNB is the node performing the platform authentication. Therefore, the DeNB can inform the MME about whether platform authentication of the attaching entity has succeeded. After that point, the MME may allow the attaching entity to access services necessary to perform the RN function, e.g., access to certain APNs.

The way the DeNB informs the MME about the success of the platform authentication can probably be achieved in many ways. The simplest seems to be to simply pass an S1AP message from the DeNB to the MME. This could be a newly defined S1AP message, or it could be defined that a DeNB does not respond to the S1 UE INITIAL CONTEXT SETUP message until platform authentication has succeeded.

An RN engaging in Phase II of the start up procedure (see TS 36.300 [4]) to establish itself as a connected relay node providing service to UEs attaches to the network and authenticates itself the RN as a UE using the USIM in a regular EPS AKA NAS procedure. As a result of this attach and authentication, standard (Uu) security mechanisms are applied on the Un interface; this is shown as the DRB and SRB in the figure above. This step only provides connectivity between the RN and the DeNB.

The DeNB (which includes S-GW and PDN GW functionality) blocks all traffic but IKEv2, or TLS setup traffic respectively, on the single DRB at this point.  The DeNB could also provide access to an enrolment server and/or other O&M servers, but the RN's access shall be as restricted as possible. The reason for allowing the RN access to an enrolment server or O&M server is that one wish to allow the RN to have certificates enrolled also at this point in time). In particular, any attempt by the RN initiate traffic towards general network nodes (i.e., not the enrolment server or the O&M network) or the Internet is blocked by the DeNB. This implies that the RN cannot perform an attack to gain free internet service or attack any nodes which are not allowed to be accessed by the operator. It also implies that the RN cannot establish connections towards the network for UEs until the IPsec or TLS tunnel and AS security is enabled; there is therefore no need for protecting this (non-existent) traffic.

For the IPsec based flavour, the next step is to establish an IPsec tunnel between the RN and the DeNB using IKEv2 for SA establishment. An offset key is generated in the DeNB and sent to the RN. The offset key is denoted KO. If the AS security based flavour, the next step is to establish a TLS tunnel. From the keys established at the TLS setup, the offset KO is derived using RFC 5705 Keying Material Exporters for Transport Layer Security (TLS) [18].


After the DeNB has set up the IPsec or TLS tunnel and has activated the KO-bound AS security context (see below), the DeNB considers the RN to be both RN subscriber authenticated and RN platform authenticated. Therefore, after these two activations, the DeNB allows the RN to establish bearers for other UEs (and to receive keys for these UEs’ security protection).
The purpose of the KO is to bind the PDCP keys to the platform authentication. Therefore, any AS context binding is already taken care of by the KeNB and PDCP key constructions. The KO binding is just an additional binding to a more restricted context. Even though the attacks mentioned in RFC 5705 regarding the RSA based cipher suites seems very difficult to mount in this setting, it seems reasonable to be cautious and require that a Diffie-Hellman based cipher suit is used to avoid the possibility of attacks yet to be discovered.
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