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Abstract of the contribution:
Algorithm selection scheme for DRBs and SRBs on Un interface should be flexisble as the security requirement is different for each RB type. Clarify the encryption for S1/X2-AP is mandatory. 
1. Introduction

SA3 has decided that PDCP protection shall be used for SRBs and all DRBs of UE user plane over Un if the security is enabled for the DRB.And the protection of UE signalling plane over Un (i.e. S1-AP/X2-AP traffic) is TBD (e.g. PDCP or IPsec).This contribution gives some considerations for data protection details on Un interface, e.g. algorithm selection associated with security requirements.
2. Analysis 
2.1 Security requirements for SRBs and DRBs
There are three types of RBs on Un interface.The security requirements for each RB may be different.
1. Security requirements for SRB
RRC messages between RN and DeNB are carried on SRBs. The security requirements should be the same as legacy LTE RRC messages, e.g. the message integrity is mandatory, and confidentiality protection is optional but recommended.
2. Security requirements for DRBs of UE signalling plane
S1/X2-AP messages are mapped to the DRBs. However, it has beed decided that this type of DRBs shall be integrity protected. Whether the confidentiality protection is needed shall be considered.
S1/X2 messages will carry sensitive information. After UE attaching to the RN, AKA will be triggered by MME and KeNB shall be transferred in S1 message to the RN. Also, KeNB* or {NH, NCC} may be transferred to target cell during HO in S1/X2 messages. Because the sensitive information is related to AS keys, at least the confidentiality protection for S1/X2 messages carrying this sensitive information should be mandatory.
3. Security requirements for DRBs of UE user plane
S1/X2-U data is mapped to the DRBs. It has beed decided that this type of DRBs is optional to be integrity protected and confidentiality protected.
2.2 Considerations on algorithm selection

1. S1/X2-AP protected by IPsec
In the case that S1/X2-AP messages are protected by IPsec, algorithms are selected during IPsec SA establishment.The SRBs and DRBs of UE user plane may select the same integrity algorithm and encryption algorithm. 
As the integrity protection for SRBs is mandatory while integrity protection for DRBs of UE user plane is optional, there should be an indicator to switch the integrity protection for all DRBs of UE user plane on/off. This indicator may be carried in AS SMC. Or an indicator is prepared for each DRB of UE user plane when the DRB is established. This will bring more flexibility to DRB security configuration.
The confidentiality protection for SRBs and DRBs of UE user plane is optional. In the case that only one type of the RBs needs confidentiality protection according to the operator policy, there should be an indicator to switch the confidentiality protection for the other type of RBs off. For DRBs of UE user plane the confidentiality protection may be configured on per RB granularity.
2. S1/X2-AP protected in PDCP
In this case, all data transmitted on Un interface is protected in PDCP while different types of RBs have different security requirements. Algorithm selection scheme for all three types of RBs can be based on one of the following depending on operator policy/preference and/or network impact:
A． The same integrity algorithm and same encryption algorithm may be negotiated for data on all the three types of RBs on Un interface.The selected algorithms can be informed to RN by AS SMC. An indicator may be carried in AS SMC to enable/disable integrity protection and/or encryption protection DRBs of UE user plane. 
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fig.1  AS  SMC procedure
Alternatively, integrity protection and encryption protection for DRBs of UE user plane may be indicated during the DRB estabishment procedure.An indicator can be carried in the DRB establishment message.
B． Integrity algorithm and encryption algorithm for SRBs and DRBs of UE signalling plane are same and both will be indicated in AS SMC.Algorithms for DRBs of UE user plane may configured when each DRB is established. For example, drb-int-alg (indicated as integrity algorithm) and drb-enc-alg (indicated as encryption algorithm) may be captured as new configuration parameters in the establishment message for DRB. The appearance of the algorithm parameters may be used to switch protection of specific DRB on/off. In case either of the algorithm parameter does not appear in the establishment message for DRB of UE user plane, it means that the corresponding protection is disabled.
C． Algorithms are negotiated according to security requirements of each RB type. Integrity algorithm for SRBs and DRBs of UE signalling plane is the same. Integrity algorithm for DRBs of UE user plane is selected independently. Encryption algorithm for SRB and DRB of UE user plane is the same while encryption algorithm for DRB of UE signalling plane is selected independently.All the above algorithms may be informed to RN by AS SMC. Integrity algorithm for DRBs of UE user plane and encryption algorithm for SRB and DRB of UE user plane may be set to specific value to disable the corresponding protection. 
A is the easiest to be standardized and has least impact on legacy mechanism.Through this method operator can configure all/per DRB(s) of UE user plane to switch on/off integrity protection or encryption protection.

B has little impact on legacy mechanism. Operator can configure integrity algorithm or encryption algorithm for each DRB of UE user plane and enable/disable the protection for each DRB of UE user plane.
C has little impact on legacy mechanism while operator can configure security flexibly according to security requirement(s) of each RB type.
3. Proposal

It is proposed to include above analysis to the TR.
**************************************start first change ***************************************
6.2
Security Requirements
If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection and encryption protection for the S1 control plane traffic shall be mandatory. The S1 control plane traffic between RN and MME-UE shall be integrity protected between the DeNB and the MME-UE with  the same strength as in the current EPS architecture. Only hop by hop protection between RN and  MME-UE shall be considered as the DeNB acts as an S1-proxy in the solution selected by RAN. The S1 control plane traffic between DeNB and MME-RN shall be integrity protected with the same strength as in the current EPS architecture.
Editor’s note: The need for confidentiality and replay protection of the S1 control plane traffic between DeNB and MME-RN are FFS.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN shall be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Integrity protection for the S11 control plane traffic between DeNB and MME-RN shall be mandatory.

Editor’s note: The need for confidentiality and replay protection between DeNB and MME-RN are FFS.

Mutual authentication between RN and network shall be supported. 

Relay node platform authentication is mandatory. 
Editor’s note: There are many different solutions for meeting this requirement.

The certificates used for the relay node platform authentication shall be validated.
Certificates used for the relay node management authentication shall be validated.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful relay node platform  authentication has happened.

A certificate in the relay node used for platform authentication shall be provided by a CA trusted by the operator, e.g. the CA of the operator or by another party trusted by the operator. Certificate enrolment, if any, should follow TS 33.310 as much as possible. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

Editor’s note: Forward security and backward security in handover procedure needs further study.
Editor’s note: For AS security aspects of Un interface, the key lifetime management should be considered based on existing LTE UE AS key time management for the Uu interface. It should be studied whether the impact of UE data aggregation on the Un interface  requires more frequent key change due to the increased traffic. The Security Association life time management for the IPsec tunnel should be considered. And all aspects of interaction between the key lifetime management and the respective security mechanism to be specified should be considered. The aspect of minimizing the effect  to the ongoing service for the UE attached to the Relay-Node should be considered.　
The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, UICC aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail.

Editor’s Note:It is FFS if the security of the DeNB needs to be greater than a macro eNB. 

***************************************end first change ***************************************
**************************************start second change ***************************************
8.10
NAS signalling security

In Phase I of RN attach the RN will attach as a legacy UE and Phase I attach should be possible against legacy eNB's and MME's. This means that all solutions relying on an unprotected interface between RN and UICC for Phase I attach will be susceptible to attacks on NAS signalling as the keys used for NAS protection could be derived from information intercepted on the RN UICC interface. For most of the existing NAS procedures (TS 24.301 [10]), an attack would at most lead to a recoverable DoS attack. Attacks on the NAS Security Mode Control procedure could lead to a bidding-down attack on AS and NAS algorithm; this could be a serious attack if the selected algorithms are used also after Phase I. Attacks on the EMM information procedure (optional) may lead to intercept/injection/ modification of information sent from the network to the RN. Attacks on the Generic transport of NAS messages procedure may lead to intercept/injection/modification of higher layer messages to/from the MME/UE. 

This is acceptable because the Un is an operator internal interface acting as a backhaul. The RN (and DeNB) should thus be provisioned with the allowed sets of algorithms from the O&M system and these sets should only contain strong algorithms. The situation is the same as that for the backhaul protection for eNBs. There IPSec is used and an operator would not allow use of weak algorithms and the means to enforce this is to remove the weak algorithms from the set of negotiable algorithms in IKE.

For EMM and the Generic transport of NAS messages procedure restrictions may be required. 

Editor's Note: It is for further study if there should be restrictions on use of EMM and the Generic transport of NAS messages procedures; this depends on their use in RN deployments.

8.11 Algorithm negotiation for RBs on Un interface
There are three types of RBs on Un interface.It has been decided that SRBs/DRBs of UE signaling plane shall be integrity protected.The confidentiality protection for DRBs of UE signaling plane may be mandatory.
1. S1/X2-AP protected by IPsec

In the case that S1/X2-AP messages are protected by IPsec, algorithms are selected during IPsec SA establishment.The SRBs and DRBs of UE user plane may select the same integrity algorithm and encryption algorithm. 
As the integrity protection for SRBs is mandatory while integrity protection for DRBs of UE user plane is optional, there should be an indicator to switch the integrity protection for all DRBs of UE user plane on/off. This indicator may be carried in AS SMC. Or an indicator is prepared for each DRB of UE user plane when the DRB is established. This will bring more flexibility to DRB security configuration.

The confidentiality protection for SRBs and DRBs of UE user plane is optional. In the case that only one type of the RBs needs confidentiality protection according to the operator policy, there should be an indicator to switch the confidentiality protection for the other type of RBs off. For DRBs of UE user plane the confidentiality protection may be configured on per RB granularity.
2. S1/X2-AP protected in PDCP
In this case, all data transmitted on Un interface is protected in PDCP while different types of RBs have different security requirements.Algorithm selection scheme for all three types of RBs can be based on one of the following depending on operator policy/preference and/or network impact:
A. The same integrity algorithm and same encryption algorithm may be negotiated for data on all the three types of RBs on Un interface.The selected algorithms can be informed to RN by AS SMC. An indicator may be carried in AS SMC to enable/disable integrity protection and/or encryption protection DRBs of UE user plane.
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fig.1  AS  SMC procedure
Alternatively, integrity protection and encryption protection of DRBs of UE user plane may be indicated during the DRB estabishment procedure.An indicator can be carried in the DRB establishment message.
B. Integrity algorithm and encryption algorithm for SRBs and DRBs of UE signalling plane are the same and both will be indicated in AS SMC.Algorithms for DRBs of UE user plane may configured when each DRB is established. For an example, drb-int-alg (indicated as integrity algorithm) and drb-enc-alg (indicated as encryption algorithm) may be captured as new configuration parameters in the establishment message for DRB. The appearance of the algorithm parameters may be used to switch protection of specific DRB on/off. In case either of the algorithm parameter does not appear in the establishment message for DRB of UE user plane, it means that the corresponding protection is disabled.
C. Algorithms are negotiated according to security requirements of each RB type. Integrity algorithm for SRBs and DRBs of UE signalling plane is the same. Integrity algorithm for DRBs of UE user plane is selected independently. Encryption algorithm for SRB and DRB of UE user plane is the same while encryption algorithm for DRB of UE signalling plane is selected independently.All of the above algorithms may be informed to RN by AS SMC. Integrity algorithm for DRBs of UE user plane and encryption algorithm for SRB and DRB of UE user plane may be set to specific value to disable the corresponding protection. 
A is the easiest to be standardized and has least impact on legacy mechanism.Through this method operator can configure all DRBs of UE user plane to switch on/off integrity protection or encryption protection.

B has little impact on legacy mechanism. Operator can configure integrity algorithm or encryption algorithm for each DRB of UE user plane and enable/disable the protection for each DRB of UE user plane.
C has little impact on legacy mechanism while operator can configure security flexibly according to security requirement of each RB type.
***************************************end second change ***************************************
