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Abstract of the contribution:

This contribution provides analysis and classification about Un interface protection, and provides reference for the selection and use of the relay security solution.
1
Introduction

How to protect S1/X2 User-UE control plane and S1/X2 User-UE user plane is one of the most important security features for RN security, and it is also one of the most important references to select the RN security solutions. This contribution provides analysis about Un interface protection, and provides reference for the selection and use of the relay security solution.
2
Analysis
On the consideration of RN’s Un interface, as user plane data, there is no difference between S1/X2 User-UE control plane and S1/X2 User-UE user plane.

There is AS layer integrity protection mechanism for S1/X2 User-UE user plane, but its implementation should be optional. So far, there is confidentiality mechanism for all DRBs of AS layer. As S1/X2 User-UE control plane also needs integrity protection, there are two ways to accomplish this:

1, to use AS layer integrity protection mechanism as the mechanism used for S1/X2 User-UE user plane;

2, to use Un interface’s IPSec/TLS integrity protection mechanism.
For the purpose of flexible implementation of confidentiality mechanism and integrity mechanism, one way is that S1/X2 User-UE control plane and S1/X2 User-UE user plane are bearered on different DRBs, and these DRBs can be configured with confidentiality mechanism and integrity mechanism seperately. The other way is that S1/X2 User-UE control plane and S1/X2 User-UE user plane are bearered on the same DRBs, and the difference of their prococol types may be used to distinguish S1/X2 User-UE control plane from user plane. S1/X2 User-UE control plane uses SCTP protocol, while S1/X2 User-UE data plane uses UDP protocol. 
With these flexible ways, it is convenient for S1/X2 User-UE control plane protection through IPSec/TLS or though AS layer.

Based on the three aspects including data types to be protected, functions needed and positions to implement the protections, there are several exiting combination methods below. 
> Method 1: for S1/X2 User-UE user plane, both of confidentiality mechanism and integrity mechanism are accomplished in PDCP layer. For S1/X2 User-UE control plane, both of confidentiality mechanism and integrity mechanism are accomplished by IPSec/TLS.

>> Advantages: IPSec mechanism of the base station can be reused. 

>> Disadvantages: S1-AP and X2-AP signalling data shoud be distinguished from Un user plane data, but it can be done as in the above description.

> Method 2: for S1/X2 User-UE control plane and S1/X2 User-UE user plane, confidentiality mechanism is accomplished in PDCP layer, and integrity mechanism is accomplished by IPSec/TLS. 
>> Advantages: PDCP already has confidentiality protection function, no need to modify the AS protocol.

>> Disadvantages: relatively no.
> Method 3: for S1/X2 User-UE control plane and S1/X2 User-UE user plane, confidentiality mechanism is accomplished in PDCP layer. For S1/X2 User-UE user plane, integrity mechanism is accomplished in PDCP layer. For S1/X2 User-UE control plane, integrity mechanism is accomplished by IPSec/TLS. 

>> Advantages: PDCP already has confidentiality protection function, no need to modify the AS protocol.

>> Disadvantages: S1-AP and X2-AP signalling data shoud be distinguished from Un user plane data.

> Method 4: for S1/X2 User-UE control plane and S1/X2 User-UE user plane, both of confidentiality mechanism and integrity mechanism are accomplished in PDCP layer. 

>> Advantages: all the security protections are accomplished in PDCP layer, no need to use IPSec/TLS to protect. 

>> Disadvantages: if S1/X2 User-UE user plane integrity protection is not implemented, it shoud be distinguished.
3
Conclusion

Based on the analysis above, it is proposed that the Un interface protection mechanism of the selected solution should be flexible and optional. It is depending on opetators’ selection on how to use confidentiality mechanism and integrity mechanism for S1/X2 User-UE control plane and S1/X2 User-UE user plane. 
