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Abstract of the contribution:

Editor’s Note in 10.7.4 is resolved with the support of existing OTA transport system. 
1. Introduction

In the existing OTA system, the data transfer between OTA server and terminals can be encrypted to achieve end to end protection. There is no need to use more protocols to protect key transfer between OTA server and terminals.
According to the existing application of OTA technology, the OTA connection can be initiated by both terminals and OTA server. It is not necessary to define that the terminals set up a connection to OTA server in the enrolment procedures. The description that a connection is set up between OTA server and terminals should be more suitable for the application of OTA technology in RN security architecture.
2. pCR

This pCR proposes the following changes….
**************************** start of 1st change ****************************
10.7.4
Enrolment procedures for RNs for backhaul link security

1. Pre-shared key enrolment
Before the RN and UICC are deployed, a pre-shared key will be generated and installed in RN and UICC under operator’s control such as OTA etc. 

As for the use of OTA, firstly a key is generated by key generation center. Secondly, this key is transferred to OTA server which is also inner operator’s domain. Thirdly, a connection is set up between OTA server and UICC/RN which are under operator’s control. For RN device, OTA instructions set should be integrated. Then they can get pre-shared key from OTA server. Lastly UICC and RN can write this key into their bodies. But this mostly happens at the application layer. It can be executed in this 3GPP scope.


For the protection of the OTA communication, it may rely on the physical security protection of operator’s control or based on the certificate of the platform validation in the RN.

The standard can check OTA standard 3GPP TS 31.116 [9] which have defined all the commands and modules. It uses the same commands and modules to the terminal in this solution. 

And the procedures above can be based on the platform validation or integrity check which has certificate to make sure this device security. But platform validation is independent procedure and shall be applied into every solution. So here it is not described. 
2. Operator certificate enrolment

Before the RN and UICC are deployed, operator’s certificates will be installed in both RN and UICC under operator’s control. 
**************************** end of 1st change *****************************
