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Abstract of the contribution:
All the solutions to be selected almost have relations with using pre-installed certificates or PSKs.
1
Introduction

RN security is at the solution selection stage now. All the solutions to be selected almost have relations with the usage of pre-installed certificates or PSKs. How to use the pre-installed certificates or PSKs becomes one of the most important features of RN security. It is also one of the most important references on selecting the RN security solutions. This contribution provides comprehensive analysis on using of certificates and keys among the solutions, and provides the reference for the final selection of the relay security solution.
2
Analysis
All the solutions need using of pre-shared certificates or keys. Based on the analysis of using pre-shared certificates or keys of all the solutions to be selected, the using of pre-shared certificates or keys is proved to be necessary for all the solutions.
In solution 4, the security channel establishment between UICC and RN device needs certificates. USIM-RN needs pre-installed certificate. RN device needs certificate to establish security channel, although it is not pre-installed. It is obtained via RN’s enrolment procedure using USIM-INI, but the enrollment procedure with USIM-INI also needs a certificate or Key. The pre-installed certificate or Key used in enrolment procedure is used to establish security connection between RN device and CA or OAM server, and this certificate or Key should be pre-installed.
In solution 5, manufacturer- or vendor-supplied credentials are needed. In phrase 1 of enrolment procedure, after the MME authorizes the RN to sets up a bearer to allow the Relay to communicate with management nodes, the RN uses the manufacturer- or vendor-supplied credentials to perform the authentication with the operator CA/RA and set up a secure connecton with it. These manufacturer- or vendor-supplied credentials are pre-installed.

In solution 7, control plane is protected by IPSec, keys used in IKEv2 are derivated from AKA procedure, and it is not pre-shared. But PSK is needed for security channel establishment. Although PSK in solution 7 are obtained through OTA method, the establishment security connection between RN device and OTA server should use PSK or pre-install certificate.
In solution 9, it is the same as solution 5.
In solution 11, it is the same as solution 4.

3
Conclusion
From the analysis above, it can be found that all the solutions need the using of the pre-installed certificates or keys. The solution selection should not be influenced by whether the pre-installed certificates or keys are required or not.
