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Abstract of the contribution:

This contribution focuses on the analysis of solution 9 (AS security based flavor), and brings out some improvement.
1 Introduction
This contribution focuses on the analysis of AS security based scheme in solution 9, and raises some questions for consideration. Based on the analysis, an improvement to the scheme is proposed. 
2 Analysis

The AS security based flavor sheme in solution 9 allows a TLS tunnel to be established to provide RN platform authentication and the offset key Ko for binding. 

However there are still some considerations for this method:

1. About the significance of the real TLS tunnel.

In Figure 10.9.1-2 in TR, a TLS tunnel is present between RN and DeNB. However, if PDCP security is adopted for all of the user-plane data, the TLS tunnel will be useless. Hence, it is no necessary to set up a real tunnel, and the TLS tunnel in figure 10.9.1-2 should be removed.
2. About the management of the TLS certificates in DeNB.

In this case, a certificate needs to be stored in the DeNB. As the amount of DeNB may be quite a lot, the management of the TLS certificates should be considered for the operators. And some questions, such as the complexity and the cost, may arise. 

3. About the mobility.

Though this is not an R10 issue, some possible considerations are predictable. For example, if the DeNB changes, how about the maintenance of the TLS tunnel? 

4. About the NAS security.

To counter bidding-down attack for NAS SMC message, some constrains, e.g. only strong algorithm or another SMC are introduced in solution 9. However, there is no abundant proof that no other NAS messages are affected and no other constrains are needed. 

5. About the notification of the success of the platform authentication.

The notification will introduce more complexity to the solution. If an S1AP message is modified for this notification, the backward compatibility may be affected.

3 Improvement

Based on the above considerations, an improvement is proposed:

A TLS handshake procedure runs between MME and RN for the platform authentication and key negotiation. When the authentication is completed and the offset key, i.e. Ko is established, the MME performs the binding between Ko and KASME.

3.1 Authentication
In this case, no real TLS tunnel is needed to be set up. The TLS handshake protocol between MME and RN is used for RN platform authentication. The DeNB is not involved. The corresponding procedure can be carried via the NAS control plane signalling as an application. 
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Figure 1
Then the RN authentication, i.e. RN subscription authentication and RN platform authentication are terminated in the same network entity in the network side.
3.2 Binding
Correspondingly, the Ko can be bound to KASME as following:
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Figure 2
Where, K*ASME = KDF(KASME, Ko). And it should also be noted that this binding does not change the key hierarchy. The derivation is only used to update the current key. The relationship between KASME and K*ASME is just like the relationship between KeNB and KeNB* in TS33.401.
3.3 Benefits

This improvement use TLS handshake procedure bewteen MME and RN instead of the TLS tunnel betwwen DeNB and RN. 
· Then no real TLS tunnel is established. Then the considerations 1, 2, 3 in clause 2 can be dropped. 

· Because combination between Ko and EPS security key is at the NAS layer, the consideration 4 can also be dropped. 

· Furthermore, the MME perform the authentication by itself, so the nortification in conderation 5 is not needed.

To sum up the above arguments, the improvement can enchance the current solution without introducting any complexity and incompatibility.
3 Proposal

It is proposed that SA3 adopt the considerations and the improvement of solution 9 above.
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