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1. Introduction
In the TS22.368, “MTC devices communicating with one or more MTC servers” is specified. In this communication scenario, one MTC device may communicate with more than one MTC servers at the same time. This issue is one aspects of the key issue Secure Connection, and should be studied.

.
2. Discussion and Proposal
Secure Connection is the key issue which has been studied in the TR 33.868v0.1.0. TS 22.368v11.0.0(Rel-11) in sub-clause 5.1.2 specifies the following MTC communication scenario:

· MTC Devices communicating with one or more MTC Servers.

Based on this communication scenario, one MTC device could communicate with one or more MTC servers in the MTC system. The current description of the key issue Secure Connection in TR 33.868v0.1.0 have described the scenario of one MTC device communicating with one MTC server, and does not express the scenario of one MTC device communicating with more than one MTC server at the same time.

In the MTC communication system, one MTC device may need to communicate with more than one MTC server at the same time. For example, a metering device, during communicating with Utility company (one MTC server), this metering device (MTC device) may also need to communicate with one monitoring entity( another MTC server). That means when the metering device sends measurements data to one MTC server, it also could reports unauthorized events to one monitoring MTC server.
For one MTC device communicating with one MTC server, GBA can be used to set up secure connection between MTC device and MTC server. When one MTC device needs to communicate with more MTC servers at the same time, the GBA can not set up secure connections between the MTC device and the MTC servers. It is thus necessary to investigate solutions for establish secure connections between MTC device and MTC servers.
We propose to investigate solutions for key issue Secure Connection for scenario of one MTC device communicating with more than one MTC server at the same time.

**********************START OF 1. CHANGE***************************

5.3
Key Issue 3 - Secure Connection

5.3.1
Issue Details

· The MTC Feature Secure Connection is intended for use with MTC Devices that require a secure connection between the MTC Device and MTC Server. 
· The MTC Feature Secure Connection is intended for use with MTC Devices that require secure connections between the MTC Device and more MTC Servers.
· In the context of MTC Feature Secure connection SA1 has stated the following (S3-100412): 

The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications.

· In TS 22.368 the requirement on secure connection is stated as follows:

The network operator shall be able to efficiently provide network security for connection between MTC Server and MTC Devices even when some of the devices are roaming i.e. connected via a VPLMN.

Editor’s Note: It needs to be decided that network efficiency should be a general security requirement for all SIMTC issues.

· The actual usage of the security keys for securing the application level functionality (including encryption of data as indicated above) between MTC Device and MTC Server is out of scope of 3GPP specifications. 

· Also other mechanisms can be used to provide security between the MTC Device and MTC Server but they are regarded to be outside the context of the MTC Secure Connection feature and therefore out of scope of 3GPP specifications.

5.3.2
Threats

5.3.3
Security Requirements

Any 3GPP defined key management mechanisms for secure connection between the MTC Device and the MTC Server shall use UICC.
**********************END OF CHANGES 1*****************************************
**********************START OF 2. CHANGE***************************************
7.2
Solution 2 – Secure Connection

7.2.1
General Description

GBA, as specified in TS 33.220, is used to bootstrap authentication and key agreement for application security based on the 3GPP AKA mechanism. It can be used to establish the end-to-end security and provide different security levels based on detailed requirements. 

Under SIMTC scenario where one MTC device communicating with one MTC server, MTC device acts as UE which generates a NAF key derived from the bootstrap key Ks, and MTC server acts as NAF which received the NAF key from the BSF. Then MTC device and MTC server can set up secure connection based on this shared NAF key.
Under SIMTC scenario where one MTC device communicating with more MTC servers, when one MTC device have set up a secure connection with one MTC server, for example, MTC server A, if there is a new MTC server, for example, MTC server B, need to communicate with this MTC device, the new MTC server B could share the NAF key which using by the MTC device and MTC server A as below:
· The MTC device consult with the MTC server B, if decide use GBA, the MTC device send the current using B-TID and MTC server A’s host ID to MTC server B. When got the information, the MTC server B connect with BSF and send the MTC server B’s host ID and B-TID, MTC server A’s host ID to BSF. The BSF verified MTC server B and MTC server A. when the MTC server B and A is verified, BSF generates the NAF key with MTC server A’s host ID and B-TID, and send NAF key to MTC server B, then the MTC device and MTC server B setup secure connection with same NAF key which is currently using  between the MTC device and MTC server A.
7.2.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 

**********************END OF CHANGES 2**********************************************************













































