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Abstract: This paper presents a newly discovered vulnerability with the current security architecture of H(e)NB.  It introduces a simple new standards-based interface which resolves this vulnerability.  This paper proposes that the described vulnerability and recommended solution be shared with 3GPP  architecture working groups (RAN3 and SA2) in order to make appropriate changes in the H(e)NB architecture.
1. Discussion
The security architecture specified in TS 33.320 provides for strong authentication of a H(e)NB at the SeGW.  However, once the IPsec tunnel is established, the H(e)NB registers with the H(e)NB-GW, and there is no authentication information present in the registration message.  Consequently, an attacker can establish the IPsec tunnel using the correct credentials, but can thereafter register with the H(e)NB-GW using a falsified identity.  At present, there is no mechanism specified in 3GPP standards which will detect such an attack.

The H(e)NB-GW function includes the requirement that it perform access control for non-CSG UEs.  This intention of this check was to limit eavesdropping and masquerade attacks performed using a compromised H(e)NB to members of the Access Control List (ACL) of that H(e)NB. However, if an attacker can spoof the identity of an H(e)NB to the H(e)NB-GW, then the ACL check is circumvented.  This means that the attacker can impersonate another subscriber’s H(e)NB and can then capture calls from this other subscriber’s ACL.  Therefore, the attacker can potentially eavesdrop on, or masquerade as, any user who belongs to any ACL at all (provided the attacker can discover the corresponding H(e)NB Identity).

Such an attack scenario becomes most aggravated when an attacker masquarades as an open (no CSG) H(e)NB to the H(e)NB-GW thereby gaining access to an unspecified number of attached UEs.
For example, suppose a celebrity has an H(e)NB and the H(e)NB Identity is known to a journalist with a compromised H(e)NB.  This journalist can impersonate the celebrity’s H(e)NB when registering their compromised H(e)NB with the H(e)NB-GW and can then subsequently eavesdrop on any call which they are able to capture (e.g. in an open area using a directional antenna on the compromised H(e)NB).  

2. Recommended Solution
The identity of the H(e)NB is strongly authenticated at the SeGW.  Furthermore, the SeGW is aware of the VPN IP address which is used by the H(e)NB for all subsequent tunnelled traffic, and it verifies that this address is used as the source IP address in all authenticated traffic that it forwards.  An attacker cannot use a forged source IP address, because this will be detected by the SeGW and the packet will hence not be forwarded.

Therefore, if the H(e)NB-GW is aware of the binding between H(e)NB Identity and source IP address, then it will be able to verify that the H(e)NB registration message (and indeed the entire SCTP association used for signalling) is from the claimed source.  This will be sufficient to close the loophole discussed in the previous section.  

It is desirable that the H(e)NB-GW can work with a SeGW from a different vendor.  Therefore, the mechanism whereby the binding between H(e)NB Identity and source IP address is discovered should be standardised.  Further, the source IP address could change each time the tunnel is established; this means that the binding should not be configured by the management system, but should instead be discovered dynamically.

There are a number of ways that this binding could be discovered, but they all require a new interface to the H(e)NB-GW.  The recommended solution, outlined below, introduces a new interface (Wah) between the H(e)NB-GW and the SeGW (shown in Figure 1).  This solution uses a standard protocol (RADIUS) and does not require any additional network elements.  There are also additional benefits, one of which is outlined in section 2.1 and further extensions are discussed in section 2.2.

	


Figure 1: Interface between SeGW and H(E)NB-GW

The proposed interface will have at a minimum a single exchange of messages for each tunnel which is set up.  This is sufficient to resolve the security issue discussed in this document.  However, if other functionality is needed, then the interface can be expanded by the relevant standards work-group as required.  The single exchange for certificate-only authentication is shown in Figure 2.
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Figure 2: Certificate Authentication with Authorization

In Figure 2, messages 1, 2, 3 and 6 are standard IKEv2 messages for certificate authentication.  The new exchange (messages 4 and 5) starts once the SeGW has authenticated the H(e)NB.

Message 4 performs a RADIUS Access-Request message to the H(e)NB-GW.  This message includes at least the attributes “User-Name” and (if the SeGW allocates the IP address) “Framed-IP-Address”.  This provides the necessary binding to the H(e)NB-GW.

Message 5 completes the handshake to the SeGW with the Access-Accept message.  This message includes at least the attribute “User-Name” to allow the SeGW to link the response to the request.  Thereafter, the tunnel establishment is completed.  

Although this solution is framed in terms of the RADIUS protocol, it would be equally simple to implement this using the Diameter protocol.  The important part of this solution is the new interface between the SeGW and the H(e)NB-GW; the precise protocol used is less important (provided it is an existing standard).

This exchange also needs to take place for the situation where multiple authentication is used (i.e. in the situation where the optional HPM is deployed).  For this, three options are possible:

· the RADIUS exchange is performed as part of certificate authentication as above, which implies that the VPN IP address must be allocated before full authentication is complete;

· the RADIUS exchange is performed once the EAP-AKA sequence is complete;

· the EAP-AKA sequence passes via a AAA proxy which is part of the H(e)NB-GW, which allows the H(e)NB-GW to extract the relevant information, provided the VPN IP address is allocated before the end of the sequence.

The author has not investigated these options in detail, and it may be simplest to offer the options to 3GPP and request that they select one solution.

2.1 Additional Benefits

The RADIUS exchange can be seen as a simple authorization request to the H(e)NB-GW.  If the H(e)NB-GW carries information about which H(e)NBs are allowed to connect to it (e.g. based on the ACL or similar information), then it can check that the H(e)NB is authorized to connect to the network.  If an unauthorized device attempts to connect, then it can send an Access-Reject message to prevent tunnel establishment.

This provides for a simple separation of authentication and authorization functions.  So if, for example, a subscriber is temporarily barred from the network (e.g. for non-payment of accounts), then the H(e)NB-GW can be informed as an administrative action and authorization refused.  There is no need to revoke the H(e)NB certificate or to interface to an OCSP server; such an action would in any case be confusing authentication and authorization because the certificate remains authentic.

This added benefit does not need any standardization beyond the support for the Access-Reject message.

2.2 Possible extensions

There are a number of desirable extensions which can be introduced once the interface has been agreed.  These should be done as separate actions, but are listed here as motivation for this solution over competing options.

2.2.1 Reporting of H(e)NB Public IP Address

The SeGW receives the H(e)NB public IP address as the source IP address in IKEv2 messages.  This can be reported to the H(e)NB-GW as a RADIUS attribute (e.g. “Calling-Station-Id”).  The H(e)NB-GW can use this as a verified IP address for logging and country-location purposes (as opposed to the location information reported by the HNB in the HNBAP Registration message, which is not verifiable).

2.2.2 Reporting of IPsec Tunnel State

The SeGW can be enhanced to support RADIUS accounting messages.  The Accounting-Start message will be sent when the IPsec tunnel is established, and the Accounting-Stop message will be sent if the IPsec tunnel fails for any reason.  The H(e)NB-GW can correlate this with SCTP association failure to get a more complete view of the cause of communications failure.

2.2.3 Administrative Control of IPsec Tunnel

As noted in section 2, the H(e)NB-GW can be used to control authorization of connecting devices.  If the RADIUS interface is extended to support the RADIUS Disconnect messages (RFC 5176), then this simplifies administrative actions to disconnect a device which already has an IPsec tunnel in place.  

2.2.4 Central Configuration

The RADIUS protocol supports a number of configuration options which are also supported by IKEv2, namely the VPN IP address and the DNS Server IP addresses.  If it is convenient for the Service Provider to manage these in the H(e)NB-GW (or via the H(e)NB-GW in a central server), then these additional configuration attributes can be sent to the SeGW in the Access-Accept message, which will then override the configuration function in the SeGW.  
3. Conclusion
It is proposed that SA3 review the vulnerability and agree the security of the proposed solution described in this Discussion Paper.  It is also proposed that once this discussion has concluded, SA3 then issue an LS to RAN3 and SA2 describing this newly discovered vulnerability as well as the proposed solution, and asking RAN3 and SA2 to make a decision based on the findings of this Paper.
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