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1
Introduction
The decision to create "master profiles" for certificates, TLS, IKE, and ESP in 33.210 and 33.310 was taken by SA3 in 2010. The reason for aligning to a single master profile was that SA3 had a lot of different security profiles, often without any apparent reason. This lead to problems as SA3 often forgot to update some profiles, and when SA3 did remember to update all profiles several different CRs had to be written. By referring to 33.210 regarding key lengths and algorithms we can make sure that all security related profiles are up to date.
2
Analysis

The IKE and IPsec “master profiles” in 33.210 have been agreed on, but there are still specifications that do not refer to the master profiles, e.g. the IKE and ESP profiles for GAN (43.318, 44.318). These profiles are very similar to the profiles in 33.234 to which changes were in principal agreed at SA3#61 (S3-101290) but delayed until SA3#62 (S3-110047) so that 33.402 could be updated at the same time (S3-110048).
Proposed GAN CRs are attached for information so that SA3 can analyze any security impact. The GAN CRs are for GERAN and not SA3 to agree on. The changes proposed to 43.318 are very similar to the changes proposed for 33.234 (S3-11047). As there are several references to obsoleted Internet-Drafts in 43.318 and 44.318 the references are updated and redundant references are removed. Unless SA3 opposes, the attached GAN CRs will be submitted to GERAN#49.
Also 33.210 should be updated. The fact is that IP addresses and FQDN MUST be supported according to RFC 4306/5996. Pre-shared secret authentication MUST also be supported according to RFC 4306/5996 (but not together with IP addresses). 33.210 should be changed so that it does not repeat requirements from RFC 5996 and so that pre-shared secrets authentication for IP addresses shall be supported only for NDS/IP. 
 
3
Conclusion

According to the analysis, 5 CRs are needed:
· S3-110047 (33.234)
· S3-110048 (33.402)

· S3-110049 (33.210)

· 43.318 CR (for GERAN to approve)

· 44.318 CR (for GERAN to approve)

4
Proposal
It is proposed that SA3 approves the CRs for 33.234 (S3-110047), 33.402 (S3-110048), and 33.210 (S3-110049).
It is also proposed that SA3 recommends GERAN to approve the two attached GAN CRs and that this is included in the SA3#62 report.
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