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1. Overall Description
SA3 would like to inform RAN3 and SA2 of a new security vulnerability, which is described in the attached discussion paper and makes possible for an attacker’s H(e)NB to masquerade itself as a different H(e)NB when registering with the H(e)NB-GW and hence allowing the attacker to be able to load a victim’s CSG and hence eavesdrop on the conversations of UEs belonging to that CSG.   

In a preliminary analysis, SA3 found that such attack is possible and requires remediation. The attached discussion paper describes the solution proposed by SA3, to be shared with the RAN3 WG in order for it to be able to make appropriate changes in the H(e)NB architecture.
2. Actions 
To RAN3 and SA2: SA3 kindly ask RAN3 and SA2 to provide their feedback on the discovered vulnerability and proposed solution described in the attached discussion paper. 
3. Date of Next SA3 Meeting:
SA3#63

11th –15th April 2011
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