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Abstract: This document defines an issue of communicating via gateway device. 
Discussion
TR 22.888 is considering communication via gateway device as one of the study areas. The MTC Gateway Device is a kind of MTC Device that has 3GPP mobile communication capability. The devices located at the MTC Capillary Network may or may not have 3GPP mobile communication capability. These devices are connected to the MTC Gateway Device via local connectivity technologies such as IEEE 802.15, Zigbee, Bluetooth, etc. The MTC Gateway Device connects via 3GPP Access Networks to the operator network and communicate with the MTC Server(s). Thus the MTC Gateway Device acts as an agent for the devices behind it. As specified by TR 22.888 the MTC Gateway Device needs to perform authentication and authorization for the devices that communicate through it. 
Therefore, this document proposes a new key issue communication through gateway device and requirements associated with this key issue. 

Proposal
It is proposed that the text below be included in the living document.
3.X
Communication via Gateway Device  
3.X.1
Issue Details

In this scenario, depicted in Figure 3.x.1-1, the MTC Gateway Device is a MTC Device that has 3GPP mobile communication capability. The devices located at the MTC Capillary Network may or may not have 3GPP mobile communication capability. These devices are connected to the MTC Gateway Device via local connectivity technologies such as IEEE 802.15, Zigbee, Bluetooth, etc. The MTC Gateway Device connects via 3GPP Access Networks to the operator network and communicate with the MTC Server(s). Thus the MTC Gateway Device acts as an agent for the devices behind it.
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Figure 3.x.1-1: Example of MTC Gateway Device Communication 

3.X.2
Threats and Optimizations
As specified by TR 22.888, the MTC Gateway Device acts as an agent for the devices behind it. Therefore, the MTC Gateway Device needs to facilitate mutual authentication between MTC devices and 3GPP network and authorization for the devices that are associated with the MTC Gateway Device. 

3.X.3
Security Requirements

MTC Gateway Device shall perform mutual authentication with the 3GPP network. 

Every MTC device that is attached to a MTC Gateway Device shall perform mutual authentication with the 3GPP network. Per device session key shared between the 3GPP network and each MTC device shall be available as a result of this authentication.

The MTC Gateway Device shall not be able to obtain the session keys that are agreed between each attached MTC device and the 3GPP network.

Above mentioned authentications should be efficient (in terms of required signaling) and maximally reuse existing standards and protocols. 
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