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Currently, section on KMS based solution for IMS conferencing is lacking some details. Editor Notes are added to point to the details that need to be added.   

Proposal
* * * First Change * * * 
5.3.2
KMS based solution

5.3.2.1
Introduction and overview media protection

5.3.2.1.1 
General
The KMS based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys are used to key all media streams used in the conference. These group keys are generated by the KMS on request from the conference system. 
To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.
5.3.2.1.2 Conference creation

To create a conference a user requests a TICKET from the KMS and sends an INVITE message to the conference factory to create a secure session. The TICKET shall contain the conference factory as a recipient; other allowed recipients of the TICKET define the set of possible conference participants in addition to the conference creator. The set of allowed conference participants is recorded by the conference system and is later used to verify that only authorized users join the conference.  
Editor’s note: It needs to be clarified how new participants that are not in the TICKET sent to the KMS can be added.
The conference factory sends the ticket in the INVITE in a RESOLVE_INIT to the KMS. This will allow the conference factory to securely authenticate the initiator and verify that the initiator is authorized to set up a secure conference. The checking of the authorization to set up secure conferences is either against a conference policy maintained in the conference system or it is checked by the KMS when the ticket is resolved. The KMS may have a policy defining if the TICKET issuer is authorized to have a secure session with the conference factory.
Editor’s note: It needs to be clarified whether conference factory needs to have pre-established security association with every single possible KMS to be able to request the key in RESOLVE exchange.
5.3.2.1.3
Conference call in
When the creator of the conference calls into the conference, the creator may reuse the TICKET used when INVITING the conference factory or create a new TICKET. The conference system resolves the ticket by initiating RESLOVE exchange with the KSM and verifies the identity of the creator. The conference system then sends a REQUEST_INIT to the KMS requesting a TICKET with the group keys that it will need to key the conference. The conference system responds to the initiator with a TRANSFER_RESP containing a KEMAC with the group keys to be used. 
Editor’s note: It needs to be clarified is the conference system referred above the same as the conference factory from the previous clause? What is this entity?
Other conference participants can also call in to the conference by sending an INVITE to the conference focus. The invite may be due to a REFER from some other conference participant. Before sending the INVITE the conference participant to be, requests a TICKET from the KMS with allowed recipient equal to the conference focus. The ticket allows the conference system to authenticate the entity calling into the conference and verify that it is allowed to join the conference. The conference system responds with a TRANSFER_RESP containing a KEMAC with the group keys to be used.
Editor’s note: It needs to be clarified how is the participant to be using a ticket received by KMS authenticated to the conference system. Does conference system resolve the ticket? Does the KMS keep track of all possible conferences?
5.3.2.1.4
Conference call out

Conference participants can also join the conference by receiving an INVITE from the conference system. The INVITE may be due to a REFER from some other conference participant. The conference system first checks that the intended participants is authorized to join the conference and then requests a TICKET for the intended conference participant from the KMS. The conference system includes the TICKET together with a KEMAC containing the group keys to be used in the TRANSFER INIT in the INVITE. When the intended conference participant responds the conference system verifies the participant’s identity and lets the participant join the conference.
Editor’s note: Above text needs to be clarified. What TRANSFER_INIT is referred in the above description?
5.3.2.2
Protection of non-media information 

Protection of event packages should follow the solution for immediate messaging described in this TR. Protection of floor control signalling should follow the solution for described for for protection of TCP/MSRP in this TR. The TICKET/KEMAC used to define the keys for media protection should include keys for protection of event packages and/or floor control.
Editor’s note: This clause needs to be revisited once solutions for immediate messaging and for protection of TCP/MSRP are described. 

Editor’s note: It needs to be clarified how TICKET/KEMAC used to define the keys for media protection can possibly include keys for protection of event packages and/or floor control.
* * * End of Changes * * * 








































































































































































































































