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1. Overall Description:

During the SA4 meeting #62 held on Jan 10-14, 2011 in Berlin, Germany, there was a discussion on the security requirements for Packet Switched Streaming (PSS) service (see 3GPP TS 22.233 and TS 26.234). The discussion was initially in the context of the work item HTTP-based Streaming and Download Services (HTTP_SDS: SA4), but led to generic questions on the status of security and service integrity for PSS service. 
The main concern raised during discussion is that in different PSS services important data are delivered from the PSS server to the PSS client over public and unprotected networks, thus integrity, confidentiality and authenticity of these data may need to be secured. Examples are Media Presentation Descriptions (MPDs) in the context of Dynamic Adaptive Streaming over HTTP (DASH), SDP information, 3GP files, SMIL presentations or HTML/xHTML pages. For delivery over HTTP, the specifications that are developed in SA4 (in particular TS26.234 and TS26.247) support RFC 2818.
According to TS22.233 v 9.0.0, section 6, “PSS shall support end-to-end security (e.g. between the server and the Streaming client)”. This section references TS 21.133 and the last version was v4.1.0.
3GPP SA4 would like to understand if the security considerations in TS22.233, section 6, are still up-to-date and furthermore would like to understand if 3GPP SA3 has any completed or ongoing work to fulfill the security requirements in section 6 of TS22.233, and if the support of RFC2818 is sufficient to fulfill the existing security requirements of PSS service.

SA4 would like to thank SA1 and SA3 in advance for your consideration of this matter.

2. Actions:

SA1: please provide information to SA4 and SA3 on the following questions.

· Are the security requirements in TS22.233, section 6, still up-to-date? 

· Is there any ongoing work in 3GPP SA1 on PSS in general and PSS security in particular?
SA3: please provide information to SA4 on the questions below.
· Does 3GPP SA3 have any completed or ongoing work to fulfill the security requirements in section 6 of TS22.233?

· Does 3GPP SA3 consider the support of RFC2818 to be sufficient to fulfill the PSS existing security requirements?
3. Dates of next 3GPP SA4 meetings: 
3GPP SA4 Meeting #63

14-18 February 2011

Sanya, Hainan Island, PR of China
3GPP SA4 Meeting #64

11-15 April 2011

San Diego, California, USA.

