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1. Introduction
In the previous two contributions (S3-110030 and S3-110031), we highlighted the security issue for tunnelled authentication and what approaches were taken in the past for 2G GBA, as defined in TS 33.220, and the extension of TS 33.220 GBA_H, as defined by CableLabs.

In this document we will outline how those additional measures could work for SIP Digest authentication.
2. Protection of tunnelled authentication using TLS master key extraction

In the GBA_H the basic approach can be slightly modified to address the raised problems and would work as follows:
1) The UE initiates a server certificate only authenticated TLS connection with the BSF.

2) The UE initiates an HTTP request through the TLS tunnel towards the BSF. 
3) The BSF challenges the UE with a nonce and compares the response received from the UE with the expected response computed from the nonce and the H(A1) value (based on the SIP Digest password) fetched from the HSS.

4) After successful authentication the BSF and the UE extract the TLS master secret as the Ks.
The extraction of the TLS master secret could be done according to RFC 5705, but such an extraction has also its own security risks and might not be widely implemented. Hence the support of such a mechanism could only be guaranteed in native browsers, but not in downloaded browsers. Also, the existing functionalities for key derivation could not be re-used.
3. Protection of tunnelled authentication using modified Ks derivation

In the security approach for 2G GBA, the TLS tunnel shall be encrypted. This enhances the security of the derived GBA-secret Ks which is computed from, among other input, a parameter “Ks-input” sent by the BSF through the TLS tunnel; i.e. an eavesdropper does not know the Ks-input nor the nonce, so, once the authentication was successful, the attacker cannot not know Ks even if he can later compute the cipher key Kc related to the bootstrapping run.
This approach can not be transferred directly to the SIP digest security problem, since the parameters Kc, RAND, and SRES from GSM can no longer be used. 

Hence the direct approach is to replace those GSM specific parameters with SIP digest specific ones.

It is desired that a new variant is compatible with the existing system and has only minimal impacts. In 2G GBA the master key Ks is calculated as:

Ks = KDF (key, Ks-input, "3gpp-gba-ks", SRES).

Now we have a closer look at the input parameters. 

Key is a secret parameter and in 2G GBA it is Kc || Kc || RAND, hence the natural SIP digest replacement would be key = Digest password, 

The Ks-input is a 128-bit random number selected by the BSF and can stay as is,


The “3gpp-gba-ks” is a constant string that would need to be replaced by an appropriate other string "3gpp-Digest-res", 
The SRES is public and hence the Digest-response would be a straightforward approach here, which would give RES = KDF (Digest password, "3gpp-Digest-res", Digest-response). 

Hence the Ks can be computed as:

      Ks = KDF (Digest password, Ks-input, "3gpp-Digest-res", Digest-response). 
This approach would allow that the browser, and potentially also other applications are not affected by this. In the implementation, functions like the KDF can be re-used with different input parameters.
4. Proposal
We kindly propose SA3 to study how the protection mechanisms discussed in this paper. We propose that the mechanisms used by 2G GBA to adapt the key generation parameters can be usefully applied to SSO with SIP Digest.
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