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7.7.3 Relay Node Security
1
Introduction
In solution 7, 2 issues are resolved. Firstly the detail of secure channel establishment is clarified. Pre-installed operator’s certificate will be used to establish secure channel between UICC and RN. Secondly the editor’s note for enrolment is resolved. Certificate will be provisioned before RN is deployed under operator’s control. So it does not need to be enrolled online.

2.  pCR
==============================Begin of change========================================
10.7
Soluiton 7: AKA for Relay Node UE authentication and IPSec 
protection

10.7.1
General

In this solution, AKA is performed for mutual authentication between Relay Node and core network, and generate keys for AS communication and IP communication. IPsec is used to protect the S1 and X2 control plane signalling. The user plane traffic will be protected by the AS level security. We use IKE and AKA key will be used as the pre-shared key to the IKE, because it can provide more dynamic configuration and negotiation on the security parameters.
solution 7 actually includes 2 detailed solutions. 7a1 is secure channel (certificate) + IPsec tunnel (pre-shared key), and 7a2 is secure channel (PSK) + Ipsec tunnel (PSK. For the IPsec tunnel establishment, they are same, the only difference is the way of secure channel establishment.
10.7.2 Security Procedures
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Figure 7.8.2-1: AKA for IKE
The EPS AKA procedure is performed to authenticate the UICC in the Relay Node and core network. 
1.
When RE connects network as a legacy UE, AKA shall be performed, and KASME is generated by Relay Node and its HSS. MME will get KASME from HSS.
2.
RN and MME generate the KeNB independently, MME send the KeNB to DeNB, then both RN and DeNB share KeNB and related keys like KRRCenc, KRRCint, etc.
3.
SMC negotiation is complete between RN and core network. And PDCP bearer will be generated and protected

4.
A special KIKE will be generated from KeNB in RN and RN’s DeNB simultaneously.

5.
The key KIKE can be used for IKE authentication pre-share key instead of certificate. 
6.
A standard IKE negotiation procedure with pre-share key can be performed. IPsec tunnel will be generated by IKE and protection will be activated. What is more, IPsec can be updated by using standard IKE procedure.
After that, AS security communication and IPsec communication are all set up. Then AS security can be used to protect user plane data and IPsec can be used to protect control plane data between RN and DeNB.
10.7.3
UICC Aspects in RN scenarios

It uses the USIM, and there are the following ways to make sure it is secure binding between the USIM and RN.

Secure channel mechanism shall be used between the UICC and the Relay Node as described in ETSI TS 102 484. Two independent mechanisms can be applied. 
1. A pre-shared key can be pre-installed into RN . 
2. An operator certificate can be pre-installed into RN and used to set up TLS connection. When the RN is deployed, a Secure Channel between RN and UICC can be established according to ETSI TS 102 484 by means of a TLS connection. During the establishment, CRL is used for certificate validation. 
For the certificate validation, CRL contains invalid certificate list. When UICC or RN wants to validate certificate, it just compare certificate ID with each entry in its local CRL list. The certificate can be proved valid if it is not contained in the list. The CRL check can be performed with UICC in the following way as shown in the following figure. 
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· The revocation status of the UICC certificate is checked by means of the CRL obtained by the RN. 
· The revocation status of the RN certificate is checked by means of the CRL obtained by the UICC. 
Both revocation of the certificates of RN and UICC shall be performed by the operator’s system manager in the CA server. The CRL list shall be updated by the CA server.
A: RN CRL list can be updated between the RN and CA connection 

B, The UICC CRL list can be updated through the RN, which is performed after secure connection establishment. To ensure the secure communication between the UICC and CA, it can have end to end secure mechanisms between the UICC and CA. 
Editor Note: There may be a security issue in the UICC and CA connection for the CRL list update if the RN has been compromised to block CRL list update communication..
10.7.4
Enrolment procedures for RNs for backhaul link security

1. Pre-shared key enrolment
Before the RN and UICC are deployed, a pre-shared key will be generated and installed in RN and UICC under operator’s control such as OTA etc. 
As for the use of OTA, firstly a key is generated by key generation center. Secondly, this key is transferred to OTA server which is also inner operator’s domain. Thirdly, UICC and RN, which are under operator’s control, can set up a connection to OTA server. For RN device, OTA instructions set should be integrated. Then they can get pre-shared key from OTA server. Lastly UICC and RN can write this key into their bodies. But this mostly happens at the application layer. It can be executed in this 3GPP scope.
For the protection of the OTA communication, it may rely on the physical security protection of operator’s control or based on the certificate of the platform validation in the RN.
The standard can check OTA standard 3GPP TS 31.116 which have defined all the commands and modules. It uses the same commands and modules to the terminal in this solution. 
And the procedures above can be based on the platform validation or integrity check which has certificate to make sure this device security. But platform validation is independent procedure and shall be applied into every solution. So here it is not described. 
2. Operator certificate enrolment

Before the RN and UICC are deployed, operator’s certificates will be installed in both RN and UICC under operator’s control. 

10.7.5
Analysis of Solution 7
10.7.5.1
Countermeasures for the threats in clause 5
1) Impersonation of a RN to attack user attached to RN
As this attack will be perfomed by removing the UICC from a real RN and inserts it into their own Rogue RN, and the objective is to perform the device authentication for this threat. But Solution 7 uses secure binding between the UICC and device. So this attack can be prevented by the secure channel between UICC and RN, the legal UICC can’t be inserted to another RN. So this attack can’t be made.  
2) MitM on the Un interface between RN and DeNB
This attack can also prevented by the following ways. Firstly, there is secure channel between UICC and RN. A UICC for RN can only be inserted into a specified RN. In this situation, attacker can’t get root key by fake RN. Secondly, there is keys negotiation closely associated with RN authentication to be used to the integrity and encryption of IPSec or AS. So there will be no MitM attack. 
3) Attacking the traffic on the Un interface between RN and DeNB
RN’s AS level security is provided to protect RN’s singling and User’s user plane data. IPsec security is used to provide integrity protection of User’s Control plane signaling. 
4) Impersonation of a RN to attack the network
Same to 1)
5)Attacks on the interface between the RN and the UICC 

This attack can be eliminated by binding between UICC and the RN. 

6)DoS type attacks 
For DoS attacking that attacker inserts the UICC into another RN to cause the interference problem, it can be prevented by secure channel between UICC and RN(binding).
10.7.5.2
How does solution 7 fulfill the requirements in clause 6
1)“If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.”

For User UE’s S1 and X2 interface, hop by hop protection is used, so this requirement is not applied for these interfaces. For OAM coomunication, e2e protection is used. Mutual authentication between RN and OAM system is required. This requirement is fulfilled.

2) “Integrity protection for the S1 control plane traffic over the Un shall be mandatory.”

IPsec is used to provde integrity protection for S1 control plane traffic over Un. 
3)“The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture.” 

It can be addressed by TS 33.401..
4)“Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture.”

It is addressed by TS33.401
5)“Mutual authentication between RN and network shall be supported.” 

Mutual authentication between UICC(binding with RN) and network is supported.

6) “The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.”

This requirement seems compatible with all solutions descrbied in clause 7.
7)“Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.”

Solution 6 does not deal with OAM security. So we meet this requirement .
8)“The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.”

There are some solutions to prevent misuse which are described in section 5.1.2.1.1. Although there is no final decision to select which solution should be used, all these solutions can be used to resolve this requirement. 
9)“The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.”

AS level security mechanisms are used in this solution to protect S1/X2 user plane traffic confidentiality. 
10)“Both user plane and control plane must be considered as they may not require the same level of protection.”

It has been considered. 
7.8
Soluiton 7: AKA for Relay Node UE authentication and IPSec protection

7.8.1
General

In this solution, AKA is performed for mutual authentication between Relay Node and core network, and generate keys for AS communication and IP communication. IPsec is used to protect the S1 and X2 control plane signalling. The user plane traffic will be protected by the AS level security. We use IKE and AKA key will be used as the pre-shared key to the IKE, because it can provide more dynamic configuration and negotiation on the security parameters.

==============================End of change========================================
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