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7.7.3 Relay Node Security
Comments by NSN on S3-101368: 

Summary: The attack should be dismissed as irrelevant as it is based on assumptions that have consistently been considered invalid by 3GPP SA3. Furthermore, if the attack scenario was deemed relevant then also Ericsson’s solution 9 would suffer from it.  

Details:

1) Section 4 of S3-101368 states: “The attacks described above are attacks in the core network or on the interface between the radio access network and the core network. Such attacks have not been discussed earlier in connection with relay node security. However, for this case we believe they should be considered as they are single point attacks.”
If we had to assume the possibility of attacks in the core network or on the interface between the radio access network and the core network, in spite of protective measures taken, it would affect not only relay node security, but also the security architectures for 3G or EPS. The security of both 3G and EPS rests on the assumption that these interfaces and nodes are suitably secured, e.g. by securing the interfaces by NDS/IP. The same assumption has to be, and can be, made for relay node architectures. 
If this assumption could not be made for 3G and EPS, as defined in Rel-99 and Rel-8, 3G and EPS would be totally insecure. Just assume e.g. that an MME would be compromised in a Rel-8 EPS system. Then any UE could gain access to the system even without authentication, according to the wishes of the attacker controlling the MME. Similarly, when an attacker controls the S1 interface, he can eavesdrop on all traffic on the radio interface. Finally, when an attacker controls the HSS or the S6a interface between HSS and MME he can pick up authentication vectors, which would certainly break EPS security. Mandating that a second line of defence on the radio interface was needed for 3GPP system in order to counter possible attacks in the core network would turn the security philosophy followed so far by 3GPP SA3 upside down. 
2) Ericsson’s solution 9 also depends on the invulnerability of the MME and its interface to the DeNB: Qualcomm’s S3-101381 states “In solution 9, the device authentication takes place at the DeNB, but the MME is not aware of the success of this. Hence the MME does not know when it should allow Phase II procedures to take place. Hence solution 9 requires some enhancement to prevent a RN that has not passed device authentication from benefiting from Phase II only functionality.” In other words, the DeNB needs to send an S1 message to the MME telling it that the RN platform authentication went fine, and, of course, the MME needs to properly take into account this message. Otherwise, the RN would gain access to APNs to which it should not. Similarly, when the attacker could modify subscription profiles in the HSS it could do it such a way that the restriction on the RN imposed for phase I would be eliminated, and again solution 9 would not work securely any more. 

1
Introduction
This contribution describes an attack on solution 11. The attacker's objective is to launch a rogue RN and attach to a genuine DeNB and lure normal subscribers to use the rogue RN.
The attack is based on the fact that the DeNB is not directly authenticating the RN platform but gets this information from the MME. The attack is launched above the DeNB and such attacks have not been considered earlier. Yet we believe it is relevant and should be brought to SA3's attention. 
2
The attack scenario
The attack scenario is depicted in figure 1. The attacker has a rogue RN with a standard subscription USIMon a UICC. The attacker also controls one of the following 

1) The S1-MME RN and the S11 RN interfaces
2) The MME-RN. The MME-RN has been compromised.

3) The S6a interface between the MME-RN and the HSS.

4) Means to change subscriber profile data in the HSS, especially to change a normal user profile to a RN subscription profile. 
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Figure 1. Attack scenario showing possible attack points. The RN is a rogue RN with a genuine USIM for a normal subscription.
The attacker's objective is to lure normal subscribers to attach to his rogue RN. The basic idea in the attack is that the attacker somehow will ensure that the response from the MME to the DeNB indicates that the RN has been successfully authenticated and that it is a genuine RN.

3 Attack details
In solution 11 there is no direct mutual authentication between the RN and the DeNB. The DeNB is only informed by the MME-RN that an attaching RN is a genuine RN. The idea behind the attack is to ensure that the DeNB gets a positive confirmation even though a rogue RN is used together with a standard USIM. 
Assuming that the attacker has control over attack point 1, i.e. the S1 and S11 interfaces, the attacker can modify the message sent on S1 to inform the DeNB that the attaching entity wasn't a genuine RN into stating that it is. Signalling for configuring the Relay SGW/PGW is injected over S11 to allow handling of user traffic in the DeNB. The RN can now accept attach requests from users and handle them in the normal way.
Assuming that the attacker has control over the MME allows the attacker to ignore the information coming from the HSS and generate the signalling required to accept the rouge RN as a genuine RN.

Assuming that the attacker has control over the S6a interface allows the attacker to modify the signalling from the HSS in such a way that it indicates that the subscriber is a genuine RN. The MME will thus accept the rogue RN as a genuine RN.
Assuming that an attacker can modify subscription profile data in the HSS, the attacker will modify the profile data to indicate that the used USIM in the rogue RN is on a "RN UICC". The HSS will then signal this to the MME which forwards the information to the DeNB which then would allow the rogue RN to attach. 

4
Discussion

The attacks described above are attacks in the core network or on the interface between the radio access network and the core network. Such attacks have not been discussed earlier in connection with relay node security. However, for this case we believe they should be considered as they are single point attacks. It is possible that these attacks can be countered by enforcement of security countermeasures in the operator's network and IT security system. However, if there are simple means to make such single point attacks infeasible or much harder by installing a second line of defence, it seems appropriate to do so. Another option is of course to choose a security solution which doesn't exhibit these single point attack surfaces.
5
Proposal

It is proposed that SA3 takes the above into consideration when making the final selection of the relay security solution. If the selection is solution 11, it is proposed to add a countermeasure against this type of attack.
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