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Abstract of the contribution:This contribution raises some issues with the protection of NAS signalling in solution 9. 

Discussion
Subclause 10.9.2.2.5 of the Relay Security TR has the following editor’s note in relation to solution 9:
“Editor’s note: Further consideration on the security of NAS message in Phase II that can be sent before AS security is established is needed.”
Firstly it should be noted that the editor’s note should actually finish “ …….  before AS security with the with key Ko mixed in has been established”. This is because before the key Ko has been mixed in, the AS security has the same weakness as the NAS security.
Further to this we make two observations about the security of the NAS messages:
1. The NAS secuirity mode command procedure can be run (and indeed in certain circumstances will be run) before any AS security has been established. The NAS security command  procedure is responsible for the bidding down protection for algorithm selection between the UE and network at both the NAS and AS level. Due to the observation, solution 9 is currently vulnerable to bidding down attacks and requires some enhancement to overcome this issue.
2. The MME treats the RN differently in Phase I and Phase II. Phase II procedures should only be available to a genuine RN node, i.e. one that has passed the device authentication. In solution 9, the device authentication takes place at the DeNB, but the MME is not aware of the success of this. Hernce the MME does not know when it should allow Phase II procedures to take place. Hence solution 9 requires some enhancement to prevent a RN that has not passed device authentication from benefiting from Phase II only functionality.
It is proposed that either functionality is added to solution 9 to overcome these issues. If this is not possible at this meeting then editor’s notes capturing the issues should be added.
