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1
Introduction
This contribution builds on S3-101060 which was presented in Riga and the comparison is mainly based  on implementation and operational aspects. The comparison reviews the 7 solutions in the draft TR proposed for further study, i.e. solutions 4, 5, 7, 8, 9 with amendments proposed to this meeting, 11 and 12. The amendments to solution 9 show how the basic idea in solution 9 can be developed to cover the case when enhance AS protection is used. So in practice solution 9 will be split in two, i.e. a 9a solution for IPSec protection of S1/X2 signalling and 9b when enhanced AS is used.
The objective of this contribution is to try to narrow down the focus to the 2-3 most promising solutions. 

2
The solutions

2.1
Main components of the solutions
The list of 4 main solution components used in S3-101060 is kept. Some additional information has been added though.
1. Un security
All proposals rely on AS confidentiality protection for user data protection. For protection of S1/X2 signalling two proposals exist; the first is to introduce integrity protection for AS (enhanced AS) and the second one is to use IPSec. If it will be required to have integrity protection for user data protection, the same two options exist and it seems reasonable to assume that if IPSec is used for S1/X2 protection then IPsec will also be used for user data protection and correspondingly that enhanced AS offering integrity protection will be used for both S1/X2 and user data protection.
2. Keying for Un security
For AS keying two alternatives exist: Using standard AS-keys (as derived from AKA) or using modified AS keys. In the general case modified AS keys could be the result of a modification the key hierarchy at any level. For IPSec keying IKE is used in all proposals. 
3. Protection of UICC interface.
The two alternatives here are: Unprotected or protected interface towards a removable UICC. To protect this interface it is proposed to use TLS with certificates. In proposal 7 it is mentioned that GBA could be used to establish a shared key, but it seems simpler to rely on certificates, so the GBA option is disregarded in this comparison. 
4. RN platform authentication
There are several alternatives here; 1) use of IKE/IPSec between RN and DeNB using device certificates, 2) use of IKE/IPSec between RN and DeNB using device certificates, 3) modification of the NAS signalling between MME and RN to include RN platform authentication based on RN certificate, 4) modification of NAS signalling between MME and RN to in clude platform authentication based on key shared by RN and MME, 5) use of TLS between RN and UICC using device and UICC certificates, 6)use of TLS between RN and DeNB using device certificates.
2.2
Characterization of solutions
In Table 1 the solutions are categorized according to the main components identified.
Table 1: Categorized solutions

	Solution
	Un security
	Un Keying
	UICC i/f
	Device Auth
	Comments

	4
	IPSec+AS
	IKE+AKA
	Protected
	IKE: 
RN <-> DeNB
	 

	5a
	Enhanced AS
	Modified AKA with modified  KH
	Unprotected
	Enhanced AKA: RN -> MME
	"RN key" sent from MME
Modified KASME

	5b
	IPSec+AS
	IKE+ modified AKA with modified KH
	Unprotected
	Enhanced AKA: RN -> MME
	"RN key" sent from MME
Modified KASME

	7
	IPSec+AS
	IKE+AKA
	Protected
	IKE: 
RN <-> DeNB
	IKE with preshared key derived from KeNB

	8a
	Enhanced AS
	Modified AKA with modified KH
	Unprotected
	Enhanced NAS:
RN <-> MME
	RN key embedded in RN and shared with HSS/MME
Modified KASME

	8b
	IPSec+AS
	IKE+modified AKA with modified KH
	Unprotected
	Enhanced NAS:
RN <-> MME
	RN key embedded in RN and shared with HSS/MME
Modified KASME

	9a
	IPSec+As
	IKE+ AKA with modified KH
	Unprotected
	IKE+IPSec
RN <-> DeNB
	Shared offset key between RN and DeNB
Modified AS keys

	9b
	Enhanced AS
	TLS + AKA with modified KH
	Unprotected 
	TLS: 
RN <-> DeNB
	Shared offset key between RN and DeNB
Modified AS keys

	11
	Enhanced AS
	AKA
	Protected
	TLS: 
RN <-> UICC
	RN network authentication is indirect via UICC

	12
	Enhanced AS
	AKA
	Protected
	TLS: 
RN <-> UICC
	RN network authentication is indirect via UICC
Proposed USIM-INI key handling does not fulfill requirement


The following solutions 8a, 8b and 12 (pink rows in Table 1) are left out of the discussion as they do not fulfill basic requirements. 
· Solution 8a and 8b: Embedding a RN key in the RN is, from a handling point of view, more or less equal to using an embedded USIM and the provisioning of the RN key is not described. As solutions using embedded USIMs are excluded also those solutions relying on an embedded RN key should be excluded. Furthermore 8a and 8b modify the NAS signaling and the AKA procedure leading to changes in the MME. 

· Solution 12 doesn't allow the RN to connect to a network as a UE when the eNB assigns a legacy MME. This contradicts current assumptions on phase 1 connect.
To get a better overview of the solutions that are considered they are presented in sorted order in Table 2. 
Table 2: Solutions sorted according to 1) Un Security and 2) UICC i/f 

	Solution
	Un security
	Un Keying
	UICC i/f
	Device Auth
	Comments

	5a
	Enhanced AS
	Modified AKA with modified  KH
	Unprotected
	Enhanced AKA: RN -> MME
	"RN key" sent from MME
Modified KASME

	9b
	Enhanced AS
	TLS + AKA with modified KH
	Unprotected 
	TLS: 
RN <-> DeNB
	Shared offset key between RN and DeNB
Modified AS keys

	11
	Enhanced AS
	AKA
	Protected
	TLS: 
RN <-> UICC
	RN network authentication is indirect via UICC

	5b
	IPSec+AS
	IKE+modified AKA with modified KH
	Unprotected
	Enhanced AKA: RN -> MME
	"RN key" sent from MME
Modified KASME

	9a
	IPSec+As
	IKE/IPSec+ AKA with modified KH
	Unprotected
	IKE
RN <-> DeNB
	Shared offset key between RN and DeNB
Modified AS keys

	4
	IPSec+AS
	IKE+AKA
	Protected
	IKE: 
RN <-> DeNB
	 

	7
	IPSec+AS
	IKE+AKA
	Protected
	IKE: 
RN <-> DeNB
	IKE with preshared key derived from KeNB


2.3 
Some observations
2.3.1 
Un protection

Enhanced AS means adding integrity protection to the DRBs that carry the S1AP/X2AP traffic and would introduce some bandwidth expansion. However the bandwidth expansion will be negligible as it is assumed that only those radio bearers used for S1/X2 signalling will be integrity protected. If user data has to be integrity protected enhanced AS protection would be more efficient than use of IPSec.
Use of IPsec for S1/X2 protection on Un would introduce some bandwidth expansion. However the bandwidth expansion will be negligible when it is assumed that only S1/X2 signalling will be integrity protected.  If user data has to be integrity protected and IPSec is used for this purpose the bandwidth expansion will not be negligible.

When only S1/X2 signalling needs to be integrity protected the overhead is acceptable. If user data needs to be integrity protected as well then enhanced AS is the preferred solution as it gives less overhead.

2.3.2
Keying for Un security
All solutions that use IPSec (4, 7, 5b, 9a) to protect S1/X2 over Un use IKE for SA establishment. All solutions except 7 rely on certificates. Solution 7 relies on a shared key derived from K_eNB. 

For AS protection (enhanced or standard) the solutions differ a lot. Those solutions relying on a secure interface between the UICC and the RN (4, 7, 11) rely on keys generated in the standard key hierarchy. The other solutions rely on a modified key hierarchy. Solutions 5a and 5b rely on a modified AKA procedure resulting in a modified key hierarchy. Solutions 9a and 9b rely on a secret shared by RN and DeNB and this secret is used to modify the key hierarchy. The shared key is sent from DeNB to RN within a protected IPsec tunnel (solution 9a) or is extracted from a TLS session between RN and DeNB (solution 9b).
Solution 11 exhibits the simplest solution for keying Un security as it only uses a standard key hierarchy.  The other solutions require additional functionality. Use of IKE/IPSec and TLS are standard features and only involve RN and DeNB. So does the implementation of the scheme for modified key hierarchy in solutions 9a and 9b. Solution 5a and 5b involve modifications in RN and MME as the NAS procedures are changed.
The solutions ranked in least order of implementation and standardization complexity for keying of Un would then be 11, 4, 7, 9b, 9a, 5a and 5b. 

2.3.3
Protected UICC i/f

Use of a protected UICC i/f requires use of UICCs which have additional capabilities compared to UICC's intended for UE USIMs, in particular they have to support ETSI TS 102 484. This added functionality and the fact that the number of UICC's for relays will be very much smaller than the number of UICCs required for UE use, will make them more expensive. Operator administrative procedures may also have to be different compared to those for UE USIMs. Allowing use of a standard UICC and only require configuration of user profile data in the HSS is the simpler solution.
2.3.4 Device authentication
Solutions 4, 7, 9a, and 9b provide direct mutual authentication between RN and DeNB via IKE or TLS. The authentication is based on device certificates except for solution 7 which relies on a shared key.  This shared key is derived from K_eNB and can be trusted as it is assumed that the UICC interface is secure and that the UICC only runs AKA towards authenticated RNs.
In solution 11 (and 7) the UICC authenticates the RN before allowing AKA to be run. This gives the MME assurance that the RN is authenticated. This information is then in solution 11 forwarded to the DeNB from the RN, so the RN DeNB mutual authentication is indirect.

In solution 5a and 5b the mutual authentication is between RN and MME, in principle exactly as it is for authentication of standard UE's. The MME can forward the information to the DeNB, just as it is done in solution 11. 
From a security point of view direct mutual authentication would be the preferred solution as there is no need for a chain of trust between entities. 
3 Some comparisons
3.1  
Solutions 4 and 7
Solutions 4 and 7 are very similar; both use IKE/IPsec and rely on a secure UICC i/f.  The main difference is that certificates are not used in IKE in solution 7. However, solution 7 relies on that credentials are available in the RN in the form of either a secret key shared with the UICC or a certificate that the UICC can verify. On line provisioning of such credentials seem problematic as the RN will not have access to the USIM before it has a credential available. Thus the provisioning has to take place by offline means. This leads to a preference for solution 4.

3.2 Solutions 5b and 9a

A major difference in the design choices for 5b and 9a is that 9a only involves the RN and the DeNB. This together with the fact that 9a gives direct mutual authentication between RN and DeNB gives solution 9a and advantage from standardization and implementation point of view.

3.3 Solutions 5a and 9b

A major difference in the design choices for 5b and 9a is that 9a only involves the RN and the DeNB. This together with the fact that 9a gives direct mutual authentication between RN and DeNB gives solution 9a an advantage from standardization and implementation point of view.

3.4 Solutions 4 and 9a

The major difference between solution 4 and 9a is that 9a does not rely on the use of a secure interface between the UICC and the RN. Such a secure interface requires use of UICCs supporting that functionality and that the UICC is included in a PKI. Solution 9a only assumes use of certificates in the RN, exactly as for any base station. The use of an offset key in solution 9 is straightforward and only influences the RN and DeNB. This leads us to have a preference for solution 9a
3.5
Solution 9b and 11

There are two major differences between solution 9b and 11. The first is that solution 11 is totally reliant on the secure interface between RN and UICC while solution 9a does not rely on the use of such a secure interface. The second difference is that solution 9b offers direct mutual authentication between the RN and the DeNB. 
Use of a secure UICC interface requires use of UICCs supporting that (and other specially defined) functionality and that the UICC is included in a PKI. Solution 9b only assumes use of certificates in the RN, exactly as for any base station. The use of an offset key in solution 9b is straightforward and only influences the RN and DeNB. This leads us to have a preference for solution 9b
3.6
Enhanced AS and IPSec

From a security point of view both options can be secured. The main difference lies in the overhead incurred by the solutions, where IPSec would be more expensive than enhanced AS. Thus the enhanced AS has an advantage, especially if all user data has to be integrity protected. The decision which way to go, is for the RAN groups.
4
Conclusion
As we all know the type of evaluation performed above is not an exact science; some factors may have been omitted and some factors may have been given too much attention. Still, this attempt to evaluation the solutions give hints about which solutions that seem to have simple and efficient implementations.
Drawing from the comparisons above and separating the candidates according to their assumptions on enhanced AS or IPSec respectively we get the two top proposals for each case:

Enhanced AS:
  9b followed by11

IPSec:
  9a followed by 4 
5
Proposal
SA3 is asked to take the above elaborations into account when selecting the relay security solution to be standardized. 
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