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7.7.3 Relay Node Security
1
Introduction
This contribution discusses the applicability of the key derivation function for KASME defined in solution 12 which is dependent on whether a secure channel is established with the UICC or not. A special key derivation function for KASME is used before a secure channel has been established.
2
Requirements
It shall be possible for a RN to connect as a normal UE to access e.g. an enrolment server or its OAM system. Such connection should not require involvement of network nodes that have to be "Relay Aware"; legacy node functionality shall be adequate.  


3
Discussion

According to the description of solution 12, the specially derived KASME is to be used when a RN connects as a normal UE. However, a legacy MME will neither understand that a special KASME key derivation is required nor be able to perform the key derivation. Thus this proposal is in contradiction to the agreed requirements.
4
Conclusion
Solution 12 does not fulfil the requirements for relay nodes and should not be considered further.
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