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8.1 UTRAN Key Management Enhancements
1
Introduction
This pCR begins the analysis of the general threats. The intention is to identify exactly which use-cases and threats are actually countered by the proposed solutions.
It is proposed that the analysis is added to TR 33.859.

2
PCR
*** BEGIN CHANGES ***
6.3
Security

Editor’s note, should consider which security objectives that are obtained / not obtained in the different options. 

6.3.x
Threats 

6.3.x.1
Handover from a collapsed RNC and NodeB

The UE is connected to a collapsed RNC and NodeB. The UE is then handed over to a regular NodeB and keeps the RNC or an SRNS relocation happens at the same time. 

If the RNC stays the same, then an attacker breaking into the target NodeB gains nothing by the attack and an attacker breaking in to the source collapsed RNC/NodeB will still have access to all data no matter what is done (the only thing that helps is an SRNS relocation in combination with a key re-fresh).  Further, if there is an SRNS relocation, then the attacker could break in to the target RNC, but this is assumed to be located in a safe place according to the normal UTRAN trust model. An attacker who has broken into the source collapsed RNC/NodeB would have access to the keys used in both the source and the target RNC. 

The second case is that the UE is connected to a collapsed RNC and NodeB. The UE is then handed over to another collapsed RNC/NodeB. This implies that an SRNS relocation happens.

In this situation, an attacker could have broken into either the source or the target collapsed RNC/NodeB and would then have access to the necessary keys to get hold of the user traffic both before and after the handover. No counter measure is completely effective here. Frequent/regular re-authentication and/or key refresh at IDLE to ACTIVE transitions helps a bit for packet switched services, but does not help a CS session (e.g., like a phone call ongoing during the handover).

6.3.x.2
Handover from a separated RNC and NodeB
The UE is connected to a NodeB and the RNC is located in a safe location (e.g, in the core network) according to the regular UTRAN threat model. The UE is then handed over to a regular NodeB and keeps the RNC or an SRNS relocation happens at the same time. 

By the regular UTRAN threat model, both the source and the target RNC are located in a safe place, so an attacker is assumed not to be able to break in there. Hence no additional security is required for this situation.

The other case is that the UE is connected to a NodeB and the RNC is located in a safe location according to the regular UTRAN threat model. The UE is then handed over to a collapsed RNC/NodeB. SRNS relocation happens by definition here.

In this case, the attacker's only option is to break into the target collapsed RNC/NodeB. By doing so the attacker gets access to the keys necessary to get hold of the user plane data sent both before and after the handover.  
*** END OF CHANGES ***
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