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Abstract

This contribution contains a pCR to clause 10.11 of the TR S3-101131 on relay node security that provides a profile of solution 11 with OCSP certificate status check and no limitations on the binding between RN and USIM-RN.
Start of Pseudo CR:
10.11.7
Profiles of solution 11

This clause describes two profiles of solution 11, profile 11A in clause 10.11.7.1 and profile 11B in clause 10.11.7.2.

 10.11.7.1
Solution profile 11A

10.11.7.1.1 General

The UICC inserted in the RN contains two USIMs: a USIM-RN which shall communicate with the RN only via a secure channel, and a USIM-INI communicating with the RN without secure channel and used for initial IP connectivity purposes prior to RN attachment.
USIM-INI and USIM-RN could be functionally identical to Rel-99 USIMs. But a restriction of the command set, compared to a Rel-99 USIM, may be appropriate. In addition there will be other requirement on the UICC to perform the TLS handshake (BIP-UICC server mode or UICC USB).
No particular binding of RN and USIM-RN is required. But the UICC shall check in the secure channel set-up that the RN certificate is dedicated to use with RNs.

10.11.7.1.2 Security Procedures

The start-up of an RN proceeds in the following steps. If one of the steps fails in any of the involved entities the procedure is aborted by that entity.

Phase I: Procedures prior to the RN attach procedure

E1. The RN performs an autonomous validation of the RN platform.

E2. The RN attaches as a UE using USIM-INI.

E3. The RN optionally obtains an operator certificate through the enrolment procedures defined in TS 33.310 [7]. Details can be found in clause 10.11.7.1.4. The RN optionally establishes a secure connection to an OAM server. Details can be found in clause 10.11.7.1.5. The RN shall retrieve a CRL from a suitable server.

E4.
 Then the RN platform secure environment and the UICC establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 [12] clause 7 “Secured APDU” with TLS handshake. This TLS handshake shall be initiated by the UICC and use certificates on both sides. The RN uses a pre-established certificate or the certificate enrolled in step E3. The UICC verifies that this certificate is limited to use with relay nodes. The UICC is pre-provisioned with an operator root certificate to verify the RN certificate. The UICC certificate needs to be pre-installed in the UICC by the operator. The RN is provisioned with a root certificate to verify the UICC certificate.

The private key corresponding to the RN certificate and the root certificate used to verify the UICC certificate are stored in the secure environment of the RN platform validated in step E1, and the TLS handshake terminates there. From the completion of this step onwards, all communication between the USIM-RN and the RN is protected by the Secure Channel. The USIM-RN shall not engage in any AKA-related communication prior to the establishment of the Secure Channel and a successful certificate validation check, cf. step E.5.

The UICC shall re-establish the Secure Channel including a new certificate validation according to clause 10.11.6 after every AUTHENTICATE command exchanged between RN and USIM-RN.

E5. A certificate validation client on the UICC checks the validity of RN certificate used in the secure channel set-up with a certificate validation server. The verification of the signatures in the certificate chain up to the root certificate shall be performed. A certificate validation client on the RN checks the validity of UICC certificate used in the secure channel set-up with a certificate validation server. Details can be found in clause 10.11.7.1.6.

E6. The RN detaches from the network if it has attached for performing steps E2, E3, or E5.

Phase II: RN attach procedure

The RN performs the RN attach procedure for EPS as defined in TS 36.300 [4]. From a security point of view, this involves the following steps:

A1. If the USIM-RN is not already active the RN activates it and resumes or re-establishes the secure channel. The RN invalidates any EPS security context on the USIM-RN. The RN uses the IMSI (or a related GUTI) pertaining to the USIM-RN in the RN attach procedure. The RN shall request access only to the default APN. The default APN allows access to only the OCSP server.

NOTE: A Default APN is defined as the APN which is marked as default in the subscription data and used during the Attach procedure and the UE requested PDN connectivity procedure when no APN is provided by the UE, cf. 23.401 [ag], clause 3.

A2. The MME-RN runs EPS AKA with the RN and the USIM-RN and establishes NAS security. The RN shall use only keys in an RN attach procedure that were received from the USIM-RN over the Secure Channel.

A3. The MME-RN checks from the RN-specific subscription data received from the HSS that the USIM-RN is dedicated to the use in RN attach procedures. If the RN requested access to an APN other than the default APN the MME shall reject the request. The MME-RN communicates the fact that the attachment is for relay nodes to the DeNB in an extended S1 INITIAL CONTEXT SETUP message.
A4. Upon receipt of the extended S1 INITIAL CONTEXT SETUP message the DeNB sets up AS security over Un as defined for Rel-8. The DeNB initiates certificate based IKEv2 to establish an IPsec ESP security association with the RN in transport mode. The IPsec traffic selectors are to be chosen such that precisely S1 and X2 traffic is protected by this security association. Only integrity protection (message authentication) is required, for encryption the NULL transform shall be used. The DeNB rejects any attach request by relay nodes for which no confirmation has been received from the MME-RN that the attachment is for relay nodes. The DeNB and the RN shall check the validity of each others’ certificates by means of CRLs.
A5. According to step E4., a new TLS handshake including certificate validation according to E.5 is performed. The RN uses the IP connectivity of the RN to the default APN establishes in step A4 to communicate with the server providing certificate validation information.

A6. The RN sends a PDN connectivity request for the APNs required for performing its function as a relay node. The MME shall challenge this request by sending an Authentication request. After successful completion of the authentication procedure and a corresponding key-change-on-the-fly, the MME shall establish the requested PDN connectivity for the RN. The MME shall control the time elapsed between steps A2 and A6 by setting a suitable timer.

The RN start-up is now complete from a security point of view, and UEs can start attaching to the RN.

NOTE: The above procedure ensures that a certificate validation check is completed by the UICC during the RN attach procedure. This ensures in turn that the RN certificate has not expired, for details cf. 10.11.7.1.6.

10.11.7.1.3 USIM Binding Aspects in RN scenarios

For this profile, no particular binding between USIM and RN is required.

10.11.7.1.4 
Enrolment procedures for RNs

No change from 10.11.4.

10.11.7.1.5 
Secure management procedures for RNs

No change from 10.11.5.

10.11.7.1.6 
Certificate validation 

Profile 11A requires the UICC and the RN to perform certificate validation as described in clause 10.11.6.
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