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7.1.1 Relay Node Security
1
Introduction
This contribution presents a pCR to the draft TR (S3-100931) containing general requirements on secure conferencing and principles for KMS based key management for secure conferencing. Conference media is assumed to be RTP streams. 

2
Requirements
From the description of the actions that a conference creator, conference participant and the conference system may be involved in we find the following requirement (all requirements may not yet have been identified)
 -
A user MUST be able to initiate creation of an ad hoc secure conference. 
There must be some means for an ad hoc conference creator to signal that the conference should be secure.

-
A secure conference SHALL be able to securely authenticate all conference participants.
In most secure conference scenarios it would be no meaning of setting up a secure conference with protected media if the participants could remain anonymous and anyone could join. 

-
All participants in a secure conference MUST use media protection. 
We believe this is a reasonable restriction. Conferences where some media/participant isn't secured could be possibly be studied later. 

-
Different media streams MUST use different key streams. 
This is to make sure that no two-time pads occur. 

-
It SHOULD be possible to use group keys to protect media streams intended for all participants.
On use case when this could be beneficial is when e.g. a mixed output stream is intended for all participants.

-
Rekeying of a conference SHOULD be possible. 
By rekeying of a conference is meant that all key streams in the conference shall be based on new, fresh key material. Rekeying may e.g. occur when a participant joins or leaves a conference. 

-
A secure conference supporting event packages SHALL provide security for the event packages.
Event packages may carry security critical information.

-
A secure conference supporting floor control SHALL provide security for the floor control signalling.
Floor control signalling could carry security critical information.
3
KMS based key management

3.1
Basic assumptions
The KMS based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys are used to key all media streams used in the conference. These group keys are generated by the KMS on request from the conference system. 
To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.
3.2 Conference creation

To create a conference a user requests a TICKET from the KMS and INVITEs the conference factory to a secure session. The TICKET shall contain the conference factory as a recipient; other allowed recipients of the TICKET define the set of possible conference participants in addition to the conference creator. The set of allowed conference participants is recorded by the conference system and is later  used to verify that only authorized users join the conference.  
The conference factory sends the ticket in the INVITE in a RESOLVE_INIT to the KMS. This will allow the conference factory to securely authenticate the initiator and verify that the initiator is authorized to set up a secure conference. The checking of the authorization to set up secure conferences is either against a conference policy maintained in the conference system or it is checked by the KMS when the ticket is resolved. The KMS may have a policy defining if the TICKET issuer is authorized to have a secure session with the conference factory. 
3.3
Conference call in

When the creator of the conference calls into the conference, he may reuse the TICKET used when INVITING the conference factory or create a new TICKET. The conference system resolves the ticket and verifies the identity of the creator.  The conference system then sends a REQUEST_INIT to the KMS requesting a TICKET with the group keys that it will need to key the conference. The conference system responds to the initiator with a TRANSFER_RESP containing a KEMAC with the group keys to be used. 

Other conference participants can also call in to the conference by sending an INVITE to the conference focus. The invite may be due to a REFER from some other conference participant. Before sending the INVITE the conference participant to be, requests a TICKET from the KMS with allowed recipient equal to the conference focus. The ticket allows the conference system to authenticate the entity calling into the conference and verify that it is allowed to join the conference. The conference system responds with a TRANSFER_RESP containing a KEMAC with the group keys to be used.

3.3 Conference call out

Conference participants can also join the conference by receiving an INVITE from the conference system. The INVITE may be due to a REFER from some other conference participant. The conference system first checks that the intended participants is authorized to join the conference and then requests a TICKET for the intended conference participant from the KMS. The conference system includes the TICKET together with a KEMAC containing the group keys to be used in the TRANSFER INIT in the INVITE. When the intended conference participant responds the conference system verifies his identity and lets him join the conference.

3.5 Protection of non-media information 

Protection of event packages should follow the solution for immediate messaging described in this TR. Protection of floor control signalling should follow the solution for described for protection of TCP/MSRP in this TR. The TICKET/KEMAC used to define the keys for media protection should include keys for protection of event packages and/or floor control.  

4
Proposal

It is proposed to approve the pCR below for inclusion in the draft TR.

5
pCR

<***** START OF NEW CLAUSES  *****>
5.3
Solution(s)
5.3.x1
Requirements

Editors Note: Requirements may be missing.
The following are general requirements on a secure conference solution are:
-
A user MUST be able to initiate creation of an ad hoc secure conference.
. 
There must be some means for an ad hoc conference creator to signal that the conference should be secure.

-
A secure conference SHALL be able to securely authenticate all conference participants.

In most secure conference scenarios it would be no meaning of setting up a secure conference with protected media if the participants could remain anonymous and anyone could join. 

-
All participants in a secure conference MUST use media protection. 

We believe this is a reasonable restriction. Conferences where some media/participant isn't secured could be possibly be studied later. 

-
Different media streams MUST use different key streams. 

This is to make sure that no two-time pads occur. 

-
It SHOULD be possible to use group keys to protect media streams intended for all participants.

On use case when this could be beneficial is when e.g. a mixed output stream is intended for all participants.

-
Rekeying of a conference SHOULD be possible. 

By rekeying of a conference is meant that all key streams in the conference shall be based on new, fresh key material. Rekeying may e.g. occur when a participant joins or leaves a conference. 

-
A secure conference supporting event packages SHALL provide security for the event packages.

Event packages may carry security critical information.

-
A secure conference supporting floor control SHALL provide security for the floor control signalling.

Floor control signalling could carry security critical information.
5.3.x2
KMS based key management

5.3.x2.1
Introduction and overview media protection

5.3.x2.1.1 
General
The KMS based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys are used to key all media streams used in the conference. These group keys are generated by the KMS on request from the conference system. 
To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.
5.3.x2.1.2 Conference creation

To create a conference a user requests a TICKET from the KMS and INVITEs the conference factory to a secure session. The TICKET shall contain the conference factory as a recipient; other allowed recipients of the TICKET define the set of possible conference participants in addition to the conference creator. The set of allowed conference participants is recorded by the conference system and is later used to verify that only authorized users join the conference.  

The conference factory sends the ticket in the INVITE in a RESOLVE_INIT to the KMS. This will allow the conference factory to securely authenticate the initiator and verify that the initiator is authorized to set up a secure conference. The checking of the authorization to set up secure conferences is either against a conference policy maintained in the conference system or it is checked by the KMS when the ticket is resolved. The KMS may have a policy defining if the TICKET issuer is authorized to have a secure session with the conference factory.
5.3.x2.1.3
Conference call in
When the creator of the conference calls into the conference, he may reuse the TICKET used when INVITING the conference factory or create a new TICKET. The conference system resolves the ticket and verifies the identity of the creator. The conference system then sends a REQUEST_INIT to the KMS requesting a TICKET with the group keys that it will need to key the conference. The conference system responds to the initiator with a TRANSFER_RESP containing a KEMAC with the group keys to be used. 

Other conference participants can also call in to the conference by sending an INVITE to the conference focus. The invite may be due to a REFER from some other conference participant. Before sending the INVITE the conference participant to be, requests a TICKET from the KMS with allowed recipient equal to the conference focus. The ticket allows the conference system to authenticate the entity calling into the conference and verify that it is allowed to join the conference. The conference system responds with a TRANSFER_RESP containing a KEMAC with the group keys to be used.

5.3.x2.1.4
Conference call out

Conference participants can also join the conference by receiving an INVITE from the conference system. The INVITE may be due to a REFER from some other conference participant. The conference system first checks that the intended participants is authorized to join the conference and then requests a TICKET for the intended conference participant from the KMS. The conference system includes the TICKET together with a KEMAC containing the group keys to be used in the TRANSFER INIT in the INVITE. When the intended conference participant responds the conference system verifies his identity and lets him join the conference.
5.3.x2.2
Protection of non-media information 

Protection of event packages should follow the solution for immediate messaging described in this TR. Protection of floor control signalling should follow the solution for described for for protection of TCP/MSRP in this TR. The TICKET/KEMAC used to define the keys for media protection should include keys for protection of event packages and/or floor control
<***** END OF NEW CLAUSES  *****>
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