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1 Introduction

This solution has no much alteration to current protocol, so it doesn’t need too much time for evaluation. Certainly, as agreed at the SA3 Ad Hoc, the main objective for this meeting is to decide which security solution to specify. It seems that it is improper to present new solution. However, we’d like to make the presentation just for discussion.
Current TR includes many RN authentication solutions, which can be divided into 2 types:

· RN platform authentication (solution 5, 8, 9)

· RN-UICC secure channel authentication (solution 4, 7, 11, 12)

However, the third type, RN management authentication, only exists as a terminology in the TR. This contribution aims to elaborate the RN management authentication as an independent method. 
2 Discussion

2.1 Security procedures
During the RN start-up, RN configuration may need to be downloaded from corresponding management entity, c.f. figure 4-4, TR S3-101131. The requirement of this procedure is that the OAM system and the RN shall be able to mutually authenticate each other, c.f. clause 6.5, TR S3-101131.

Hence, the RN management authentication has already been performed during phase II of RN start-up procedure. As a result of this authentication the network management entity has verified that the secure environment in the RN is in possession of a secret key associated with the RN. And this procedure additionally provides an implicit proof of the integrity of the RN platform as described in the definition of this authentication. 
That is, there is a fundamental authentication for RN platform exists, even if no other types of authentication are introduced. However, in order to mitigate the security threats described in the TR, a binding between RN management authentication and RN subscription authentication is necessary. That means the RN management related key Kmanagement, which is used or negotiated in the authentication procedure, needs to be bound with the EPS keys. Although there is no direct standard interface between the EPC and network management entity, the MME/HSS can also get the RN management related key via an intermediate entity, e.g. some entities like BSF/NAF in GBA, as shown in figure 1. 
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Figure 1. RN management key acquiring

New EPS keys (e.g. KASME_platform) could be generated by binding the ordinary EPS keys (e.g. KASME) with Kmanagement as follows:

KASME_platform = KDF (KASME, Kmanagement)

KASME_platform is then bound to the RN authentication as a RN platform and the EPS security context can be derived from KASME_platform, just the same as the derivation from KASME. 
If the network wants to re-key the NAS/AS level keys, the current existing re-keying mechanism is still applicable.
In this way, all requirements of the RN authentication are met now. It is therefore simple and feasible that the RN management authentication undertake the RN authentication independently. 

2.2 RN start-up flow

As an example, the RN start-up flow is shown in figure 2, which is based on the RN start-up procedure in TR.
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Figure 2. RN start-up flow (based on figure 4-4 in TR S3-101131)

The whole procedure is same with figure 4-4 in TR S3-101131, except for the additional steps:

10a) RN management authentication is performed here. And the secure connection with end to end protection is established.

10b) After successful authentication, the EPC is informed about the RN management related key, which may be negotiated through the secure connection. A re-keying procedure is performed for key binding between existing EPS key and RN management related keys.

2.3 Analysis of advantages

Compared to other types of authentication, this method has some advantages as following:

1) There is no redundant authentication procedure. 

Within the currently included solutions, except for the main authentication scheme, e.g. RN platform authentication or RN-UICC secure channel authentication, RN management authentication is almost involved too. It is redundant. 
2) It is flexible to adapt to the authentication policy of the operator.

The EPC is not involved in the procedure of RN management authentication. All the EPC does is the combination of keys. All of the certificates or RN platform related secret keys are under control of operator. The operator could adjust the authentication according to the security policy. 

3) Without changes to AS/NAS signaling and UICC, it is backward compatible;

4) It can works well without modification under the future mobile deployment scenario.

Nevertheless it is to be noted that this method is base on the following assumptions: 

1) Communication between EPC and management entity is available
If there is no existing interface, the GBA architecture can be used for reference.

2) The RN needs to contact the network management entity every time it accesses the network

All RN should be under the control of operator, so this assumption is easy to be realized in practice.
In this case, the difficulty of satisfying above assumptions is non significant compared to its advantage. 
3 Conclusion & Proposal

It is proposed that the above solution should be considered by SA3 maybe for further releases.
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