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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization, and Accounting

ACL
Access Control List

ACS
Auto-Configuration Server

AKA
Authentication and Key Agreement

CA
Certification Authority

CPE
Customer Premises Equipment

CRL
Certificate Revocation List
CSG
Closed Subscriber Group
DNS
Domain Name System
DPD
Dead Peer Detection

eNB
Evolved Node-B

EAP
Extensible Authentication Protocol

ESP
Encapsulating Security Payload
E-UTRAN
Evolved UTRAN

FQDN
Fully Qualified Domain Name
GNSS
Global Navigation Satellite System 

H(e)NB
Home NodeB or Home eNodeB

H(e)NB-GW
Home (e)NodeB Gateway

H(e)MS
Home NodeB Management or Home eNodeB Management System

HeMS
Home eNodeB Management System

HeNB
Home eNodeB

HMS
Home NodeB Management System
HNB
Home NodeB

HP
Hosting Party

HPM
HP Module

HW
Hardware

IKE
Internet Key Exchange

IMSI
International Mobile Subscriber Identity

L-GW
Local Gateway

LIPA
Local IP Access

LTE
Long Term Evolution

MME
Mobility Management Entity

MSK
Master Session Key

NAPT
Network Address Port Translation

NAT
Network Address Translation

NAT-T
NAT-Traversal 

OCSP
Online Certificate Status Protocol

PKI
Public Key Infrastructure

SA
Security Association

SeGW
Security Gateway
SGSN
Serving GPRS Support Node
S-GW
Serving Gateway
TLS
Transport Layer Security

TrE
Trusted Environment

UDP
User Datagram Protocol

UICC
Universal Integrated Circuit Card

URI
Uniform Resource Identifier

URL
Uniform Resource Locator

USIM 
Universal Subscriber Identity Module
UMTS
Universal Mobile Telecommunications System
UTRAN
Universal Terrestrial Radio Access Network

WAP
Wireless Application Protocol

***** NEXT CHANGE *****
4
Overview of Security Architecture and Requirements 

4.1
System architecture of H(e)NB


[image: image2]
Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

-
Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or E-UTRAN;

-
H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

-
Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB.

-
AAA server authenticates the hosting party based on the authentication information retrieved from HSS when hosting party authentication is performed.

-
Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link. IPsec use for this security tunnel is mandatory to implement but optional to use based on an operator policy. If the operator chooses not to use IPsec, the interface between the H(e)NB and SeGW shall be secured with a mechanism that provides layer 2 security for confidentiality and integrity protection of communications. This mechanism then shall also bind this secure communications to device authentication and optional HPM authentication.

Editor's Note: The consistency of the above statement with the rest of the present document needs to be checked further carefully. According to IETF RFCs, IKEv2 and IPsec ESP must always be used jointly. However, there is a draft in IETF in the early stage on separating IKE and IPSec.
NOTE: The details of this layer 2 security mechanism and the binding are out of scope of this standard.

-
HNB-GW performs the mandatory access control and HNB performs the optional access control in case non-CSG capable UEs or non-CSG capable HNBs. SeGW and HNB-GW are logically separate entities within operator’s network. If the SeGW and the HNB-GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].

-
HeNB-GW is optional to deploy. If HeNB-GW is deployed, then SeGW may be integrated into HeNB-GW. If the SeGW and the HeNB-GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9].

-
HMS [2] and/or HNB-GW [12] performs location verification of HNB.

-
HeMS [11] performs location verification of HeNB.

-
Secure communication is required to H(e)NB Management System (H(e)MS). 
-
L-GW is optional to deploy. If L-GW is deployed, then the secured interface between H(e)NB and Security Gateway is used by the L-GW to communicate with the core network.
***** NEXT CHANGE *****
4.2
Network Elements

4.2.1
H(e)NB

The H(e)NB is a network element that connects User Equipment via its radio interface to the operator’s core network. The backhaul link to the operator’s core network is a broadband connection. A H(e)NB is typically deployed in customers’ premises.

NOTE: 
The term H(e)NB refers to both Home NodeB (HNB) and Home eNodeB (HeNB), when both are meant without distinction.

4.2.2
Security Gateway (SeGW)

The SeGW is a network element at the border of the operator’s core network. After successful mutual authentication between the H(e)NB and the SeGW, the SeGW connects the H(e)NB to the operator’s core network. Any connection between the H(e)NB and the core network is tunnelled through the SeGW.

4.2.3
H(e)NB Management System (H(e)MS)

The H(e)MS is a management server that configures the H(e)NB according to the operator’s policy. H(e)MS is also capable of installing software updates on the H(e)NB. The H(e)MS server may be located inside the operator’s core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet).

The HMS is specified in TS 32.583 [2].

The HeMS is specified in TS 32.593 [11].

4.2.4
UE

UE is a standard user equipment for UMTS (for HNB) or LTE (for HeNB).

4.2.5
H(e)NB Gateway (H(e)NB-GW) and MME

HNB-GW is specified in TS 25.467 [12] and HeNB-GW is specified in TS 36.300 [27]. The H(e)NB-GW and the SeGW may be co-located. The HeNB-GW is optional, while the HNB-GW is mandatory. In the absence of a HeNB-GW, the HeNB is directly connected to the MME via the SeGW.

4.2.6
AAA Server and HSS

HSS stores the subscription data and authentication information of the H(e)NBs. When hosting party authentication is required, AAA server authenticates the hosting party based on the authentication information retrieved from HSS.
4.2.7
Void
4.2.x
Local Gateway (L-GW)

L-GW is specified in TS 23.060 [xx] and in TS 23.401 [yy]. The Local IP Access (LIPA) is achieved using a L-GW colocated with the H(e)NB. The L-GW is connected to the Serving Gateway (S-GW) or to the SGSN via the SeGW.
***** NEXT CHANGE *****
4.3
Interfaces (Reference Points)

4.3.1
Backhaul Link

The backhaul link used between H(e)NB and SeGW provides a secure tunnel carrying both the user plane data and the control plane data that are transmitted between the H(e)NB and network elements in the core network.
Note:
 If LIPA is activated, the secured backhaul link between the H(e)NB and SeGW is used by the L-GW to communicate with the core network.
H(e)MS traffic is also tunnelled through this secure backhaul link, if the H(e)MS is accessible on the MNO Intranet.

The backhaul link may also carry other data between H(e)NB and core network, e.g. time protocol traffic.

***** NEXT CHANGE *****
4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 [4] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of this document.

-
The backhaul link shall provide integrity, confidentiality and replay protection of the transmitted data.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode [9].

-
Any connection between the H(e)NB/L-GW and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.
***** NEXT CHANGE *****
4.4.x
Requirements on Local Gateway (L-GW)
The Local Gateway (L-GW) shall be an optional element. The L-GW shall be tightly integrated with the H(e)NB, and share the same security requirements with the H(e)NB.
The requirements on the L-GW are:

-
The L-GW shall use the same secure backhaul link established by the H(e)NB as specified in subclause 4.4.5 of the present document.
-
The L-GW shall use the same secure H(e)MS link established by the H(e)NB as specified in subclause 4.4.6 of the present document.
-
The L-GW shall be integrated into the security architecture of the H(e)NB, in particular:

- the L-GW shall be included in the device integrity check according to clause 6.1 of the present document;
- the L-GW shall be included in the device validation according to clauses 7.1 and 8.3.2.2 of the present document;

***** END OF CHANGEs *****
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