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This contribution analyzes the secure issue according to SRVCC and provides the possible solutions based on SDES and KMS specified in TS 33.328.
1
Introduction
This contribution is a following contribution of S3-100xxxx, this pCR provides possible solutions according to the two scenarios to support secure SRVCC.
2
Scenarios and possible solutions
There are two scenarios based on the security mechanism used for the secure IMS communication before SRVCC:
Scenario 1: Original IMS secure communication using SDES

Scenario 2: Original IMS secure communication using KMS

To still satisfy the security requirement after the SRVCC procedure, the security should be re-established between CS-MGW in the handover side and the IMS UE in the remote end side. Inside CS domain, the voice will be transmitted over TDM, which is considered safe. To achieve this, we consider about two possible solutions:

Solution 1: Secure SRVCC using SDES uniformly
As the communication after SRVCC procedure is actually an end-to-middle scenario, i.e. call between an IMS endpoint and a PSTN endpoint, SDES based solution could be used uniformly for SRVCC case. 
A high level and simplified description of this solution is as follows: A communicates with B securely based on the security mechanism specified in TS 33.328, when SRVCC is triggered, A handovers to CS, the enhanced MSC (eMSC) initiates the session transfer procedure to IMS, eMSC exchange cryptographic keys for protection of the ensuing exchange of media with B, i.e. SDES is run between eMSC and B, and the resulting SRTP session is then established between CS-MGW and B. eMSC includes the key K1, by which the media sent from PSTN MGW to B is protected, in a SIP message to B, and B responds with a SIP message including a second key K2, by which the media sent from B to A is protected. Both keys are passed to the CS-MGW which performs encryption/decryption between the PSTN call leg and the IP based call leg.
Cons and pros:

Using SDES uniformly for SRVCC case is a relative easy way to support SRVCC use case. There are minor effects to the existing network elements that, the eMSC should be able to generate keys, and keys should be passed to the CS-MGW. 
If the original communication uses KMS based solution to protect media and strict high security protection is required, in this case, if SDES is used for secure SRVCC, it will somehow cause security degradation, and the high security requirement may not be met.
Solution 2: Secure SRVCC using the same security solution as the original communication
For scenario 1, this solution is just the same as solution 1.

For scenario 2, KMS based solution will be used for secure SRVCC. 
KMS based solution basically works as follows: Firstly, the initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. When the terminating side requests the KMS to resolve a ticket and return the keys to be used, the KMS must check whether the terminating user is authorized to resolve the ticket or not. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user carried in the request message. In SRVCC scenario, eMSC will request a ticket from the KMS before it sends re-INVITE message to the terminating user. Problem is that, eMSC only knows the STN-SR(Session Transfer Number for SR-VCC, which is a routing number indicating the SCC-AS), but no idea of the terminating user, so that eMSC can not request a ticket uniquely for terminating user. Only the SCC AS has the information about the original terminating user.
General idea to solve this problem is that:

eMSC requests a unique ticket used for SRVCC case with an SRVCC indication, C-MSISDN and STN-SR information included in the request message. After receiving this ticket request, KMS sends request to SCC AS to ask for the information of the corresponding terminating user, e.g. the identity of the user. And then the KMS generates a unique ticket for the exact terminating user, the rest steps are the same as KMS solution described in TS 33.328.
Cons and pros:

This solution can grantee the same security protection level as the security level of communication before SRVCC procedure. If KMS based solution is used, interface between eMSC and KMS is needed, and the interworking between the KMS and the SCC AS needs to be extended.

3
Proposal

It is proposed that the pCR in clause 4 is approved for inclusion in the TR on Extended IMS media plane security features.

4
pCR
***** Start of first change *****
2
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***** Start of second change *****
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.
Correlation MSISDN: An MSISDN used for correlation of sessions. See TS 23.003 [14] for more information.
Session Transfer Number for SR-VCC (STN-SR): see TS 23.237 [8].
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

C-MSISDN Correlation MSISDN
***** Start of third change *****
6

SRVCC
6.3
Solution(s)
Solution 1: Secure SRVCC using SDES
A high level and simplified description of this solution is as follows: A communicates with B securely based on the security mechanism specified in TS 33.328, when SRVCC is triggered, A handovers to CS, the enhanced MSC (eMSC) initiates the session transfer procedure to IMS, eMSC exchange cryptographic keys for protection of the ensuing exchange of media with B, i.e. SDES is run between eMSC and B, and the resulting SRTP session is then established between CS-MGW and B. eMSC includes the key K1, by which the media sent from PSTN MGW to B is protected, in a SIP message to B, and B responds with a SIP message including a second key K2, by which the media sent from B to A is protected. Both keys are passed to the CS-MGW which performs encryption/decryption between the PSTN call leg and the IP based call leg.
Figure 6.3-1 illustrates the principle of secure SRVCC using SDES when UE A handovers to CS during the SRVCC procedure. This figure is just an abstraction that focuses on the SDP offer and answer, not on the SIP messages. The SDP offer could be included in the re-INVITE message, and the SDP Answer could be included in the 200 OK messages. Neither different SIP roundtrips required for the session within the IMS nor details of the signalling towards the PSTN MWG are shown in this figure.
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Figure 6.3-1 secure SRVCC using SDES

Description:

1. eMSC generates K1 for protecting the media sent from CS-MGW to UE B.

2-3. eMSC sends an SDP offer for an SRTP stream and a crypto object containing K1 through intermediate IMS network element to SCC AS.

4. SCC AS sends an SDP offer containing K1 to UE B.

5. UE B generates K2 for protecting the media sent from B, and sends an SDP Answer containing K2 back to SCC AS.

6-7. SCC AS sends an SDP answer containing K2 through intermediate network elements to eMSC.

8. The eMSC sends a relay call request to the CS-MGW to request the CS-MGW to relay the voice of the call, the request comprises the relevant information and the keys for both directions, i.e. K1 and K2.

Thus media can be passed between UE B and UE A. The CS-MGW performs decryption for data arriving from UE B and encryption for the data sent to UE B.  
Solution 2: Secure SRVCC using KMS

KMS based solution basically works as follows: Firstly, the initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. When the terminating side requests the KMS to resolve a ticket and return the keys to be used, the KMS must check whether the terminating user is authorized to resolve the ticket or not. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user carried in the request message. In SRVCC scenario, eMSC will request a ticket from the KMS before it sends re-INVITE message to the terminating user. Problem is that, eMSC only knows the STN-SR(Session Transfer Number for SR-VCC, which is a routing number indicating the SCC-AS), but no idea of the terminating user, so that eMSC can not request a ticket uniquely for terminating user. Only the SCC AS has the information about the original terminating user.

General idea to solve this problem is that:

eMSC requests a specific ticket used for SRVCC case with an SRVCC indication, C-MSISDN and STN-SR information included in the request message. After receiving this ticket request, KMS sends request to SCC AS to ask for the information of the corresponding terminating user, e.g. the identity of the user. And then the KMS generates a unique ticket for the exact terminating user, the rest procedures are the same as KMS solution in TS 33.328.

Figure 6.3-2 illustrates the secure procedure for SRVCC case using KMS based solution. 
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Figure 6.3-2 secure SRVCC using KMS based solution
Description:

1. When SRVCC is triggered, the eMSC sends a ticket request message to the KMS including C-MIMSDN, SRVCC indication and STN-SR.

2. Based on the STN-SR, KMS sends a user request message including C-MIMSDN to the SCC AS to ask for the identity of terminating user.

3. SCC AS finds terminating user UE B and forwards the re-INVITE message to UE B.

4. KMS generates specific ticket for UE B, and responses to the eMSC.

5. eMSC sends re-INVITE message to the IMS network.

6. IMS network forwards the re-INVITE message to the SCC AS.

7. UE B sends ticket resolve request to the KMS.

8. SCC AS finds the identity of terminating user based on the C-MIMSDN and returns the result to the KMS.

9. KMS authenticates UE B based on the identify information received from the SCC AS.

10. If UE B is an authorized user, KMS resolves the ticket and sends key materials back to UE B.

11-12. UE B sends 200 OK message including RESOLVE_RESP through IMS network to eMSC.

Steps 5-12 are performed according to KMS based solution in TS 33.328[3].

13. The eMSC sends a relay call request to the CS-MGW to request the CS-MGW to relay the voice of the call, the request comprises the relevant information and the keys information.

Thus media can be passed between UE B and UE A. The CS-MGW performs decryption for data arriving from UE B and encryption for the data sent to UE B.  
***** End of changes *****
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