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Introduction
SA3 has started a study on “Single Sign On Application Security for Common IMS – based on SIP Digest”. The current draft TR provides an overview of existing systems, high level architecture for SSO subsystem based on SIP digest, considerations on inter-working with some existing SSO frameworks and a list of security requirements. However, no solutions have yet been proposed for the SIP digest based SSO subsystem.
We believe that a SIP digest credentials based variant of GBA should be considered as a solution for SIP Digest credentials based SSO solution. 
Note: In the following when we say “SIP Digest based GBA” we mean that the credentials used for SIP Digest are re-used for the purposes of a new GBA variant. In particular, we do not mean that the run of SIP Digest protocol to register to IMS would be re-used for the purposes of GBA.
High level principles for a SIP digest based GBA solution

· SIP digest based GBA should re-use the SIP digest credentials stored in the HSS similarly as the current 3G GBA or 2G GBA specified in TS 33.220 re-uses the USIM/ISIM/SIM credentials.  
· The main difference to current 3G/2G GBA should be in the bootstrapping between the UE and BSF, which would be based on SIP digest instead of IMS AKA. (For example, similar to what has been specified for 2G GBA). 
· Changes to the other GBA related reference points (e.g. Ua, Zn, Zh) should be minimized to allow maximal re-use of the GBA infrastructure. 
· The SIP Digest based GBA solution should be such that the operator as well as NAFs are able to control the security level, i.e. if 3G/2G GBAor SIP digest based GBA is allowed.

There are several advantages of specifying a SIP digest based GBA based on the principles listed above. 
· Operators could have essentially one solution for providing application security for both mobile and fixed environments.  

· The current GBA architecture could be re-used. 
· It is expected that existing solutions for GBA – Liberty/SAML and GBA – OpenID could be re-used with minor modifications. 

· Other applications taking advantage of 3G/2G GBA, also in organizations other than 3GPP e.g. in Open IPTV Forum, could benefit from a GBA solution which can also be used in UICCless environments. 
2
Proposal
It is proposed to consider SIP digest based variant of GBA as a solution for SIP Digest based SSO solution and take the mentioned principles into account in the work.
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