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1. Introduction 
Some of the ongoing discussions in SA2 on Network Improvements for Machine Type Communication (NIMTC) have security impacts. This discussion paper points out the security implications for MTC devices’ behaviour upon receipt of 'fatal' MM/GMM/EMM cause values.
In 7.1 a) in 23.888 v1.0.0 it says "Release 10 specifications should be developed in the following areas:  a)   the UE behaviour changes outlined in bullets a, b, c, d, and e in clause 6.33", and in 6.33 the following text can be found:
c)    for ALL M2M devices, modification of the behaviour following receipt of 'fatal' MM/GMM/EMM cause values such as "IMSI unknown in HLR", "illegal ME" and "persistent" cause values such as "PLMN not allowed". 
The reason those cause values could be wrongly sent "in panic" by an overloaded (V)PLMN, or, in a denial of service attack by a (mobile) false base station. Following receipt of these cause values, a site visit to all M2M devices is untenable, however, so is immediate re-accessing by the device. Some new middle ground is needed (e.g. retry at a randomly selected time between 24 and 48 hours later).

 

2. Discussion 
This issue is brought up in 5.14 “Key Issue - Potential overload issues caused by Roaming MTC devices “of TR23.88. In 5.14.2 “Required Functionality” 

h)
modifications to the existing specification of how the M2M device reacts to some MM/GMM/EMM reject cause values such as "IMSI unknown in HLR"; "illegal ME"; and "PLMN not allowed";

In this overload situation, it's unrealistic for SGSN/MME to get authentication vector from the HSS, perform a successful AKA with the UE, then perform the security mode command procedure for integrity protection and encryption. So the MM/GMM/EMM Reject will be sent to the UE without with integrity protection, i.e. the ‘fatal’ MM/GMM/EMM cause values wrongly sent “in panic” by an overloaded (V)PLMN are most likely not integrity protected, so any false base station can fake and send them.
Due to the overload, 

1) SGSN/MME can’t get response from HLR, This will cause the value "IMSI unknown in HLR”.

2) SGSN/MME can’t get response from EIR. This will cause value "illegal ME”.

3) SGSN/MME can’t verify if the MTC devices is allowed to roam into the current PLMN. This will cause the value "PLMN not allowed".

For 2) before the SGSN/MME verify the IMEI, there is already a successful AKA between the network and the MTC devices. So the MM/GMM/EMM Reject message can be integrity protected.
For 1) and 3) some kind of integrity protection is necessary for the MM/GMM/EMM reject cause values to prevent DoS against the massive UEs or the network.

One solution is to reuse the security mechanism of ETWS, i.e., the MM/GMM/EMM reject cause values is companied with a signature of the SGSN/MME.
But this may require the introduction of a Public Key Infrastructure which is too heavy for being deployed with machine-type communication, and would require significant changes with respect to the way SGSN are handling normal UEs today. 

Therefore, it should be rather considered to introduce a new reject cause values for all the 3 cases above, e.g., “network overload”, possibly accompanied by some further qualification, to indicate the real reason of MM/GMM/EMM reject. So the MTC devices won't be confused with the reject, so that the existing reject cause values cannot be used for DoS attack against the MTC devices by the attackers. Overload related security implications and potential countermeasures only pertain to the new cause value, and there will be no security impact on existing cause values. Also MTC devices won't be confused with the existing reject causes and can behave correspondingly based on the new reject cause value, e.g. try to access the PLMN later if a backoff timer is included in the reject message.

In SA2, backoff timer is required to be sent by MME/SGSN when rejecting a request from MTC device due to network overload, so that the rejected MTC device will not reinitiate the request immediately. The backoff timer is allocated by the network according to the current overloaded network status. However, if the reject message is not protected, the backoff timer from the network cannot be trusted by the MTC devices anyhow. A threshold for the backoff timer shall be defined (by SA2 or CT1). The threshold shall be selected such that flexible use of backoff timers by the network is possible, but permanently shutting out the terminal is not possible. If the backoff timer received in an unprotected reject message does not exceed the threshold, the UE may trust the backoff timer from the network and start to run the timer before reinitiating the access. Otherwise the MTC devices shall ignore any backoff timer exceeding the threshold. 
Conclusion 
We propose that SA3 studies the approaches above and include it in TR33.868. As the introduction of a new reject cause value would fall within the remit of CT1 and SA2, an LS should be sent to CT1 and SA2 to inform them of this proposal. 
===============pCR Begin of Changes==============
5.x
Key Issue - Reject message without integrity protection
5.x.1
Issue Details

In the overload situation, the MM/GMM/EMM reject cause values such as "IMSI unknown in HLR"; "illegal ME"; and "PLMN not allowed" could be wrongly sent "in panic" by an overloaded (V)PLMN. 

It's unrealistic for SGSN/MME to get authentication vector from the HSS, perform a successful AKA with the MTC device, then perform the security mode command procedure for integrity protection and encryption. So the MM/GMM/EMM Reject message will be sent to the MTC device without with integrity protection. 

5.x.2
Threats
If the Reject message is sent without integrity protected, any false base station can fake the MM/GMM/EMM reject cause values such as "IMSI unknown in HLR", "illegal ME", or "PLMN not allowed" in the Reject message as a denial of service attack to the MTC devices and the network. 
5.x.3
Security Requirements

A security mechanism is needed to prevent the DoS attack in the overload situation.
-----------------------------next change---------------------------------------------------------
6.x Solutions for Reject message without integrity protection
One solution is to reuse the security mechanism of ETWS, i.e., the MM/GMM/EMM reject cause values is companied with a signature of the SGSN/MME.

But this may require the introduction of a Public Key Infrastructure which is too heavy for being deployed with machine-type communication, and would require significant changes with respect to the way SGSN are handling normal UEs today. 

Therefore, it should be rather considered to introduce a new reject cause values, e.g., “network overload”, possibly accompanied by some further qualification, to indicate the real reason of MM/GMM/EMM reject. So the MTC devices won't be confused with the rejection, so that the existing reject cause values cannot be used for DoS attack against the MTC devices by the attackers. Overload related security implications and potential countermeasures only pertain to the new cause value, and there will be no security impact on existing cause values. Also MTC devices won't be confused with the existing reject causes and can behave correspondingly based on the new reject cause value, e.g. try to access the PLMN later if a backoff timer is included in the reject message.

In SA2, backoff timer is required to be sent by MME/SGSN when rejecting a request from MTC device due to network overload, so that the rejected MTC devices will not reinitiate the request immediately. The backoff timer is allocated by the network according to the current overloaded network status. However, if the reject message is not protected, the backoff timer from the network cannot be trusted by the MTC devices anyhow. A threshold for the backoff timer shall be defined (by SA2 or CT1). The threshold shall be selected such that flexible use of backoff timers by the network is possible, but permanently shutting out the terminal is not possible. If the backoff timer received in an unprotected reject message does not exceed the threshold, the UE may trust the backoff timer from the network and start to run the timer before reinitiating the access. Otherwise the MTC devices shall ignore any backoff timer exceeding the threshold. 
================End of Changes===============
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