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1
Introduction
This contribution proposes some background text for the section on interworking with non-IMS networks in the SPUCI TR 33.xxx. The text mainly describes some ongoing related work in the IETF. Changes are given below as a pseudo-CR against S3-100908.

*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
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3GPP TS 22.173: "Multimedia Telephony Service and supplementary services". 
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3GPP TS 22.101: "Service aspects".
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[X]
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[X+1]
IETF RFC 5486, "Session Peering for Multimedia Interconnect (SPEERMINT) Terminology"
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[X+3]
IETF, "SPEERMINT Security Threats and Suggested Countermeasures", Work in progress, Internet-Draft: draft-ietf-speermint-voipthreats-05, Sept, 2010

[X+4]
IETF RFC 3324, "Short Term Requirements for Network Asserted Identity"
[X+5]
IETF RFC 3325, "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks"
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IETF RFC 4474, "Enhancements for Authenticated Identity Management in the Session Initiation Protocol (SIP)"
It is preferred that the reference to 21.905 be the first in the list.

*** NEXT CHANGE ***
7
Interworking with Non-IMS Systems


Editor’s note: This section describes how interworking with non-IMS systems should be performed, in particular, to mitigate source identity spoofing affecting PUCI effectiveness.

7.x
Background

This section provides background information, such as reviewing relevant related efforts in other standards bodies. 

7.x.1
IETF Work on SIP Peering

Editor’s note: This section describes currently ongoing work in IETF and should be updated to take new status into account before the TR is finalized.
The SPEERMINT WG in IETF is currently working on defining use cases, requirements, architectures, mechanisms, and best practices for SIP service provider peering (at the service level, not the IP-routing level), including considerations such as establishment of trust, security, and resistance to abuse and attacks (see charter-speermint-2010-04-02.txt [X]). While protection against UC is explicitly outside the WG scope, the results will inevitably have implications for how protection against UC can be achieved.

Interworking with non-IMS SIP-based services that comply with IETF standards appears to be one significant case to consider. Thus, it is desirable to align PUCI considerations for interworking with non-IMS systems with the SIP Peering work in IETF.

The use cases considered for SIP peering are divided along two dimensions (as described in RFC5486 [X+1]):

· Direct (no transit) or indirect (using transit)

· Static (pre-established peering) or on-demand (limited pre-existing state)

Static peering is defined as the case when a pre-association between the SIP service providers is required for the initiation of any real-time transactions (like a SIP message). On-demand peering is said to occur when any information that needs to be exchanged between domains in support of peering can be learned through a dynamic protocol mechanism. The on-demand peering model mimics the Internet email model. However, it is noted in draft-ietf-speermint-voip-consolidated-usecases-18 [X+2] that on-demand SIP peering is uncommon in production, and a detailed description is therefore omitted.

Security threats and suggested countermeasures are identified in draft-ietf-speermint-voipthreats-05 [X+3], and security requirements of mutual authentication, protection of confidentiality and integrity protection, and the possibility of passing media security attributes are mentioned. It is stated that the authentication, confidentiality, and integrity requirements can be fulfilled through the use of, e.g., TLS or IPSec. TLS is perceived as having some advantages in the way it can be coupled to the specified functional elements, but it is also noted that there may be particular cases where IPSec is preferable. 

Several other countermeasures to attacks against peering are also considered. However, most of these, with the exception of the use of strong sender identity assertions, are not directly relevant for protection against UC; but may be relevant indirectly with respect to a step in an attack to enable UC injection. 

Two main alternatives to achieve strong identity assertions are considered:

· A chain of trust model using Network-Asserted-Identity or P-Asserted-Identity (see RFC3324 [X+4] and RFC3325 [X+5]), or

· Use of cryptographic signatures using SIP Authenticated Identity Body (see RFC3893 [X+6]) or SIP Identity (see RFC4474 [X+7])
It is noted that the transitive trust requirement for the first alternative can be seen as an underlying weakness, and the second alternative requires a Public Key Infrastructure to be in place.
*** END OF CHANGES ***
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