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Abstract

In this document we propose changes to solution 5 “Enhanced AKA to include device authentication” in current draft TR on relay security (living document on ‘Key issues of RN Architectures’) that achieves the following:
1) Secure channel establishment between the RN and UICC

2) Authentication of Network-to-RN
Discussion

In this section we discuss how the secure channel between RN and UICC is established and how Network to RN authentication is achieved. In this document we apply the proposal to solution 5.
Secure Channel Establishment between RN and UICC

For secure channel establishment between RN and UICC we propose that RN keys (Kri for integrity and Krc for ciphering) are created in the UICC and network. RN keys are derived using Kasme, IMSI and IMEI; these keys are delivered to the RN by the network in an encrypted message; this message could optionally be integrity protected using Kri. All communication between UICC and RN are integrity and confidentiality protected using Kri and Krc respectively.
Network-to-RN Authentication

The proposed solution based on RN keys implicityly provides Network-to-RN authentication because the RN keys are created by Kasme that is available only at the UICC and network, which have successfully performed mutual authentication. Further the RN keys are bound to IMSI (which identifies the USIM) and IMEI (identifies the RN - it can be other identity if IMEI is not used as RN identity). The proof of authenticity of the network is achieved by succesful integrity validation and decryption of message from UICC to RN.

.Proposal

Accept the proposed pCR below as enhancement of Solution 5.
*****************  1st CHANGE  ***************

10.5.2.2
Enhanced AKA authentication 

10.5.2.2.1
High level description

In this solution, the device authentication is proposed to work in conjunction with the standard EPS AKA access authentication. The solution assumes that the device has been provisioned with a device_root_key that can be used to send encrypted traffic to the device and that is uniquely associated to the device_identity. The device_identity is assumed to be the IMEI of the device. The device_root_key is a public key of the device certificate. The associated private key(s) of the device are stored securely in the device. In the following descriptions, the device_credentials are either the device certificate or a pointer to it (e.g., device_identity). In the latter case, the pointer allows the network to identify the public key.  This public/private key pair and certificate is in addition to any that the Relay Node may use for signing.

The device_credentials allow an network entity to form the device_challenge (see below) and to check the revocation status of the device (e.g., check whether the device credentials have been compromised).  It is further assumed that a secure part of the device stores the sensitive device keys such as the private key associated with the certificate. Furthermore, it is assumed that the secure part of the relay node performs all cryptographic operations that make use of these sensitive keys.

Whenever the network wishes to perform device authentication, it creates a device_challenge and sends it to the device in a relevant NAS message. The device computes the device_response and returns it to the network in a response NAS message. The device uses the data in device_challenge and device_response to calculate KASME_D. KASME_D is the equivalent key to KASME defined in E-UTRAN (see TS 33.401[2]) except that it is bound to the device (more specifically, the device_root_key) as well to the KASME resulting from EPS AKA authentication. If the networKrcceives a valid device_response, the network also calculates KASME_D.

The calculation of device_challenge, device_response and KASME_D are as follows:

device_challenge = Edevice_root_key (device_temp_key), network_nonce
where  EK(data) means data encrypted with key K, and network_nonce is a 128-bit random number chosen by the network. The device_temp_key is concatanated RN integrity and cipher keys (Kri and Krc) that are generated using Kasme, IMEI and IMSI by the network and the UICC in the RN. The keys Kri and Krc are used to integrity protect and cipher all communication on the RN and UICC interface.
Both the Relay Node and MME keep device_temp_key while it has an EPS security context whose KASME_D was derived from it. This means that Edevice_root_key (device_temp_key) is optional to send in the case that the MME knows the current EPS NAS security context being used by the Relay Node has a KASME_D as root key and hence the Relay Node has device_temp_key stored and the MME is willing to re-use that key.

device_response is calculated as

device_response = device_nonce, device_res
where device_nonce is a 128-bit random number  (e.g., 128 bits) chosen by the device; and device_res is a 128-bit number that is calculated as follows:

device_res = KDF (device_temp_key, network_nonce || device_nonce)

where KDF is a suitable pseudo-random function.
Finally, the calculation of KASME_D is as follows: 

KASME_D = KDF (device_temp_key ||KASME,network nonce || device_nonce)

where KASME is the one freshly generated as part of the EPS AKA authentication. Note that the device authentication process here is running in the same NAS messages as those used for the AKA procedure. 

 KASME_D is treated same as the KASME in E-UTRAN, except that KASME_D is bound to the Relay Node device authentication and the EPS security context resulting from KASME_D is always stored in the Relay Node and not on a UICC. 
10.5.2.2.2
Security Analysis

From the DeNB and rest of the network’s perspective, the Relay Node has been sucessfully authenticated and hence it is acceptable to authorise the DeNB to enable relay functionality, e.g. to send user keys to the Relay and allow it to send/receive user data. 

The Relay Node is effectively a slave of the DeNB and network, and it can only serve users for whom the network provides keys. Because of this, there are no security concerns for the Relay Node regarding sending data to a network which has provided the keys used to communicate with that user. 

The authentication of the Relay Node in the E-UTRAN signalling happens by the Relay Node being able to successfully decrypt the device_temp_key that was sent to it by the MME. From this the MME and RN generated  a root key for a new EPS security context using the exchanged nonces. This protocol follow the use of RSA Key Exchange in TLS[6]

Like RSA Key Exchange in TLS this protocol provides only authentication of the RN to the MME while authentication of the network to the RN is not ensured by cryptographic means without securing the UICC-RN interface as shown by the following observations:

For a rogue network, it has to be assumed that the attacker has control over the network entity to which the RN is attaching. Furthermore, in the threat scenarios in clause 2, it is assumed that the attacker may have control over an unprotected interface between RN and UICC, cf. e.g. the text for threat 2 “…taking a real UICC from a real RN and replacing it with a fake UICC for which the attacker has the root key” or threat 5 “Attacks on the interface between the RN and the UICC”. Under these assumptions, the protocol in solution 5 does not even have the weaker network authentication properties of UMTS AKA (as described in clause 5.1.2 of TS 33.102 [14]), as can be inferred from the following observations. 

The protocol described in clause 10.5.2.2.1 has no provisions for protecting the UICC-RN interface. This means that it may be assumed that an attacker having access to this interface can transfer keys to the RN over this interface without the RN having the possibility to verify the origin of these keys. Or, as a minimum, it may be assumed that eavesdropping on the UICC-RN interface is possible.

The formula in clause 10.5.2.2.1 for the new intermediate EPS key, from which all keys for AS and NAS protection are ultimately derived, is: 

KASME_D = KDF (device_temp_key || KASME , network nonce || device_nonce)
Network_nonce and device_nonce are public information. By our assumptions, the attacker controlling a (rogue) network entity to which the RN is attaching can know KASME by eavesdropping on CK, IK sent on the interface between UICC and RN. So, the only value the attacker needs to know in addition for being able to compute KASME_D is device_temp_key. This parameter device_temp_key is sent to the RN as as part of the device_challenge encrypted as 
Edevice_root_key (device_temp_key, A), where the additional input A is the old device_temp_key if the authentication is not part of the attach procedure and is the empty string otherwise. Hence, as the device_root_key is the public key of the RN and thus known to the attacker, the attacker can choose a device_temp_key of his own and send it to the RN in a device_challenge in attach procedures. For non-attach procedures, he needs to additionally know the old device_temp_key. Then the attacker can compute KASME_D and impersonate a genuine network. The attacker has two possibilities for obtaining the EPS AKA challenge RAND || AUTN to be sent to the RN from the rogue network: if the attacker can only eavesdrop on the UICC-RN interface the attacker obtains a valid RAND || AUTN from a genuine network in a response to an unprotected RN attach request; if the attacker can fully control the UICC-RN interface he can choose any challenge RAND || AUTN and transfer any keys CK, IK to the RN over the UICC-RN interface under his control.

The root cause of this lack of network-to-RN authentication seems to be that the public key-based part of the protocol from clause 7.6.2.2.1 provides only RN-to-network authentication while EPS AKA, which does provide mutual authentication, is executed on the UICC, which is not securely bound to the RN platform. In more detail: the device_challenge lacks freshness and origin authentication. The EPS AKA challenge RAND || AUTN has both, freshness and origin authentication, through the use of the sequence number and the MAC. However, this does not help to guarantee network-to-RN authentication because SQN and MAC in EPS AKA can only be checked by the UICC on behalf of the RN and the RN has no secure connection to the UICC.


The solution of generating and using the pair of device_temp_key (Kri, Krc) ensures network to RN authentication and provides secure channel between RN and UICC. CK/IK can be sent with encryption and integrity protection by Krc and Kri from UICC to RN. Being able to decrypt the message and obtain CK/IK, proves that the UICC and network have the same keys. Therefore the network to which the RN is connected to is authentic. Messages exchanged between UICC and RN are encrypted and integrity protected with the device_temp_key (Kri, Krc), which ensures the security of UICC and RN channel. Therefore, the device_temp_key (Kri, Krc) takes care of network to RN authentication and security of UICC RN channel. 
******************  END  ********************































































































































































































































































