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Abstract of the contribution:

This contribution discusses the security threats for the APN based Congestion Control.

1 Introduction

 In the last SA2 meeting, the APN based congestion control mechanism had approved.  This contribution discusses the security threats for the APN based congestion control.

2  Analysis

The use of the APN based congestion control is for avoiding and handling of congestion associated with a particular APN. Both UEs and network shall support the functions to provide APN based congestion control.

SA2 had approved using back-off timer method to control APN congestion, The MME may perform the APN based congestion control for a UE by rejecting Attach or Tracking Area Update procedures with a Mobility Management back-off timer when requested (default) APN is congested. 

However for the  UE(e.g. Pre-REL-10 UEs)that doesn't support the NAS level back-off timer, the MME  enforces the stored back-off time by immediately rejecting any subsequent request from the UE targeting at connecting to the APN before the stored back-off time is expired. In this case, the UE does not know the back off-timer and  always initiates  attach  or TAU procedure , and the MME constantly rejects the attach or TAU request. In this scenario the DOS attack appeared.  

3  Proposal

It is kindly proposed SA3 to agree the following PCR to include the key issue and potential solutions into TR33.868. 

************************************Begin of First change*****************************************

5.X Key Issue-APN based Congestion Control

5.X.1 Issue Details

The use of the APN based congestion control is for avoiding and handling of congestion associated with a particular APN. Both UEs and network shall support the functions to provide APN based congestion control.

SA2 had approved using back-off timer method to control APN congestion, The MME may perform the APN based congestion control for a UE by rejecting Attach or Tracking Area Update procedures with a Mobility Management back-off timer when requested (default) APN is congested. 

However for the  UE(e.g. Pre-REL-10 UEs)that doesn't support the NAS level back-off timer, the MME  enforces the stored back-off time by immediately rejecting any subsequent request from the UE targeting at connecting to the APN before the stored back-off time is expired. 
5.X.2 Threats


DOS Attack : For the UE (e.g Pre- REL -10 UEs) that does not support the NAS level back-off timer, it does not know the back-off timer and always initiates attach or TAU procedure and the MME shall immediately reject request from the UE before the back-off timer is expired. So this kind of traffic will lead to the more congested network.
5.X.3 Security requirements

It shall avoid this type of the attack. 
***************************************End of First change*****************************************

