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Abstract of the contribution:
This document proposes MTC group based authentication to achieve group based optimization.
1. Introduction 
In MTC group based communication scenario as mentioned in SA1 TR “Study on enhancements of MTC”, the MTC Gateway Device can act as a gateway for a group of co-located Devices and perform authentication on behalf of the devices connected to it. 
2. Analysis and solution for MTC group based authentication 
The devices connected to MTC Gateway Device can constitute a group. If each device adopts the existing method of authentication, the signalling load of the network will increase largely (especially when the group of devices access to the network almost at the same time). In order to avoid the signalling overload issue and achieve signalling optimization for MTC group, the MTC gateway can perform authentication on behalf of the devices connected to it.
The authentication between the device and the 3GPP network can be divided into two parts and the MTC gatway acts as an authentication agent. The MTC gateway and the 3GPP core network node authenticates with each other (e.g. AKA). The device and MTC gateway authenticates with each other. The MTC gateway should notify the result of the authentication between the device and the MTC gateway to the 3GPP core network node. If the above two parts of authentication succeed, it can be considered the authentication between the device and the 3GPP core network node is successful. According to the key which is generated in the MTC gateway and 3GPP core network node authentication procedure, the MTC gateway can provide different session keys used between the devices and the 3GPP network element.
Note that the devices connected to the MTC gateway may be located in a capillary network, the method of authentication between device and the MTC gateway is out of the scope of 3GPP. The signalling overload can be avoided because the 3GPP network only authenticates with the MTC gateway which acts as the authentication agent for the group of devices.Through the authentication between the device and the MTC gateway, it also can prevent an attacker from impersonating a MTC device belonging to a particular MTC group to get information.
3. Conclusion
The authentication between the device and the 3GPP network can be divided into two parts and the MTC gatway acts as an authentication agent. The MTC gatway and the 3GPP core network node authenticates with each other (e.g. AKA). The device and MTC gateway authenticates with each other. The MTC gateway should notify the result of authentication between the device and the MTC gateway to the 3GPP core network node. If the above two parts of authentication succeed, it can be considered the authentication between the device and the 3GPP core network node is successful. According to the key which is generated in the MTC gateway and 3GPP core network node authentication procedure, the MTC gateway can provide different session keys used between the devices and the 3GPP network element.

Note that the devices connected to the MTC gateway may be located in a capillary network, the method of authentication between device and the MTC gateway is out of the scope of 3GPP.

4. Proposal

It is kindly proposed SA3 to agree the following PCR to include the group based authentication solution into TR33.8xx. 

*********************************start first change **********************************
6.X
Group based authentication
The authentication between the device and the 3GPP network can be divided into two parts and the MTC gatway acts as an authentication agent. The MTC gatway and the 3GPP core network node authenticates with each other (e.g. AKA). The device and MTC gateway authenticates with each other. The MTC gateway notifies the result of authentication between the device and the MTC gateway to the 3GPP core network node. If the above two parts of authentication succeed, it can be considered the authentication between the device and the 3GPP core network node is successful. According to the key which is generated in the MTC gateway and 3GPP core network node authentication procedure, the MTC gateway can provide different session keys used between the devices and the 3GPP network element.

Editor’s note: The generation and distribution of the different session keys between the device and the 3GPP network  is FFS.

Note that the devices connected to the MTC gateway may be located in a capillary network that is entirely independent of the 3GPP access or core network, and in such cases, the method of authentication between device and the MTC gateway is out of the scope of 3GPP.
*********************************end first change **********************************
