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1. Introduction

In last SA3 meeting, the SIP DIGEST –bsed SSO is discussed, but the substructure of the SSO subsystem is not defined.  This contribution gives some proposals for this.
2. Discussion

The SSO subsystem can be defined as following:

[image: image1.emf]IM Subsystem

(IMS)

using SIP Digest

UE

S-CSCF

HSS

SIP 

AS

SSO

Subsystem

AS

Isc

Cx

Gm

SSOh

SSOb

SSOa

SSO 

Server

SSO 

Agent

SSOc

SSOd

In this SSO subsystem, there are two entities related to SSO: SSO Agent and SSO Server.
The roles of SSO Agent are:

1. Redirecting the UE to the authenticaton function entity, i.e. SSO server.

2. Geting from the SSO server the evidence of authenticating of UE  by representing the AS.

The SSO Agent may co-located with AS.

The roles of SSO Server are:

1.  Performing the SSO authentication function. 

2.  Managing the Identity –related security crendentials.

3.  Providing to the SSO Agent the evidence of authenticating of UE.
3. Proposal

It is proposed that SA3 agree the following P-CR:
==========================Begin of  changes==========================================

5.2 High-level architecture for SSO to applications for Common IMS based on SIP Digest 

The following figure shows the current use of SIP Digest in IMS on the left hand side. On the right hand side, an application server (AS) is shown that is connected to an SSO subsystem, which in turn is connected to the HSS. 
HTTP is certainly the most commonly used protocol with application servers or service providers. The study of other such protocols is not precluded, however.

The SSO subsystem is to contain one or more functional elements that are required to provide the SSO service to application sersvers based on SIP Digest. It is one of the main tasks of this study to define this SSO subsystem, i.e. to define the functional elements in the SSO subsystem, and their interworking with each other and with the application server and the HSS. 

It is clearly shown in the figure that the HSS is the linking element between the IMS subsystem and the SSO subsystem, which results from the fact that HSS stores the permanent credentials used in both subsystems. 

The right hand side shows three new reference points linking the UE and the HSS to the SSO subsystem, as well as linking the UE and the AS. The reference points SSOh and SSOb are required to provide the SSO functionality.

Editor’s note: Further reference points may have to be defined once a substructure of the SSO subsystem has been defined. The reference point SSOa is required, but may be out of scope of 3GPP. The names of the reference points SSOx are ffs.
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Figure 5.2-1: Relation of SIP Digest-based SSO with the Common IMS
The roles of SSO Agent are:
1. Redirecting the UE to the authenticaton function entity, i.e. SSO server.
2. Fetching from the SSO server the evidence of authenticating of UE by representing the AS.
The SSO Agent may co-located with AS.
The roles of SSO Server are:

1.  Performing the SSO authentication function. 

2.  Managing the Identity –related security crendentials.
3.  Providing to the SSO Agent the evidence of authenticating of UE.
==========================End of  changes==========================================
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