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1. Overall Description:

SA3 would like to thank RAN2 for their LS R2-104210 and LS R2-106025. 
SA3 have analyzed the security requirements of logged MDT and come to the following conclusion:

Regarding the question asked in R2-104210: The information stored in the MDT log can be considered private information. However, SA3 is of the opinion that storage of this log for 48 hours on the UE is acceptable. Storage of MDT log and retrieval thereof more than a few days later would constitute an undesirable impact on user privacy. 
SA3 reviewed the current stage 2 design of MDT. Following are the security and privacy principles that SA3 used.  

· Confidentiality of data: Logged MDT Measurement reports shall be sent confidentiality protected. 
The current MDT stage 2 description takes this into account.
· Denial of service protection: MDT will consume resources on the UE, i.e. battery for performing the measurement and reporting, Thus, MDT configuration shall be sent integrity protected.
The current MDT stage 2 description should state explicitly that MDT configuration shall be sent integrity protected. 
·  Notice: the user needs to be made aware that her/his location data is being logged. The user should be notified of the fact that MDT is possible and should be notified when MDT is active. In some legislations that may even be mandatory. The realization of notification depends on the data protection legislation covering the collection. It should be noted that there can be different laws covering roaming users. 
The current MDT stage 2 description doesn’t address any of these concerns. It may be advantageous to have an indicator on the UE that can be read by an application wishing to display such a notification.

· Consent: The user should be able to give and revoke consent to MDT.  This implies enabling a user to change the MDT consent settings at any time. MDT consent settings indicate whether the UE ‘s user wishes to participate in MDT data collection. When the user opts out of MDT data collection, the UE shall not be required to send MDT data to the network.
The current MDT stage 2 description doesn’t address at all which UEs may participate in MDT. RAN2 or SA5 should define a mechanism which allows a user to change the MDT consent settings and describe it in its stage 2 description.
· Data controller: Consent to collect MDT data is given to specific data controllers. Therefore, the UE shall not give MDT data to different networks than those the user has given consent to.
The current MDT stage 2 description covers part of this: It defines that logged MDT shall not be given to a different RPLMN than the one that required it.  RAN2 or SA5 should specify a mechanism which makes clear which PLMNs the MDT consent settings apply to. 
· Data minimization: only information that is strictly necessary for MDT purposes should be collected. Data should be anonymized as soon as possible. Depending on what the operator wants to do with this MDT data, measurement data by itself may be sufficient or MDT data needs to be attributable to a unique identity (e.g. in order to evaluate concrete demand at a particular location).
The current MDT stage 2 description covers part of this: the network only learns the temporary radio identity of the UE that collected the information. If it is necessary to count the number of individual users in a certain area, data shall be pseudonymized such that it is not possible to reverse the pseudonym to a real user ID such as IMSI. If the MDT usage scenario envisaged by RAN2 includes this necessity, SA3 is happy to help in designing such a counting mechanism.
2. Actions:

To TSG RAN WG2 and TSG SA WG5
SA3 kindly asks RAN2 and SA5 to take the above into account. 

3. Date of Next TSG-SA WG3 Meetings:

3GPPSA3#62 
OR 
24 - 28 Jan 2011   
Ljubljana, SI 
3GPPSA3#63 
OR 
11 - 15 Apr 2011    
TBD, China  
  
