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1. Introduction
MDT is designed to minimize drive tests. MDT will provide an operator with the possibility to retrieve measurement information from UEs annotated with position information from a GNSS.
2. Discussion
MDT will allow an operator to retrieve radio measurement information from a UE together with its position. There are two types of MDT possible: immediate MDT and logged MDT. Immediate MDT is possible while the UE is active. The UE sends its radio measurement and location information (e.g. from GNSS) directly to the network. In logged MDT, the UE performs the measurements in idle mode, and even when the UE is not in reach of a network. The network can retrieve logged MDT information (radio measurements together with location information of where the measurements where taken) when the UE become active again.

MDT information can be considered privacy sensitive information. This is even more the case when MDT information can be used to create a detailed movement profile of a user. Thus, the following issues need to be considered when dealing with this data:

· Confidentiality of data: Measurement reports shall be sent confidentiality protected.

· Denial of service protection: MDT will consume resources on the UE, i.e. battery for performing the measurement and reporting, Thus, MDT configuration shall be sent integrity protected.

· Notice: the user needs to be made aware that her/his location data is being logged. The user should be notified of the fact that MDT is possible and should be notified when MDT is active. In some legislations such kind of notification may even be mandatory. The realization of notification depends on the data protection legislation covering the collection. It should be noted that there can be different laws covering roaming users. 

· Consent: The user should be able to give and revoke consent to MDT. Note that MDT affects the personal data of the user, not necessarily of the subscriber. Implementing consent to the legal contract on the UE may be impractical. Whether an opt-in or opt-out approach is followed should be operator choice, but robust privacy controls to change the current consent settings at any time shall be put in place.
· Data controller: In case of roaming while MDT is active there is a change in data controller. Therefore, the UE shall not give MDT data to a different network than the one the user has given consent to.
· Data minimization: only information that is strictly necessary for MDT purposes should be collected. Data should be anonymized as soon as possible. Whether data needs to be attributable to a unique identity (e.g. in order to evaluate concrete demand at a particular location) or measurement data is sufficient depends on the usage scenario. 

An incoming LS from RAN2 (S3-101210, R2-104210) is asking about for how long MDT data could be stored. For as long as MDT data can be attributed to a person, it must be considered personal data. As a general rule in dealing with personal data is that the more personal data is aggregated, the higher the risk in case of this data being misused in case of unauthorized access. Therefore, it should be recommended that logged MDT data is not stored for arbitrary long times, but only for times that are commensurate with the users’ recollection of where the user was. Thus, a couple of days is reasonable. Therefore, the UE should delete its logged MDT data after a configurable time up to maximum o fa few days, if possible.  
A second LS from RAN2 (S3-10XXXX, R2-106025) asks to review the stage two design of MDT and comment on the security of the proposal.

3. Proposal

We propose to send an LS back to RAN2 as drafted in companion document S3-10XXXX
