SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security - S3#61
S3-101261
Sorrento, Italy, Nov 15-19, 2010
Source:
China Mobile, Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
Title:
Interworking with OpenID Chapter 5.5
Document for:
Discussion and Approval 
Agenda Item:
8.4 APP_SSO
1. Introduction and Discussion

The architecture of interworking with OpenID is discussed in this document. It’s analogous with the architecture of interworking with Liberty Alliance.

2. Conclusion
We kindly propose SA3 to discuss about this and accept the following Pseudo-Change Request.
Pseudo Change Request
***************************BEGIN***************************

5.5 Interworking with OpenId


Interworking with OpenID is quite analogous with interworking with Liberty Alliance.The SSO subsystem under study is meant to provide some form of interworking with or support also for, other SSO systems, notably Liberty Alliance, cf. previous clause 5.4.
A high-level architecture for interworking of SIP Digest-based SSO with OpenID that takes into account the baseline architecture from clause 5.2 are shown in Figure 5.5-1 and 5.5-2. The interfaces between the UE and the RP and the RP and the OP are out of scope of 3GPP and based on the OpenID protocols.
Interworking of GBA with OpenID systems is described in TR 33.924 [9]. It may be useful to take the approaches in TR 33.924 into account when studying the interworking of the SIP Digest-based SSO subsystem defined in this TR with OpenID, cf. clause 5.1.2. The results of the study shall not be bound by the approaches taken in TR 33.924 in any way, however. 

TR 33.924 describes two basic scenarios, in the first one the user browses and authenticates with the same device (c.f. 5.5-1) and in the second one the authentication agent (AA) and the browsing agent (BA) are in different entities. The second split terminal scenario has also several variants depending on the actual connection from the BA to the AA and on which entity triggers the authentication. 
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Figure 5.5-1: Relation of SIP Digest-based SSO with the Common IMS and interworking with OpenID

Figure 5.5.-2 covers all the split terminal variants outlined in TR 33.924 [9], but it should be noted that the connection between the BA and AA might not be present depending on the variant. 
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Figure 5.5-2: Relation of SIP Digest-based SSO with the Common IMS and interworking with OpenID for the split terminal scenarios

The SSOa interface is based on OpenID protocols and uses HTTPS.

***************************END***************************
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