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Discussion and decision
1. Introduction

SA1 studied the need for a Peer to Peer mechanism that extends the current IMS based content provisioning model. SA2 established successfully a WID for this subject. The target is to provide content to geographical areas where the deployment of dedicated servers in the cellular network is not financially efficient. This contribution outlines an example of the potential impacts of such an approach. We invite companies to study this and provide feedback. It is proposed that the following use case and impact study serve as a baseline for further discussion on a potential Technical report. 

This contribution focuses on the potential security impacts and does not cover the actual sharing mechanisms and the reporting of the resource contributions by the donating device. The purpose of the contribution is to give an idea of the potential impacts with regard to security.

2. Usage Scenario

IMS is a fixed and mobile convergence core network to provide multimedia services, which can be used to provide services such as live streaming, content distribution and any other applications. When users want to enjoy streaming from an IMS network, centralized media servers will be deployed to provide media content to all users.  
With the growth of media content consumption, centralized media server require considerable demands towards the bandwidth of the backbone IP network. Hence a centralized media server would face quite a challenge with regard to capability. To deal with this problem, edge servers close to UEs should be deployed to guarantee service quality with the increasing number of users. But when the growth is explosively, more and more edge servers will be deployed and it will cause great deployment cost.
Peer-to-peer technology can be used between edge servers and UEs to relieve the above problem. Not only the edge servers handle the requests from its locally served UEs, but also they can handle the requests transferred from the neighbouring edge servers. It helps reduce the storage and bandwidth demands of centralized servers and reduce the number of edge server. So the system capability is improved along with the increasing number of edge servers and UEs. 
Under this scenario, when users want to use content application like live streaming and content distribution, it will be controlled by IMS system, and get content by using P2P technology. Furthermore, IMS P2P network can be helpful to spread network coverage.In larger cities with many inhabitants is a high concentration of customers that would like to utilize services. The service would be provided good enough to fulfil customers’ demand. On the other hand, there are large rural areas where the deployment of high end network elements is not efficient, so customers in this area may not be able to enjoy the application.

The usage scenario is that all the time people move in an out of the well-covered service area into a low covered area. These messengers could carry content with them and share them with people in the areas with low coverage in an operator controlled manner. This obviously should not break the content protection or the existing security model. Hence the existing operator controlled for IMS based content provisioning has to be extended, so that the operator control is maintained also when using P2P technology. 

3. Discussion

This section discusses the potential impacts and approaches for a security model based on P2P technology for content provisioned using MBMS (including the PSS model based on TS 26.237) or OMA DVH Smart Card Profile. The discussed items will also apply to content protection models with a similar key hierarchy.

The PSS-Only security model defines an optional confidentiality protection of individual RTP payloads used in a streaming session. If PSS confidentiality protection as defined in 3GPP TS 26.234, Annex K. is used, then the terminal initiates the GAA/GBA Bootstrapping procedure  3GPP TS 33.220 after a successful IMS registration and Service discovery.
MBMS-only and combined PSS/MBMS service offerings the security is based on GAA/GBA. The GAA/GBA Bootstrapping procedure is initiated by the terminal after a successful IMS registration and Service discovery. It is necessary before any service description retrieval and session initiation.

In both settings GBA (see 3GPP TS 33.220 is used to generate a master key Ks from which NAF specific keys (e.g. Ks_NAF for terminal based key management) can be derived when needed. It is also used to authenticate the user for signalling that is not performed via the IMS core network (e.g. HTTP based service description retrieval). An approach enabling the usage of GBA-based content protection should not require modifications for the long lived key e.g. the long lived MUK and the MRK.  
The key hierarchy is in principle designed such a way, that a user specific key long term key is used to obtain a short lived content protection key. The short lived key (MTK in the MBMS case) is used to decrypt the actual content. In our scenario, the user moves out of a well covered area and takes some encrypted content packages with him, those are then shared using P2P technology. The receiving device may not get all the needed data pieces from one source, also they may not arrive in the right order and there may be some delay involved. This may result in the problem that the short lived keys are no longer valid and that the data might not be usable.

As a basic principle, the extension to the existing key management model should be compatible with the existing model and operators that do not wish to deploy the P2P content distribution should be able to do so without being forced to take on changes from the P2P extensions. The content protected with the short lived MTK should be exchangeable between users described to the same service.
One approach could be to extend the key lifetime of the short lived keys in general and for the whole system regardless of the underlying technology, but that defies the principles that were guiding the key hierarchy model and would change the security of the system fundamentally. On the other hand, the content might be consumed much later when P2P technology is used.

In a geographic location with no service coverage, the security framework might be extended. For locations where the content is always available and no problems with order of packages and key lifetime duration, the full strength of the security should apply. In addition, it might be useful for an operator to steer which user can actually utilize P2P technology for content distribution. The right might be denied to unreliable users and given only to trusted premium users. Only users that subscribed to the same service should be able to use the content that principle should hold true irrespective of the distribution technology.

The key management for long term keys that are used for example by MBMS should not be changed, also changes to the smart card functionalities are considered inappropriate due to high impacts.

Therefore the focus turns to the short lived keys and that users that are out of reach of the main service areas (with traditional content provisioning) can still use content (when subscribed to the service). The traffic encryption keys are not handled in the UICC, hence the UICC is not affected. This leads to the question, how can a device determine, that it is getting out of the main service area and P2P technology might be applicable:

· The device is connected to a border server of the streaming network (network indication must be given of that fact)

· The device receives an indication from the NAF that the terminal is allowed to switch to P2P technology usage
· Signal strength goes down 
The signal strength alone is no indication, but combined with the first or second bullet, the network can control the actual process. When the signal strength goes down and the network allowed the usage of P2P technology, then the device switches into P2P Technology allowed mode. In this mode, when the signal strength goes down, the allowed “Window” of short term keys (i.e. MTK) and their lifetime need to be extended. Also the allowed windows for the sequence numbers need to be extended. 

4. Technical Extensions

The usage of P2P technology would for example imply an optional extension to the MBMS specification consisting off a modified section that contains some special considerations that only apply when the device is in P2P technology mode:

· Extension of replay counter section 6.4.6.2

· The extracted MTK ID is also be allowed to be higher then the current MTK ID (to some reasonable limit) section 6.4.6.2

· If SEQp is equal to or lower than SEQl or SEQp is greater than SEQu, then the MGV-F shall NOT indicate a failure to the ME in P2P technology mode 6.5.4. In this mode also special rules for key management for the short term key apply.

To enable the network control with a minimum impact, the GBA GUSS might be utilized to carry the needed information to the NAF. The GBA GUSS stored in the HSS could contain a field, which indicate, that the P2P technology usage allowed / disallowed field for this user and this NAF. The NAF is configured to request a GUSS (if GBA_U in MBMS is used, then he has to do it anyway). The NAF (border server) extracts this information and sends it along with the content data. One potential approach is to attache an indication after the MTK key and encrypts all with MSK. Legacy terminal will just ignore the indication and stick to the normal security mode (i.e. no impact to those, they just can not utilize the P2P technology mode). 
When the signal strength goes down, the terminal can then collect streaming data from other devices. Since the MTK is the same for all users subscribed to the service, the device can decrypt the data.

If the signal strength goes up again, the device no longer needs the data from other devices and the P2P technology mode is reset to normal distribution mode again. 

If the NAF does not support this P2P technology mode, then it will just ignore the GUSS field, so also here we have backward compatibility and compatibility with nodes that are deployed in well services areas (i.e. no-border-nodes).

5. Proposal

We ask SA3 to study the potential impacts and provide feedback, if such a usage is acceptable. If it is then further CRs as optional extensions to the existing specifications will be prepared for the next meetings.
