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Discussion and decision
1. Introduction
SA1 studied the need for a Peer to Peer mechanism that extends the current IMS based content provisioning model. SA2 established successfully a WID for this subject. The target of this contribution is to identify and document a list of potential threats and requirements. Such a list can then later provide guidance which approach for IMS P2P is the appropriate.

It is proposed that the following threats serve as a baseline for further discussion on a potential Technical report. 
2. Threats
2.1 Black Hole Attacking (Empty Requests)
In this attack a legitimate user announces a list of content that he intends to provide to the peers in the neighbourhood, but he does not actually want to share the data (or does not even posses it). This may drain other people’s batteries and stops them from looking for other content sources.
2.2 Content Tampering and Replacement (Trojan Horse)

A legitimate subscriber inserts into the content a malicious piece of software or replaces the content completely with something else and shares that with others under the initial content name.
2.3 Unauthorized Sharing (Free Riding)

In this scenario a legitimate user that has subscribed to a services transfer the content to a non-authorized user. The non-authorized user has no intention of subscribing to the service, but tries to render the content without subscription.
2.4 Incorrect Content Sharing Reporting

The users that share the content and provide resources to the P2P Technology to help the operators may in return get some form of benefit. This benefit is most likely be bound to the actual resource consumption of that user. A malicious user may want to report more then his due and report more consumed resources then he actually shared.
2.5 Eavesdropping
Two legitimate subscribers may share a piece of content using P2P Technology. A third malicious user may eavesdrop on the communication and obtain the content.
2.6 Privacy leakage

A user’s privacy would be leaked when he share content to other users. Another user can get provider’s permanent identity and can get his preference by analyzing content types and link it to the users real identity. The permanent identity provided by the operator should not be visible.
3. Requirements

The following general security requirements were identified:

· The network should have the ability to validate whether or not the user announces content resource correctly. 
· The receiving user should have the way of requesting also from other sources, if the first source does not provide within a give time window. For this the receiving user need to be able to distinguish the sources securely and reliably without having to wait for cellular network connectivity. 
· It should not be possible for a non-legitimate subscriber to render the content obtained.

· The sending user should not be able to modify or replace the content and announcing it as legitimate content. The content integrity and authenticity needs to be preserved.

· The resource sharing reports need to be protected from modification. 
· Content shall be protected during transfer from modification and eavesdropping.
· User’s privacy information (e.g. permanent identity that is provided by the operator) shall be protected when he shares content to other users.
4. Proposal
We ask SA3 to study the threats and document them, so that the work in further meetings can build upon them. 
