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Abstract of the contribution: This contribution proposes to change SGSN or MSC/VLR to CNN and SGSN+ or MSC/VLR+ to CNN + of the TR. 
1
Introduction
It describes in section 3.1 of the TR “When it is not important for the discussion whether it is an SGSN or an MSC/VLR, the generic term Core Network Node (CNN) will be used to denote the entity. The term CNN+ is used to denote a Core Network Node that is aware of the UTRAN KH.” But the description of MSC/VLR+ which capable of handling the UTRAN key hierarchy is missing in some text of section 4, so this contribution suggests to add the missing MSC/VLR+ description to section 4 and changes SGSN or MSC/VLR to CNN and changes SGSN+ or MSC/VLR+ to CNN+ according to section 3.1.

It is proposed that SA3 agree the pCR below for inclusion in the UTRAN KH TR. 

2
pCR
***************BEFGIN OF FIRST CHANGE ************
4.1.2
Node/Terminal Types
4.1.2.1
Types of MEs
First the different types of terminals that needs to be considered when analyzing the system requirements is identified. The following types of MEs defined by their key handling capabilities have to be considered. As E-UTRAN interworking is only possible with a USIM, we in all cases assume a Rel-99 or later USIM is used in the corresponding UE.  In case the UE has a SIM card inserted, the SGSN will notice this when receiving GSM triplets from the HLR during authentication or the SGSN will notice it when examining the MM context retrieved from another SGSN.
-
ME_U: The ME is a UMTS terminal of an earlier release compared to when UTRAN KH is introduced

-
ME_U+: The ME is a UMTS terminal aware of the UTRAN key hierarchy.
-
ME_E: is an E-UTRAN/UTRAN dual mode terminal not aware of the UTRAN key hierarchy. 
-
ME_E+: The ME is an E-UTRAN/UTRAN dual mode terminal aware of the UTRAN key hierarchy 
E-UTRAN only and GERAN only terminals are out of scope, as these devices will never access UTRAN.
In the following, ME+ will be an abbreviation to denote a ME (single or dual EPS mode) capable of handling the EPS key hierarchy in UTRAN, i.e ME+ = {ME_U+, ME_E+}. Similarly, ME will denote {ME_U, ME_E}.  If it is irrelevant whether a ME or ME+ is under consideration, ME(*) is used.
4.1.2.2
Types of Core Network Nodes

In a way fully analogous to how the different types of MEs are denoted, a SGSN capable of handling the UTRAN key hierarchy will be denoted SGSN+. If it is irrelevant if a unit is unaware or aware of the UTRAN key hierarchy, SGSN(*) is used. Similarly, RNC+ is used to denote an RNC that may implement additional functionality to support the UTRAN key hierarchy.
The generic term Core Network Node (CNN) will be used to denote an SGSN or an MSC/VLR, so the term CNN+ is used to denote a Core Network Node that is aware of the UTRAN KH.
4.2
Assumptions/Requirements

The study is based on the following assumptions (some of which have already been mentioned).

-
R99+ UICC implementing UMTS AKA shall be a sufficient base for the UTRAN key hierarchy.

-
CNN+ can distinguish between ME and ME+ at initial attach.

-
When serving an ME+, CNN+ can add new IEs to the ME+ signaling.

-
New IEs, used by CNN+, will be ignored when received by CNN or an MME (of earlier release than when UTRAN KH is introduced) at handover. This is already fulfilled by the GTP protocol.

-
At IRAT handover to or from UTRAN, the source CNN must not need to distinguish between a target CNN and CNN+.

-
The UTRAN key hierarchy shall have no/minimal impact on GERAN and earlier releases of UTRAN. 

-
CNN and MME of earlier releases shall be able to interoperate with CNN and MME that support UTRAN KH.

***************END OF FIRST CHANGE ************
*************** BEGIN OF SECOND CHANGE ************
4.4
The UTRAN Key Hierarchy
4.4.1
Proposed solution 1

The already defined E-UTRAN key hierarchy is, as noted, required to be unchanged (using UMTS AKA and producing KASME from CK, IK and further deriving KeNB and NAS keys). Notice that E-UTRAN uses many more keys than UTRAN does so that the hierarchies will not be identical. The UTRAN key hierarchy is assumed to be based on a key KRNC, derived from USIM provided (CK, IK). And another two new keys are defined: CKU and IKU, which are derived from KRNC. CKU is the ciphering key and IKU is the integrity key. The UTRAN Key Hierarchy is showed in the figure 4.4.1-1 below:
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Figure 4.4.1-1: UTRAN Key hierarchy
Figure 4.4.1-2 shows the dependencies between the keys at initial setup (i.e., when the UE goes to ACTIVE mode), and at combined hard handover and SRNS relocation as well as combined cell/URA updated and SRNS relocation.
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Figure 4.4.1-2: Key distribution and key derivation scheme for UTRAN Key hierarchy
Editor's note: It is FFS what and/or how the freshness input to the KRNC derivation is obtained/generated.

The KDF is assumed to be the one from TS 33.220 [12] taking a 256-bit input key and generates a 256-bit output key. When two 128-bit output keys (IKU/CKU and IK’/CK’) are needed, truncate the 256-bit key to 128-bit for IKU/CKU, and take 128 MSBs of the output as the IK’ and the 128 LSBs as the CK’.
4.4.2
Proposed solution 2

The UTRAN Key Hierarchy is showed in the figure 4.4.2-1 below.
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Figure 4.4.2-1: UTRAN Key hierarchy
*************** END OF SECOND CHANGE ************
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