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1
Introduction
In TS 22.368 and TR 23.888 on System Improvements for Machine-Type Communications the MTC Features “(Online/Offline) Small Data Transmissions” is specified.  

This issue has security-related aspects that should be studied.

2
Discussion and proposal

In TS 22.368 v10.2.0 for Small Data Transmissions the following specific service requirements are stated (Quote): 

"For the Small Data Transmissions MTC Feature:
· The system shall support transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).
· Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

· The definition of a small amount of data shall be configurable per subscription or by network operator policy." 

There are applications related with many MTC Devices which only have to send small amounts of data at low frequency (e.g. once a day or once a week) or only in specific situations (e.g. in case of alarming). Not keeping these MTC Devices continuously attached to the mobile network, can save cost for operators as core network dimensioning is often based on the number of simultaneously attached users. 

An MTC Device that needs to send data from a not attached state (via SMS or a PDP Context) first needs to be attached to the network. This will, however, create signalling overhead (attach procedure, connection set up, detach) that is likely to be more than the amount of user data being sent. Furthermore, when the MTC Device is not attached it is likely that there is no (current) security context in the core network available to protect these messages. Then also a new AKA run is required, which will create even more overhead. Without a security context, however, the MTC Device cannot be authenticated. Consequently an attacker can masquerade as the MTC Device and send false data over the network to the MTC Server. Also an attacker can eavesdrop and/or modify transmissions from and to an MTC Device, and an attacker can masquerade as the network to the MTC Device.
It is thus necessary to investigate solutions for efficiently establishing security context between the MTC Device and the core network with minimal network impact (i.e. without having to perform a separate AKA run every time the MTC Device has to transfer small amount of data).

We propose to include Small Data Transmissions as a key issue in the TR on Security Aspects of Machine-Type Communications.  A pCR to Tdoc S3-100906 is attached.  

**********************START OF CHANGE***************************

5
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

5.x
Key Issue – Security of Small Data Transmission
5.x.1
Issue Details
The MTC feature Small Data Transmissions requirements are defined in TR 22.368, section 7.2.5:  

· The system shall support transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

· Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

· The definition of a small amount of data shall be configurable per subscription or by network operator policy
This document will consider the issue when the MTC Device is detached and no security context between the MTC Device and the core network is available. 

5.x.2
Threats
When data is transmitted while the MTC device is not attached and no security context is available, the following threats should be considered:

· An attacker can impersonate a MTC device. 
· An attacker can impersonate a network.

· Eavesdropping.

· Manipulation of the Small Data Transmission.
5.x.3
Security Requirements
· It shall be possible to transmit small amounts of data with very efficient resource usage when the MTC Device is not attached without degrading security compared to non-MTC communications.
**********************END OF CHANGES***************************

**********************START OF NEXT CHANGE***************************

6
Solutions

Editor’s Note: This section is intended to describe solutions which fulfil the security requirements in the previous section. Solutions to all Key Issues listed in section 3.1 are listed here. 

6.x
Small Data Transmissions

6.x.1
Small Data Transmission when detached

· Solution 1, Use the last security context to protect transmission of small amount of data by an MTC Device that is not atached to the network. 
· Solution 2, Provide AKA parameters (RAND and AUTN) to MTC Device before detaching from the network to protect next transmission of small amount of data by the MTC Device.
**********************END OF NEXT CHANGES***************************

