3GPP TSG-SA3 (Security) Meeting #61
S3-101201
Meeting #61; Sorrento, Italy
Source:
Chairman of 3GPP TSG SA WG3

Title:
Report from TSG SA #49 

Document for:
Information

Agenda Item:
4.1
1. Introduction
This document contains information about the SA #49 outcome on SA3 submissions, and information on SA discussions and issues relevant for SA3 work.

The SA #49 documents can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_49/Docs/
The draft SA #49 meeting report can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_49/Report/
The SA3 status report to SA #49 (SP-100471) is attached. 

2. SA #49 Outcome on SA3 Submissions

All of our CRs were approved without changes.
Our update of the “System Improvements for Machine Type Communication” WID was approved in SP-100637.
Our update of the “SSO Application Security for IMS - based on SIP Digest” was approved in SP-100639.

3. SA #49 Outcome on SA3-LI Submissions

All our CRs were approved without changes.
4. Relay Node Security
SA #49 discussed Relay Node Security based on our agreement at SA #60 to express a concern about the lack of security in the first release of the relay node specifications. SA agreed that relay node security features should be included in the same release as the other relay node features. We should continue our work and prioritize the work on relay node security, with the aim of finishing it in Rel-10. The SA guidance for the continuation of relay node security work is provided in the LS in SP-100627. 
5. LIPA/SIPTO

SA2 has completed their work Rel-10 on LIPA/SIPTO. During the discussion of the SA2 CRs on LIPA, it was identified that further security work might be needed for the S5/Gn reference points. SA sent and LS, asking us to take this into account during the continuation and completion of our work on H(e)NB Security. The LS is provided in SP-100648. The relevant SA2 CRs approved at SA #49 are 23.401 CR1638 and 23.060 CR1114 in SP-100550.
SA2 also provided TR 23.829 “Local IP Access and Selected IP Traffic Offload” for information to SA #49. Work on this TR will be continued in Rel-11.
6. Machine Type Communication 
SA1 provided a number of Rel-10 corrections to TS 22.368. One of the CRs corrects the clause on MTC Secure Connection. The approved corrections are found in SP-100579.
SA2 has progressed work Machine Type Communication in Rel-10. The outcome of the
CRs provided by SA2 to SA #49 was the following:

· 23.060 CR1159R2 and 23.236 CR0041R1 were approved in SP-100553

· 23.060 CR1140R4 and 23.401 CR1675R5 were revised and approved in SP-100635 and SP-100636.
· 23.060 CR1156R7 and 23.401 CR1697R3 in SP-100554 were revised and approved in SP-100633 and SP-100634. The rest of the CRs in SP-100554 were approved without modifications.
In relation to the SA2 Rel-10 work, SA2 sent an LS to other groups (S2-104432) on the “Rel-10 NIMTC conclusion”. SA3 is asked to “consider the security implications of the conclusions arrived at by SA2”. We should be prepared to address this LS at SA3 #61.
The SA2 TR 23.888 on System Improvements for Machine-Type Communications was provided for information in SP-100562. Work on this TR will continue in Rel-11.
Some of the NIMTC work could not be completed in Rel-10. The work will be continued in Rel-11. As a result, it is expected that SA2 will provide updates of the NIMTC and SIMTC WIs to SA #50, to correctly reflect the work that was done in Rel-10 and the work that is planned to be done in Rel-11.

ITU-R WP5A has sent an LS to 3GPP (on “Mobile Wireless access systems providing telecommunications for a large number of ubiquitous sensors and/or actuators scattered over wide areas in the land mobile service”). As a response, information about 3GPP Machine Type Communication activities has been collected. This information is documented in SP-100649, and will be communicated back to ITU-R WP5A.
7. TRs/TSs and Approved WIDs with Security Aspects

SA1 proposed a new WID on “SIPTO Service Continuity of IP Data Session”. As part of this work, security aspects need to be addressed. The WI was approved in SP-100589.

SA1 proposed a new SID on “Study on Integration of Single Sign-On (SSO) frameworks with 3GPP networks”. The security aspects section states that “Since the mobile operator will become a SSO provider, service requirements for security aspects have to be studied”. The SID was approved in SP-100640.
SA2 proposed a new SID on “IMS Based Peer-to-Peer Content”. The work item states that “Security related issues will be studied in 3GPP SA3 according to service requirements”. The SID was approved in SP-100567.  

SA2 proposed a new SID on “Core Network Overload Solutions Study”. The work item states that “Any potential security aspects are to be determined”. The SID was approved in SP-100651.
An update of the system-wide WID on “Support for BBF Accesses Interworking” was approved in SP-100630.
8. Status of Releases 10 and 11
Based on the input to SA #49, it was decided that Stage 2 for Rel-10 is frozen.
SA also discussed Rel-11 freezing dates, and tentative dates were agreed:

· the Stage 1 freezing target is September 2011

· the Stage 2 freezing target is March 2012

· the Stage 3 freezing target is September 2012

In addition, the same exception practice as for Rel-10 is applied for Rel-11. It means that “Approved Stage 2 exceptions in 03/12 will automatically lead to a 3 month slip of the Stage 3 freezing date”.

The tentative agreements on the Rel-11 schedule are documented in SP-100654. 

9. Clarification on the use of References
SA approved a CR to TR 21.801 on “Clarification on the use of References” in SP-100629. In practice, it implies that references in the body text of a specification should include the specification number, and the reference number in brackets. We should take note of this change to the use of References, and follow the new rules when creating new CRs. For existing references in our specifications, MCC will take care of updating the references according to the new rules.
10. Other Issues of Interest

SA1 got an action point at SA #48 to work on updating harmonized authentication requirements for Common IMS. The SA1 chair reported that no progress had been made thus far. The SA1 chair believed that work on this can be expected when new requirements are added in the future.
SA5 has updated their Terms of Reference. They were approved in SP-100628. In relation to this, all other SA WGs got an action point to review their Terms of Reference according to the following:

“AP 49/3:
SA WGs 1, 2, 3 and 4 should review their Terms of Reference to check that they allow the WG to address Converged Networks and to provide an updated ToR to TSG SA if required.”
SA1 provided corrections related to CSG lists. The corrections were approved in SP-100573. 
SA1 provided a CR on “Unsolicited communication alignment with SA3”. This CR aligns the SA1 requirements for Rel-9 with the SA3 status on unsolicited communication work. The CR was approved in S3-100574.
SA2 provided a CR on “User plane encryption support for S2c”. The CR (0920 to TS 23.402) was approved in SP-100547.
The GERAN report in SP-100568 highlighted the following:
“Security Issues (CS)

 - Some general concerns raised with occurrences of ‘known text’

 - Some proposed enhancements suggested

 - MS vendors asked to check compatibility of proposed changes with legacy mobiles and issue will be revisited at next meeting”
Further details related to this issue can be found from GP-101242 and GP-101243.
