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1. Introduction 
This contribution provides comments on the following contributions: 
· S3-101301 “Draft reply LS on Simultaneous registration of a single private identity from different UEs” by Ericsson, ST-Ericsson;
· S3-101350 “Reply-LS on Simultaneous registration of a single private identity from different UEs (S2-104382)” by Orange.

The commenting contribution S3-101389 on the CR in S3-101302 has already shown that the claim that “there are no security reasons why the same IMPI cannot be registered from multiple UEs simultaneously in case of SIP Digest and NBA.” is in conflict with the current version of TS 33.203. 
This fact alone will require significantly revising both proposed LSs. But there are the following further observations that should be considered by SA3 and communicated to CT1 and SA2.
2. Fraud detection
S3-101350 contains the statement: “On a pure and proprietary security perspective, having a single UE authorized to use a given IMPI can help to track possible attacks or frauds toward the IMS network by monitoring source IP address and port. This is still possible when multiple UEs are sharing the same IMPI thanks to other parameters available inside the IMS.”


Firstly, it would be good to know which types of fraud were considered and which “other parameters available inside the IMS.” could be used to prevent it. If these other parameters included the instance-id, or the IMEI, it should be taken into account that these could be forged. 
Secondly, it should be taken into account that passwords could be stolen. In the current situation, without IMPI sharing, simultaneous calls from different UEs using the same IMPI would be an indication of fraud. In cellular networks, this is a common form of fraud detection employed by operators although UICC cloning is certainly more difficult than password stealing. This form of fraud detection would no longer be possible with IMPI sharing.
Simply pointing to the fact that an operator would be free not to use IMPI sharing would not fully address this concern as 3GPP has an overall responsibility to specify secure systems that can be used even by operators without significant security expertise. 

3. Conclusion

It is proposed that a reply LS to CT1 and SA2 shall contain the following statements: 

“SA3 has discovered the following problems with the current version of TS 33.203 if the same IMPI could be registered from multiple UEs simultaneously as can be seen from the attached document S3-101389:

· The nonce-count mechanism for SIP Digest proxy-authentication would not work properly any more. 

· Interleaving registrations can lead to problems. 

· Rules for SIP Digest password change would have to be developed so as to avoid synchronization problems among UEs sharing a password. 

· SA3 thinks it may be possible to change TS 33.203 so that the above problems are addressed. However, such changes would constitute a modification of functionality and would be possible only from Rel-11 onwards.

· Such changes would entail increased complexity, e.g. separate SIP Digest state machines per UE in the S‑CSCF. 

· Furthermore, SA3 has observed that the possibility for fraud detection would be reduced. More feedback from operators would be required to assess how serious this limitation would be. Simply pointing to the fact that an operator would be free not to use IMPI sharing would not fully address this concern as 3GPP has an overall responsibility to specify secure systems that can be used even by operators without significant security expertise. 
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