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1
Opening

The SA3 Chairman, Bengt Sahlin of Ericsson, opened the SA3 ad hoc meeting taking place in Riga, Latvia. Mireille Paulliac gave a welcoming speech on behalf of the host, EF3, and also provided some practicalities for the meeting. The Chairman also welcomed the Delegates to the meeting.

2
Approval of Agenda and Meeting Objectives

S3-101000
Draft Agenda for THIS meeting





Source: WG Chairman

Discussion: 

The Chairman presented the agenda and objectives for this ad hoc meeting; he pointed out that the EEA3/EIA3 documents provided for the meeting, they will be postponed to SA3#61 as they are out of scope for the meeting.

The progress report for public evaluation, however, will be addressed during this meeting.

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

4
Meeting reports

SA3-LI: Alex Leadbeater said there was no major news coming from the last SA3-LI meeting; an LS on media security will be handled in the next meeting.

GSMA SG: No input for this meeting.

ETSI SAGE: the report on EEA3/EIA3 has been submitted to this meeting.

S3-101001
Report from LAST SA Plenary





Source: WG Chairman

Decision: 

The document was noted.



S3-101002
Report from LAST SA3 Ordinary meeting





Source: WG Secretary

Discussion: 

Noted without presentation for this meeting; the report will be presented during SA3#61.

Decision: 

The document was noted without presentation.



S3-101003
SA3 WorkPlan





Source: WG Secretary

Discussion: 

Noted without presentation for this meeting; the report will be presented during SA3#61.

Decision: 

The document was noted without presentation.



S3-101004
SA3 Meeting Calendar





Source: WG Secretary

Decision: 

The document was noted without presentation.



5
Items for early consideration

S3-101006
ZUC public evaluation information sharing





Source: CATR

Discussion: 

CMCC presented the document on behalf of CATR. There were no comments.
Decision: 

The document was noted.



7.1
Relay Node security

S3-101094
LS on Relay Node Security





Source: SP-100627

Discussion: 

Nokia Siemens Networks suggested that there is a dependency on the RAN group and that the RAN meeting is in parallel with SA3#61; Huawei also pointed this out. The Chairman suggested that LSs can also be sent during that week and proposed working on RN on this meeting to provide progress and then re-assess the situation.

Decision: 

The document was noted.



S3-101088
Response LS to R2-104233_S3-100901 on enhancing AS security





Source: R2-105204

Discussion: 

Ericsson suggested that CT1 is not included on the list of recipients; Nokia Siemens Networks also pointed out that CT4 should be present.

Nokia Siemens Networks suggested replying to this LS detailing the impacts of the solution alternatives that are being discussed in SA3. This was agreed.

Decision: 

The document was replied to in S3-101104.



S3-101105
Reply to: Response LS to R2-104233_S3-100901 on enhancing AS security





Source: Nokia Siemens Networks
Discussion: 

Telecom Italia suggested that the impact on CT groups would differ depending on the list of solutions. This was agreed.

It was agreed to add a sentence on the fact that it is necessary to investigate whether much work is required to store labels.

Decision: 

The document was approved.



S3-101090
Reply LS OAM security and OAM connection issues of RN





Source: R3-102539

Discussion: 

Huawei suggested there are some Huawei and some Ericsson contributions that can be discussed during the meeting before deciding on whether or not to reply to this LS.

Decision: 

The document was replied to in S3-101119.



S3-101119
Reply to: Reply LS OAM security and OAM connection issues of RN





Source: current meeting

Decision: 

The document was approved.



S3-101091
LS on OAM architecture aspects for RNs





Source: R3-102541

Decision: 

The document was noted.



S3-101078
Terminology for Relay Node Security





Source: China Mobile, Deutsche Telekom, InterDigitalC, Nokia Corporation, Nokia Siemens Networks, Orange

Discussion: 

CMCC suggested that the current definition of the RN management authentication is acceptable in its present form.

Ericsson suggested a revision of wording for the secure channel between RN and UICC, adding an example.

Decision: 

The document was approved with modifications.



S3-101037
Numbering of relay living document





Source: China Mobile

Discussion: 

NTT Docomo pointed out that the first change leads to a hanging paragraph; Ericsson was suggested renaming 7.1 to 7.0. Nokia Siemens Networks suggested leaving this renumbering for the conversion to TR.

It was decided to remove the 7.1 clause during conversion to TR.

The pCR was agreed in principle with these changes.

Decision: 

The document was noted.



S3-101007
Security handling during UE handover from/to RN system





Source: Huawei

Discussion: 

ALU pointed out that the last sub-bullet in both scenarios should be under another DeNB rather eNB.

Ericsson suggested that there is no optimization proposal in the contribution, so adding an analysis with no solution could be an issue at this stage, given the tight deadline to finalize the work. ALU supported the addition; Ericsson suggested adding a sentence that the solution is not going to be provided in R10.

Nokia Siemens Networks suggested that it is the competence of other WGs to instruct SA3 whether these scenarios have to be supported; moreover, the contribution is closer to an Editor's Note rather than a solution.

Huawei suggested that the analysis is not necessarily leading to a solution but it should be taken into account.

ALU suggested that introducing all these scenarios without any further thought on this could be an issue.

NTT Docomo suggested that this analysis could be useful to RAN3.

Ericsson pointed out that a HO solution for the normal case has already been defined; if RAN WGs point out that there is a need for an optimization of a certain scenario then SA3 could work on this.

Nokia Siemens Networks suggested converting the contribution to an Editor's Note that points out that HO in different situations from and to RN should be considered, RAN2 should confirm the scenarios and SA3 should focus on the security aspects. This was agreed and it was also decided to keep 5.y.1 as a contribution.

Decision: 

The document was approved with modifications.



S3-101008
Key interaction on Un interface





Source: Huawei

Abstract: 

Interaction between the key lifetime management and the respective security mechanism to be specified should be considered for various proposed solutions in Chapter 7 of the living document. Based on current solutions of mixed IPsec and AS security, it appears that the key derivation and relationship for IPsec and AS fall into three general relationships, they are:

- Scheme 1: keys of IPsec and AS are independently generated using existing mechanism

- Scheme 2: AS keys are updated by RN device related keys

- Scheme 3: IPsec keys are derived by AS keys

This contribution analyses key interactions on Un interface security for all the above three schemes.

Discussion: 

ALU suggested that there can be more solutions possible. Huawei accepted this and suggested adding that these are requirements for all cases.

NTT Docomo suggested that only schemes 1-3 are mutually exclusive; furthermore, the analysis could be misleading as there are even more options that are possible.

Huawei suggested that proposals 1 and 3 are included, adding an Editor's Note to address Nokia Siemens Networks’ concerns that it is FFS how all possible solutions map to these two schemes.

It was also agreed to state that for schemes A and B (1 and 3) requirements 1 and 2 of the analysis apply.

Decision: 

The document was approved with modifications.



S3-101033
How to differentiate the RN and UE





Source: China Mobile

Discussion: 

NTT Docomo proposed deleting the first solution and the second bullet of solution 2.

ALU suggested that the check could be performed on the HSS instead of the MME. Nokia Siemens Networks suggested that the HSS is not involved in this procedure as the subscription profile is fetched on the S6a by the MME after the authentication vectors.

Decision: 

The document was approved with modifications.



S3-101107
LS on solutions DeNB UE/RN differentiation





Source: CMCC

Decision: 

The document was approved.



S3-101009
Security issue analysis when the RN stays as UE





Source: Huawei

Abstract: 

This document gives some consideration on security threats of RN staying as UE and corresponding solutions

Discussion: 

Some parts of 1057 will be merged with 1009 in 1108.

Decision: 

The document was revised to S3-101108.



S3-101108
Security issue analysis when the RN stays as UE





Source: Huawei

(Replaces S3-101009)

Decision: 

The document was approved.



S3-101011
RN behaviour on removable UICC





Source: Huawei

Discussion: 

ALU suggested it would be good to detach the RN as soon as the UICC is removed.

NTT Docomo asked what security concern is being addressed in this contribution; Huawei replied the emergency calls availability is being addressed. 

Huawei suggested one way to solve this could be mandating re-authentication at some point, minimizing the window of threat.

Nokia Siemens Networks suggested the removal of UICC is a very severe event.

Vodafone suggested that there should be a justification if a deviation from the behaviour described in 33.102 is decided; Vodafone also suggested that there can be cases where it should be left up to the operator to decide.

ALU suggested that there could be an additional requirement on UICC presence detection.

The Chairman observed that there are a lot of different opinions on this issue; it was proposed to reconsider the issue in the next meeting. Huawei suggested that this contribution is addressing a very specific case; ALU suggested replacing the text of the contribution with an Editor's Note; it was decided to add an Editor's Note stating that both requirements for emergency and active calls with UICC removal is FFS.

With these modifications the contribution was agreed for the requirements section.

It was agreed to send an LS to SA1 on the topic (S3-101109).

Decision: 

The document was approved with modifications.



S3-101012
Requirement on RN clock synchronization





Source: Huawei

Discussion: 

NTT Docomo asked rephrasing the sentence to an active formulation. Huawei agreed.

Nokia Siemens Networks suggested that the requirement should be that the certificates used for the RN shall be validated; this can be done by having available the correct time or by OCSP CRL; NTT Docomo suggested that such a reformulation moves the attention to the RN whereas the initial requirement was on the network.

It was agreed to reword the requirement.

Decision: 

The document was approved with modifications.



S3-101013
Consideration of frequent key update issue





Source: Huawei

Discussion: 

Qualcomm suggested RAN2 are aware of the issue and should come to SA3 if RAN2 thinks that this should be addressed by SA3. 

Nokia Siemens Networks suggested that there should be a separate LS to RAN2 on this issue. This was agreed. (S3-101110 contains the LS).

Decision: 

The document was noted.



S3-101025
Secure Channel Considerations





Source: InterDigital Communications

Discussion: 

Gemalto pointed out that the solution should not be described as the preferred solution, as it is only one of the solutions.

InterDigital agreed to the modifications proposed by Nokia Siemens Networks to address Gemalto's comments. 

Nokia Siemens Networks also added that USIM should be reformulated to UICC as the actual hardware is the latter. InterDigital noted that USIM is used throughout the text; Nokia Siemens Networks took note of this and it was agreed to correct the entire text.

Nokia Siemens Networks suggested that the secure channel is established previously to deployment; InterDigital suggested this may impact the solution.

Sagem-Orga suggested that the original text deals with physical enrolment while the InterDigital text deals with the logical provisioning.

There was no support for the contribution and the contribution was noted.

Decision: 

The document was noted.



S3-101034
Comparison of Un security options in 5.1.2





Source: China Mobile, Nokia Siemens Networks, InterDigital

Discussion: 

CMCC presented the contribution. NTT Docomo suggested GTP-U is not integrity protected on Un, which could lead to traffic re-directed to a different UE modifying the GTP-UE header, so the second last paragraph of the contribution should not be included. Nokia Siemens Networks suggested that this threat comes discovered at a very late stage, but should be well documented; NTT Docomo volunteered to do that.

It was agreed to replace "overload" with "overhead" in the last sentence of the second paragraph.

Nokia Siemens Networks suggested that the statement on the overhead is valid even if the threat suggested by NTT Docomo, and should be kept; Nokia Siemens Networks confirmed that even only with integrity protection the overhead would be such (encryption would impact computation). Ericsson suggested that it would be premature to rule out IPsec at this stage as the overhead would depend also on how the packet are multiplexed when sent.

The first sentence in the second last paragraph was agreed to be modified to reflect the discussion above. The rest of the second last paragraph was removed.

The last sentence was kept.

Decision: 

The document was approved with modifications.



S3-101111
Analysis of GTP-U header modification threat





Source: NTT Docomo

Discussion: 

Nokia Siemens Networks asked how difficult is to guess the identifiers; NTT Docomo replied that TEID is 32 bits.

It was decided that the attack scenario is viable, although there is a number of questions to be answered still.

It was agreed to insert this scenario in the living tdoc with an Editor's Note that FFS on this is needed.

Ericsson pointed out that an email discussion could be useful as integrity protection on the S1-U would be impacting significantly.

It was agreed to draft an LS to RAN2 on the topic, mentioning that integrity protection could be have a significant impact on the overall architecture.

It was agreed to inform RAN2 after the conclusion of the email discussion; 

Timeline for email discussion and LS preparation:

5 October - comments on SA3;

6 October - LS is sent to SA3 for review;

7 October - comments on preliminary version;

8 October - LS is dispatched.

NTT Docomo (Alf Zugenmeier) will chair the discussion and provide the LS.

Decision: 

The document was approved.



S3-101036
Comparison of two solutions of option 1





Source: China Mobile, Nokia Siemens Networks, InterDigital

Discussion: 

CMCC presented the contribution.

Vodafone suggested removing the last sentence of the second added paragraph.

InterDigital proposed adding a paragraph to state that this conclusion may be revisited/re-evaluated when the threat analysis on the Un GTP-U threat has been completed. It was decided not to add such an Editor's Note.

It was agreed that ruling out alternative 1 of option 1 is a working assumption.

Decision: 

The document was approved with modifications.



S3-101061
RN-Location Verification Analysis





Source: ZTE Corporation

Discussion: 

ALU asked what the relation to security is. InterDigital had some support for the contribution but proposed studying this further. It was decided that further study is necessary, especially on the difference in environment between macro eNB and RN.

Decision: 

The document was noted.



S3-101010
Device integrity check requirements





Source: Huawei

Discussion: 

There was an extended discussion on 1010 and 1099.

ALU was not against the fact that certain RN functionalities have to be performed in the secure environment; this cannot be tested however, which could be an issue. Vodafone suggested that it is indeed testable, by penetration testing.

Consensus could not be reached for the time being.

Decision: 

The document was noted.



S3-101099
Comments to S3-101010





Source: InterDigital Communications

Decision: 

The document was noted.



S3-101093
Correction to Platform Validation





Source: InterDigital Communications

Discussion: 

It was agreed to insert only the RN platform validation clause title, with an Editor's Note that it is FFS whether there are threats that can be addressed only by platform validation. Telecom Italia suggested that adding Editor's Notes on such a tight schedule is risky, still accepted inserting this.

Decision: 

The document was approved with modifications.



S3-101024
Management Validation





Source: InterDigital Communications

Discussion: 

The changes in 5.6 were agreed, while 5.6.1 was not agreed.

Decision: 

The document was approved with modifications.



S3-101083
Some analysis of solution 4





Source: Qualcomm Incorporated

Decision: 

The document was noted.



S3-101096
Comments on S3-101083 'Some analysis of solution 4' - discussion





Source: Gemalto, Sagem-Orga (Morpho), Nokia Corporation, Nokia Siemens Networks

Discussion: 

Some offline checking was performed, and while the content was agreed and inserted into the living document, some changes of editorial nature were applied.

Decision: 

The document was approved.



S3-101097
Comments on S3-101083 'Some analysis of solution 4' - pCR





Source: Gemalto, Sagem-Orga (Morpho), Nokia Corporation, Nokia Siemens Networks

Discussion: 

Approved in principle, but a check on the use of two USIMs must be performed.

Subsequently, some text on this issue was inserted directly into the living document for RN (1106).

Decision: 

The document was approved.



S3-101079
Providing more details of the Enhanced AKA solution





Source: Qualcomm Incorporated

Discussion: 

Some parts were merged in 1113.

Decision: 

The document was noted.



S3-101080
Resolving the re-keying editor's note in the Enhanced AKA Solution





Source: Qualcomm Incorporated

Discussion: 

It was agreed to make it explicit that the nonces are used for re-keying.

Decision: 

The document was approved with modifications.



S3-101081
Resolving the security analysis editor's note in the Enhanced AKA Solution





Source: Qualcomm Incorporated

Discussion: 

Nokia Siemens Networks suggested an addition on the fact that TLS behaviour.

Decision: 

The document was approved with modifications.



S3-101076
Weakness of the authentication and key agreement protocol in solution 5





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Some parts were merged in 1113.

Decision: 

The document was noted.



S3-101101
Comments on S3-101076





Source: Qualcomm Incorporated

Discussion: 

Some parts were merged in 1113.

Decision: 

The document was noted.



S3-101102
Further observations on the security of solution 5 (reply to S3-101101)





Source: Nokia Siemens Networks

Decision: 

The document was noted.



S3-101041
Analysis for solution 5





Source: China Mobile

Discussion: 

Nokia Siemens Networks suggested deleting the last sentence and accepting the rest.

Decision: 

The document was approved with modifications.



S3-101113
Changes to solution 5





Source: Qualcomm

Decision: 

The document was approved.



S3-101082
Analysis of solution 5 against the threats listed in the relay living document





Source: Qualcomm Incorporated

Discussion: 

Nokia Siemens Networks proposed adding in threat 5 that there is an exception to this statement; this was taken offline.

Nokia Siemens Networks suggested that in 8.5.2 the authentication between RN and MME-RN is not provided by EPS-AKA as there is no network to RN authentication (only RN to network).

Decision: 

The document was approved with modifications (threat 5 offline).



S3-101062
RN platform authentication alternative-Solution 5





Source: ZTE Corporation

Discussion: 

ALU asked which entity in the network is in possession of K_platform; it was replied that the HSS is in possession. Vodafone asked how does the MME obtain such key; ZTE replied that this occurs during step 2 along with the other data from HSS. Vodafone suggested that this would mean that there is indeed an impact to EPS messages. ZTE replied that if HSS does the key derivation then there is no impact.

ALU asked how sequence number is used when RN platform authentication is taking place; ZTE replied that there is no need for this.

ZTE suggested that this provides an alternative to solution 5; Nokia Siemens Networks replied that the replay attack that could take place between RN and UICC is still valid in that case.

Nokia Siemens Networks suggested that as this solution does not provide any advantages compared to solution 5, and there is not enough time to study all possible solutions at this stage. ZTE replied that the advantage is no impact to NAS signaling comparing to solution 5.

Nokia Siemens Networks noted there are two round trips; ZTE replied that solution 5 has two round trips as well. 

There was not enough support to include this in the living Tdoc.

Decision: 

The document was noted.



S3-101042
pCR on solution 6 and solution 7





Source: China Mobile

Discussion: 

NTT Docomo asked why a new K_IPSEC is generated and considered it unnecessary; CMCC replied that it is used to re-key IPSec, as IKE is not used.

Decision: 

The document was approved.



S3-101045
Relay Node Security: analysis of proposed solution





Source: China Mobile

Discussion: 

A typo in 8.6.1 (1) was identified to be amended. No further comments.

Decision: 

The document was approved.



S3-101059
relay node security - alignment of scenario 8





Source: Orange

Decision: 

The document was revised to S3-101116.



S3-101063
RN enhanced AKA alternative-Solution 8





Source: ZTE Corporation

Discussion: 

The comments from Nokia Siemens Networks and ALU will be handled in 1116, in which 1059 and 1063 will be merged.

Decision: 

The document was merged in 1116.



S3-101116
relay node security - alignment of scenario 8





Source: Orange

(Replaces S3-101059)

Decision: 

The document was approved.



S3-101052
Solution 9: Mixing of AS keys and keys from higher layers





Source: Ericsson, ST-Ericsson

Discussion: 

ALU asked how the lifetime of K_o is managed, and whether there would be issues if the K_o is never refreshed. Nokia Siemens Networks pointed out that a periodic refresh could be useful.

It was agreed to add that confirmation of K_o delivery should be ensured.

A modification was applied to 7.10.2.z.1 in the first sentence, to reflect this delivery.

Decision: 

The document was approved with modifications.



S3-101051
Solution 9: Clarification of security before IPsec establishment





Source: Ericsson, ST-Ericsson

Discussion: 

No comments.

Decision: 

The document was approved.



S3-101053
Solution 9: Exchange of binding key K_O





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-101054
Solution 9: Changing Key





Source: Ericsson, ST-Ericsson

Discussion: 

ALU suggested that this contribution could be the right place for the delivery considerations made in 1051. This was agreed.

Ericsson suggested that IKE has a functionality to keep alive sessions; Nokia Siemens Networks confirmed this but added that RAN should be made aware of this to allocate a DRB for this; Ericsson suggested that this could be an S1 message. It was decided not to insert any keep alive related messages for this meeting.

Decision: 

The document was approved with modifications.



S3-101056
Solution 9: Security for the RN's NAS protocol





Source: Ericsson, ST-Ericsson

Discussion: 

Vodafone considered what would be the differences with the conventional LTE scenario with no RNs.

It was proposed to add an Editor's Note that the security model of RN security needs further consideration and study. Nokia Siemens Networks suggested the note should be more specific and state that it is FFS whether the security requirements for DeNB are higher than for the normal eNB architecture.

Nokia Siemens Networks suggested adding a Note on the fact that end to end NAS security relies on keys that are vulnerable on the RN-UICC interface; if compromised, NAS security relies on the secure environment of the DeNB, which if compromised reduces security to hop-by-hop. This was agreed.

Huawei asked for a further Editor's Note to be added, Nokia Siemens Networks proposed to state that it is FFS whether the DeNB secure environment should be higher than the macro eNB. It was agreed to extend this FFS to the security of DeNB more in general.

It was agreed to remove the original Editor's Note as per the pCR.

Decision: 

The document was approved with modifications.



S3-101057
Relay node enrolment and start up





Source: Ericsson, ST-Ericsson

Discussion: 

Huawei suggested that the related call flow could be referenced here. Ericsson agreed.

Decision: 

The document was approved with modifications.



S3-101103
Observations on the security of solution 9





Source: Nokia Siemens Networks

Discussion: 

Ericsson suggested this is a good analysis, which will be taken into account for the next meeting.

It was agreed to insert an Editor's Note on this issue.

Decision: 

The document was noted (Editor's Note added).



S3-101067
Relay Node Security Architecture with Secure Channel between USIM and RN and AS integrity for S1 /X2: Variant with two USIMs - Description of Procedure





Source: Gemalto, Sagem-Orga (Morpho), Nokia Corporation, Nokia Siemens Networks

Discussion: 

NTT Docomo asked to be added that certificate validation should be detailed; this was agreed and an Editor's Note on this will be added.

Ericsson proposed adding an Editor's Note that supporting infrastructure and operational procedures need further description. This was agreed.

Decision: 

The document was approved with modifications.



S3-101069
Relay Node Security Architecture with Secure Channel between USIM and RN and AS integrity for S1 /X2: Variant with two USIMs - OAM and OCSP aspects





Source: Gemalto, Sagem-Orga (Morpho), Nokia Corporation, Nokia Siemens Networks

Discussion: 

Orange pointed out that IPsec is not used in this solution; Nokia Siemens Networks replied this is a different solution.

Decision: 

The document was approved.



S3-101071
Relay Node Security Architecture with Secure Channel between USIM and RN and PDCP integrity for S1 /X2: Variant with two USIMs - Analysis





Source: Gemalto, Sagem-Orga (Morpho), Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-101072
Relay Node Security Architecture with Secure Channel between USIM and RN and AS integrity for S1 /X2: Variant with modified KASME â€“ Description of Procedure





Source: Gemalto, Sagem-Orga (Morpho), Nokia Corporation, Nokia Siemens Networks

Discussion: 

CMCC suggested adding a Editor’s Note it is FFS how can the RN transfer indication to the MME on which key is used; Nokia Siemens Networks pointed to the second sentence of step E2 and pointed out this would be enough as a stage 2 description for the RAN groups to work on.

Ericsson suggested leaving this out for this meeting and working on the other solutions; Nokia Siemens Networks suggested that this solution is similar to other solutions considered and asked for the solution to be included.

Gemalto suggested it would be useful to include this solution and consider it. ALU also supported including the solution.

It was agreed to add an Editor’s Note on the fact that this solution would work only with an enhanced MME for RN's and it would be FFS how to make this solution work and be aligned with RAN requirements.

Decision: 

The document was approved with modifications.



S3-101073
Relay Node Security Architecture with Secure Channel between USIM and RN and AS integrity for S1 /X2: Variant with modified KASME - OAM aspects





Source: Gemalto, Sagem-Orga (Morpho), Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-101074
Relay Node Security Architecture with Secure Channel between USIM and RN and PDCP integrity for S1 /X2: Variant with modified KASME - Analysis





Source: Gemalto, Sagem-Orga (Morpho), Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-101098
Comment to S3-101067





Source: InterDigital Communications

Discussion: 

Gemalto did not accept the contribution on the fact that proposed the secure environment as an alternative to hosting the USIM-INI instead UICC; Telecom Italia and Orange supported this view.

Sagem-Orga suggested that the USIM is UICC-based by nature and did not support the proposal.

The last two changes of the contribution were agreed.

It was also agreed to insert an Editor’s Note about need to define the secure environment.

Decision: 

The document was noted.



S3-101075
Relay authentication and secure channel





Source: NEC Corporation

Discussion: 

Nokia Siemens Networks proposed adding an Editor’s Note on the fact that in step 12 claims (i) and (ii) still have to be confirmed.

ALU pointed out that the there is an error in that the terminology in the steps (it should be signed); this was agreed.

Nokia Siemens Networks suggested there are similarities with the Nokia Siemens Networks solution proposed; NEC replied that there are only similarities on the fact that public/private keys are used.

Sagem-Orga suggested the list of references that are being impacted is big; NTT Docomo pointed out that this is the only solution listing the impacted references.

There was not enough support for the contribution.

Decision: 

The document was noted.



S3-101038
Analysis for solution 1





Source: China Mobile,Nokia Siemens Networks, InterDigital

Decision: 

The document was approved.



S3-101039
Analysis for solution 2





Source: China Mobile, Nokia Siemens Networks, InterDigital

Discussion: 

ALU suggested that how to put in place EAP-AKA is not clear in this contribution.

Decision: 

The document was approved.



S3-101035
Security analysis about AKA credential into the device





Source: China Mobile, Gemalto

Discussion: 

Qualcomm suggested that if these assumptions came to be true, no element in the secure environment would be secure.

Huawei supported this.

Qualcomm suggested creating a new clause on general requirements (clause 3).

It was agreed to add a requirement that AKA credentials shall be stored in the UICC and it was agreed to remove the Editor's Note in 6.1.

Decision: 

The document was approved with modifications.



S3-101040
Analysis for solution 3





Source: China Mobile

Discussion: 

It was agreed that based on the added requirement in clause 3 (see 1035), this solution is ruled out.

Decision: 

The document was approved with modifications.



S3-101077
Discussion of solution proposals for relay node security





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-101060
Comparison of relay security solutions





Source: Ericsson, ST-Ericsson

Discussion: 

It was agreed that solutions 1, 2, 3, 6 and 10 will not be pursued further.

It was agreed to keep solution 4 open.

It was agreed to keep solution 5 open.

It was agreed to keep 7a (both PSK and GBA) open.

It was agreed to keep solution 8 open (the merged solution in S3-101113).

It was agreed to keep solution 9 open.

It was agreed to keep the newly proposed solution by Nokia Siemens Networks open (S3-10107x).

Decision: 

The document was noted.



S3-101058
Relay nodes security draft WID for SA3





Source: Ericsson, ST-Ericsson

Discussion: 

Nokia Siemens Networks asked for CT4 specifications to be added to the list of the affected specs. Also, the existing affected specs should be moved to 10. This was agreed.

The fourth bullet under Objectives was agreed to be clarified.

Decision: 

The document was revised to S3-101120.



S3-101100
Comments to S3-101058





Source: InterDigital Communications

Discussion: 

ALU suggested that the platform security issues statement is unnecessary as the threat analysis implicitly includes this in the work.

Decision: 

The document was noted.



S3-101120
Relay nodes security draft WID for SA3





Source: Ericsson, ST-Ericsson

(Replaces S3-101058)

Decision: 

The document was noted.



S3-101106
New version of RN living document





Source: Qualcomm

Discussion: 

Timeline:

1 October - new version out on SA3 list;

5 October - deadline for comments;

7 October - comments handled and new version provided.

There was some discussion on whether it is possible selecting only one solution in SA3#61; it was agreed that in SA3#61 the WG will select one solution to develop and deliver for the stage 3 groups.

Decision: 

The document was sent for email approval.



S3-101131
TR on Relay Node Security





Source: Qualcomm

(Replaces S3-101106)

Discussion: 

Timeline for TR (conversion of 1106 to a TR as per the proposed WID):

15 October - version 0.1.0 of the TR is delivered on SA3 list;

22 October - comments on the SA3 list;

27 October - comments handled and new version provided;

29 October - final version delivered

Decision: 

The document was sent for email approval.



S3-101109
LS to SA1 on RN behaviour on removable UICC





Source: NTT Docomo

Decision: 

The document was approved.



S3-101110
LS to RAN2 on Key refresh issue





Source: Huawei

Decision: 

The document was approved.



S3-101114
LS to RAN2 on Integrity protection for Un





Source: NTT Docomo

Discussion: 

Timeline for email discussion and LS preparation:

5 October - comments on SA3;

6 October - LS is sent to SA3 for review;

7 October - comments on preliminary version;

8 October - LS is dispatched.

NTT Docomo (Alf Zugenmeier) will chair the discussion and provide the LS.

Decision: 

The document was sent for email approval.



7.2
Security Aspects of Home (e)NodeB

S3-101085
LS on the security on the direct interface between H(e)NBs.





Source: R3-101967

Decision: 

The document was replied to in S3-101121.



S3-101014
Considerations on the security of the direct interface between H(e)NBs





Source: Huawei

Discussion: 

ALU suggested that the LS reply is too strongly formulated and advised that SA3 should reply that the solution is feasible, as this is the case. Ericsson supported the ALU comments.

Orange pointed out that Huawei is mixing enterprise and operator network.

NTT Docomo would prefer ruling out the direct interface for Release 10.

Qualcomm suggested that a solution could be designed to meet the requirement of protecting the direct interface, with some level of complexity; it was agreed to reply along these lines, adding (as Nokia Siemens Networks commented) that it would be unlikely to achieve this by the Release 10 timeframe.

Decision: 

The document was noted.



S3-101015
Draft reply LS to LS on the security on the direct interface between H(e)NBs (S3-100922/R3-101967)





Source: Huawei

Decision: 

The document was revised to S3-101121.



S3-101121
Reply to: LS on the security on the direct interface between H(e)NBs.





Source: current meeting

Decision: 

The document was approved.



S3-101087
LS on Security aspects of H(e)NB remediation





Source: S5-102569

Decision: 

The document was replied to in S3-101123.



S3-101123
Reply to: LS on Security aspects of H(e)NB remediation





Source: current meeting

Decision: 

The document was approved.



S3-101016
HNB Remediation





Source: Huawei

Decision: 

The document was noted.



S3-101026
Alarm Validity





Source: InterDigital Communications

Discussion: 

ALU suggested that validity of alarms through the TRE at boot time is guaranteed; Nokia Siemens Networks replied this would be too restrictive.

InterDigital suggested that the validity of the alarms are guaranteed by the secured environment. "Specifically" was replaced by "in addition".

On the third question:

Decision: 

The document was noted.



S3-101027
Clarification of H(e)NB Device Validation Scope





Source: InterDigital Communications

Decision: 

The document was revised to S3-101104.



S3-101104
HeNB Validation Clairification





Source: InterDigital

Decision: 

The document was noted.



S3-101017
draft reply LS on Security aspects of H(e)NB remediation





Source: Huawei

Discussion: 

The answer to the first question was agreed, except the last part, where Nokia Siemens Networks suggested that SA5 should be asked whether it sees any further remediation requirements. This was agreed.

Answer to question 2 was agreed.

It was not possible to reach an agreement on question 3 and it was taken offline.

Decision: 

The document was revised to S3-101123.



S3-101018
Certificate Renewal Clarification-R9





Source: Huawei

Decision: 

The document was agreed.



S3-101019
Certificate Renewal Clarification-R10





Source: Huawei

Decision: 

The document was agreed.



S3-101068
H(e)NB CSG list management





Source: NEC Corporation

Decision: 

The document was revised to S3-101112.



S3-101112
H(e)NB CSG list management





Source: NEC Corporation

(Replaces S3-101068)

Discussion: 

Qualcomm had some doubts whether this is of SA3 competence, but did not object to the text.

It was discussed whether a Rel-9 CR is needed; NEC will check whether the stage 3 implements this correctly already in Release 9 and if necessary provide a Release 9 CR in SA3#61.

Decision: 

The document was revised to S3-101124.



S3-101124
H(e)NB CSG list management





Source: NEC Corporation

(Replaces S3-101112)

Decision: 

The document was agreed.



S3-101095
LS on Remaining work for LIPA completion





Source: SP-100648

Decision: 

The document was noted.



S3-101020
LIPA Security





Source: Samsung, , Verizon Wireless, InterDigital Communications, NEC Corporation

Decision: 

The document was revised to S3-101122.



S3-101122
LIPA Security





Source: Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation

(Replaces S3-101020)

Discussion: 

It was decided to re-discuss the CR at SA3#61.

Decision: 

The document was postponed to next meeting.



S3-101086
Reply LS to LS on Remote Access CPNs





Source: S1-102398

Decision: 

The document was noted.



7.3
UDC Security

S3-101084
Reply LS on security and authentication in UDC





Source: C4-101588

Decision: 

The document was replied to in S3-101127.



S3-101125
Reply to: Reply LS on security and authentication in UDC





Source: Ericsson

Discussion: 

There was some discussion on the fact that SAGE should be the competent body to decide on the appropriate mode to be used.

It was also proposed to send the LS to CT4 in the meantime to present the two solutions.

Decision: 

The document was revised to S3-101127.



S3-101127
Reply to: Reply LS on security and authentication in UDC





Source: Ericsson

Decision: 

The document was approved.



S3-101047
UDC Security Reply LS





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-101125.



S3-101046
UDC Security Discussion





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-101115.



S3-101115
UDC Security Discussion





Source: Ericsson, ST-Ericsson

(Replaces S3-101046)

Decision: 

The document was noted.



S3-101064
UDC Security Discussion





Source: Deutsche Telekom, Nokia Corporation, Nokia Siemens Networks, Vodafone

Decision: 

The document was noted.



S3-101065
UDC Security - Proposal





Source: China Mobile, Deutsche Telekom, Nokia Corporation, Nokia Siemens Networks, Vodafone

Decision: 

The document was noted.



S3-101126
LS to SAGE on UDC security





Source: Vodafone

Decision: 

The document was approved.



7.4
SAE/LTE Security Essential Corrections

S3-101089
LS on transfer of source eNB IP address via SON Configuration Transfer IE





Source: R3-102525

Decision: 

The document was replied to in S3-101129.



S3-101005
DRAFT Reply LS on transfer of source eNB IP address via SON Configuration Transfer IE





Source: Deutsche Telekom

Discussion: 

NTT Docomo clarified the ACL is the one on the eNB, not on the SeGW; this was confirmed by Nokia Siemens Networks.

There were no technical changes asked and the text of the LS was agreed with a minor change (dates of next meetings).

Decision: 

The document was revised to S3-101129.



S3-101129
Reply to: LS on transfer of source eNB IP address via SON Configuration Transfer IE





Source: SA3 (DT)

Decision: 

The document was approved.



S3-101092
LS on SUPL Authentication for LTE and earlier 3GPP RANs





Source: S2-104425

Discussion: 

There were no comments.

As the subject is partially LTE and partially IMS, it was agreed to re-discuss the LS in SA3#61; Delegates are invited to provide input for the next meeting.

Decision: 

The document was postponed.



S3-101028
CR33401-Authentication failure handling





Source: ZTE Corporation

Decision: 

The document was agreed.



S3-101021
Authentication Failure Handling





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-101048
33.401 R9: Correction of algorithm selection





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-101032
Correction for IRAT handover





Source: Huawei

Discussion: 

The Chairman suggested that this would be preferable to be R9 CR as only FASMO changes; Huawei suggested that vendors implementing according to R8 would find difficulties. The Chairman replied that the SA Plenary would not approve such a CR, as there are already examples of similar CRs not being approved.

It was decided to accept only the Release 9 CR.

Decision: 

The document was noted.



S3-101029
Clarification for EIA0 selection during IRAT handover





Source: Huawei,Ericsson,ST-Ericsson

Discussion: 

Nokia Siemens Networks suggested that the Note added more confusion than clarification. It was suggested to reformulate the note to say that the EIA0 algorithm would be selected in this case.

Decision: 

The document was revised to S3-101130.



S3-101130
Clarification for EIA0 selection during IRAT handover





Source: Huawei,Ericsson,ST-Ericsson

(Replaces S3-101029)

Decision: 

The document was agreed.



S3-101022
Emergency call corrections





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-101070
Discussion on introduction of new EPS security algorithms





Source: NEC Corporation

Decision: 

The document was postponed to next meeting.



S3-101066
New EPS algorithm taken use in handover from UTRAN to E-UTRAN





Source: NEC Corporation

Decision: 

The document was postponed to next meeting.



S3-101030
R8 CR-IKE SA handling in tunnel authentication





Source: Huawei

Decision: 

The document was noted.



S3-101031
R9 CR-IKE SA handling in tunnel authentication





Source: Huawei

Discussion: 

Nokia Siemens Networks suggested correcting only R9.

Ericsson suggested that steps 4 and 16 are about different issues; Nokia Siemens Networks suggested that there might be an issue with the 33.234 specification as well.

It was agreed to check this CR further for the next meeting (possibly producing another CR for the WLAN specification).

Decision: 

The document was postponed to next meeting.



7.5
NDS/IP Essential Corrections

S3-101044
33.210 R10 NDS Corrections





Source: Ericsson, ST-Ericsson, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-101049
NDS corrections (33.310, rel-9)





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-101117.



S3-101117
NDS corrections (33.310, rel-9)





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-101049)

Decision: 

The document was agreed.



S3-101050
NDS corrections (33.310, rel-10)





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-101118.



S3-101118
NDS corrections (33.310, rel-10)





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-101050)

Decision: 

The document was agreed.



S3-101043
33.310 R10 NDS Corrections





Source: Ericsson, ST-Ericsson

Discussion: 

It was agreed to change the term "terminals" to "devices" as Gemalto proposed; also, as Huawei suggested, it was agreed to change "these specifications" to "other specifications".

Decision: 

The document was revised to S3-101128.



S3-101128
33.310 R10 NDS Corrections





Source: Ericsson, ST-Ericsson

(Replaces S3-101043)

Decision: 

The document was agreed.



8
Close

The SA3 Chairman thanked the Delegates for their hard work and closed the meeting.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-101000
	Draft Agenda for THIS meeting
	WG Chairman
	approved
	-
	-

	S3-101001
	Report from LAST SA Plenary
	WG Chairman
	noted
	-
	-

	S3-101002
	Report from LAST SA3 Ordinary meeting
	WG Secretary
	noted without presentation
	-
	-

	S3-101003
	SA3 WorkPlan
	WG Secretary
	noted without presentation
	-
	-

	S3-101004
	SA3 Meeting Calendar
	WG Secretary
	noted without presentation
	-
	-

	S3-101005
	DRAFT Reply LS on transfer of source eNB IP address via SON Configuration Transfer IE
	Deutsche Telekom
	revised
	-
	S3-101129

	S3-101006
	ZUC public evaluation information sharing
	CATR
	noted
	-
	-

	S3-101007
	Security handing during UE handover from/to RN system
	Huawei
	approved with modifications
	-
	-

	S3-101008
	Key interaction on Un interface
	Huawei
	approved with modifications
	-
	-

	S3-101009
	Security issue analysis when the RN stays as UE
	Huawei
	revised
	-
	S3-101108

	S3-101010
	Device integrity check requirements
	Huawei
	noted
	-
	-

	S3-101011
	RN behaviour on removable UICC
	Huawei
	approved with modifications
	-
	-

	S3-101012
	Requirement on RN clock synchronization
	Huawei
	approved with modifications
	-
	-

	S3-101013
	Consideration of frequent key update issue
	Huawei
	noted
	-
	-

	S3-101014
	Considerations on the security of the direct interface between H(e)NBs
	Huawei
	noted
	-
	-

	S3-101015
	Draft reply LS to LS on the security on the direct interface between H(e)NBs (S3-100922/R3-101967)
	Huawei
	revised
	-
	S3-101121

	S3-101016
	HNB Remediation
	Huawei
	noted
	-
	-

	S3-101017
	draft reply LS on Security aspects of H(e)NB remediation
	Huawei
	revised
	-
	S3-101123

	S3-101018
	Certificate Renewal Clarification-R9
	Huawei
	agreed
	-
	-

	S3-101019
	Certificate Renewal Clarification-R10
	Huawei
	agreed
	-
	-

	S3-101020
	LIPA Security
	Samsung, , Verizon Wireless, InterDigital Communications, NEC Corporation
	revised
	-
	S3-101122

	S3-101021
	Authentication Failure Handling
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-101022
	Emergency call corrections
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-101024
	Management Validation
	InterDigital Communications
	approved with modifications
	-
	-

	S3-101025
	Secure Channel Considerations
	InterDigital Communications
	noted
	-
	-

	S3-101026
	Alarm Validity
	InterDigital Communications
	noted
	-
	-

	S3-101027
	Clarification of H(e)NB Device Validation Scope
	InterDigital Communications
	revised
	-
	S3-101104

	S3-101028
	CR33401-Authentication failure handling
	ZTE Corporation
	agreed
	-
	-

	S3-101029
	Clarification for EIA0 selection during IRAT handover
	Huawei,Ericsson,ST-Ericsson
	revised
	-
	S3-101130

	S3-101030
	R8 CR-IKE SA handling in tunnel authentication
	Huawei
	noted
	-
	-

	S3-101031
	R9 CR-IKE SA handling in tunnel authentication
	Huawei
	postponed to next meeting
	-
	-

	S3-101032
	Correction for IRAT handover
	Huawei
	noted
	-
	-

	S3-101033
	How to differentiate the RN and UE
	China Mobile
	approved with modifications
	-
	-

	S3-101034
	Comparison of Un security options in 5.1.2
	China Mobile, Nokia Siemens Networks, InterDigital
	approved with modifications
	-
	-

	S3-101035
	Security analysis about AKA credential into the device
	China Mobile, Gemalto
	approved with modifications
	-
	-

	S3-101036
	Comparison of two solutions of option 1
	China Mobile, Nokia Siemens Networks, InterDigital
	approved with modifications
	-
	-

	S3-101037
	Numbering of relay living document
	China Mobile
	noted
	-
	-

	S3-101038
	Analysis for solution 1
	China Mobile,Nokia Siemens Networks, InterDigital
	approved
	-
	-

	S3-101039
	Analysis for solution 2
	China Mobile, Nokia Siemens Networks, InterDigital
	approved
	-
	-

	S3-101040
	Analysis for solution 3
	China Mobile
	approved with modifications
	-
	-

	S3-101041
	Analysis for solution 5
	China Mobile
	approved with modifications
	-
	-

	S3-101042
	pCR on solution 6 and solution 7
	China Mobile
	approved
	-
	-

	S3-101043
	33.310 R10 NDS Corrections
	Ericsson, ST-Ericsson
	revised
	-
	S3-101128

	S3-101044
	33.210 R10 NDS Corrections
	Ericsson, ST-Ericsson, Nokia Siemens Networks
	agreed
	-
	-

	S3-101045
	Relay Node Security: analysis of proposed solution
	China Mobile
	approved
	-
	-

	S3-101046
	UDC Security Discussion
	Ericsson, ST-Ericsson
	revised
	-
	S3-101115

	S3-101047
	UDC Security Reply LS
	Ericsson, ST-Ericsson
	revised
	-
	S3-101125

	S3-101048
	33.401 R9: Correction of algorithm selection
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-101049
	NDS corrections (33.310, rel-9)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-101117

	S3-101050
	NDS corrections (33.310, rel-10)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-101118

	S3-101051
	Solution 9: Clarification of security before IPsec establishment
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-101052
	Solution 9: Mixing of AS keys and keys from higher layers
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101053
	Solution 9: Exchange of binding key K_O
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101054
	Solution 9: Changing Key
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101056
	Solution 9: Security for the RN's NAS protocol
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101057
	Relay node enrolment and start up
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101058
	Relay nodes security draft WID for SA3
	Ericsson, ST-Ericsson
	revised
	-
	S3-101120

	S3-101059
	relay node security - alignment of scenario 8
	Orange
	revised
	-
	S3-101116

	S3-101060
	Comparison of relay security solutions
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-101061
	RN-Location Verification Analysis
	ZTE Corporation
	noted
	-
	-

	S3-101062
	RN platform authentication alternative-Solution 5
	ZTE Corporation
	noted
	-
	-

	S3-101063
	RN enhanced AKA alternative-Solution 8
	ZTE Corporation
	merged in 1116
	-
	-

	S3-101064
	UDC Security Discussion
	Deutsche Telekom, Nokia Corporation, Nokia Siemens Networks, Vodafone
	noted
	-
	-

	S3-101065
	UDC Security - Proposal
	China Mobile, Deutsche Telekom, Nokia Corporation, Nokia Siemens Networks, Vodafone
	noted
	-
	-

	S3-101066
	New EPS algorithm taken use in handover from UTRAN to E-UTRAN
	NEC Corporation
	postponed to next meeting
	-
	-

	S3-101067
	Relay Node Security Architecture with Secure Channel between USIM and RN and AS integrity for S1 /X2: Variant with two USIMs - Description of Procedure
	Gemalto, Morpho (Sagem Orga), Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-101068
	H(e)NB CSG list management
	NEC Corporation
	revised
	-
	S3-101112

	S3-101069
	Relay Node Security Architecture with Secure Channel between USIM and RN and AS integrity for S1 /X2: Variant with two USIMs - OAM and OCSP aspects
	Gemalto, Morpho (Sagem Orga), Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101070
	Discussion on introduction of new EPS security algorithms
	NEC Corporation
	postponed to next meeting
	-
	-

	S3-101071
	Relay Node Security Architecture with Secure Channel between USIM and RN and PDCP integrity for S1 /X2: Variant with two USIMs - Analysis
	Gemalto, Morpho (Sagem Orga), Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101072
	Relay Node Security Architecture with Secure Channel between USIM and RN and AS integrity for S1 /X2: Variant with modified KASME â€“ Description of Procedure
	Gemalto, Morpho (Sagem Orga), Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-101073
	Relay Node Security Architecture with Secure Channel between USIM and RN and AS integrity for S1 /X2: Variant with modified KASME - OAM aspects
	Gemalto, Morpho (Sagem Orga), Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101074
	Relay Node Security Architecture with Secure Channel between USIM and RN and PDCP integrity for S1 /X2: Variant with modified KASME - Analysis
	Gemalto, Morpho (Sagem Orga), Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101075
	Relay authentication and secure channel
	NEC Corporation
	noted
	-
	-

	S3-101076
	Weakness of the authentication and key agreement protocol in solution 5
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-101077
	Discussion of solution proposals for relay node security
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-101078
	Terminology for Relay Node Security
	China Mobile, Deutsche Telekom, InterDigital, Nokia Corporation, Nokia Siemens Networks, Orange
	approved with modifications
	-
	-

	S3-101079
	Providing more details of the Enhanced AKA solution
	Qualcomm Incorporated
	noted
	-
	-

	S3-101080
	Resolving the re-keying editor's note in the Enhanced AKA Solution
	Qualcomm Incorporated
	approved with modifications
	-
	-

	S3-101081
	Resolving the security analysis editor's note in the Enhanced AKA Solution
	Qualcomm Incorporated
	approved with modifications
	-
	-

	S3-101082
	Analysis of solution 5 against the threats listed in the relay living document
	Qualcomm Incorporated
	approved with modifications (threat 5 offline)
	-
	-

	S3-101083
	Some analysis of solution 4
	Qualcomm Incorporated
	noted
	-
	-

	S3-101084
	Reply LS on security and authentication in UDC
	C4-101588
	replied to
	-
	-

	S3-101085
	LS on the security on the direct interface between H(e)NBs.
	R3-101967
	replied to
	-
	-

	S3-101086
	Reply LS to LS on Remote Access CPNs
	S1-102398
	noted
	-
	-

	S3-101087
	LS on Security aspects of H(e)NB remediation
	S5-102569
	replied to
	-
	-

	S3-101088
	Response LS to R2-104233_S3-100901 on enhancing AS security
	R2-105204
	replied to
	-
	-

	S3-101089
	LS on transfer of source eNB IP address via SON Configuration Transfer IE
	R3-102525
	replied to
	-
	-

	S3-101090
	Reply LS OAM security and OAM connection issues of RN
	R3-102539
	replied to
	-
	-

	S3-101091
	LS on OAM architecture aspects for RNs
	R3-102541
	noted
	-
	-

	S3-101092
	LS on SUPL Authentication for LTE and earlier 3GPP RANs
	S2-104425
	postponed
	-
	-

	S3-101093
	Correction to Platform Validation
	InterDigital Communications
	approved with modifications
	-
	-

	S3-101094
	LS on Relay Node Security
	SP-100627
	noted
	-
	-

	S3-101095
	LS on Remaining work for LIPA completion
	SP-100648
	noted
	-
	-

	S3-101096
	Comments on S3-101083 'Some analysis of solution 4' - discussion
	Gemalto, Morpho (Sagem Orga), Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101097
	Comments on S3-101083 'Some analysis of solution 4' - pCR
	Gemalto, Morpho (Sagem Orga), Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101098
	Comment to S3-101067
	InterDigital Communications
	noted
	-
	-

	S3-101099
	Comments to S3-101010
	InterDigital Communications
	noted
	-
	-

	S3-101100
	Comments to S3-101058
	InterDigital Communications
	noted
	-
	-

	S3-101101
	Comments on S3-101076
	Qualcomm Incorporated
	noted
	-
	-

	S3-101102
	Further observations on the security of solution 5 (reply to S3-101101)
	Nokia Siemens Networks
	noted
	-
	-

	S3-101103
	Observations on the security of solution 9
	Nokia Siemens Networks
	noted (Editor's Note added)
	-
	-

	S3-101104
	HeNB Validation Clarification
	InterDigital
	noted
	-
	-

	S3-101105
	Reply to: Response LS to R2-104233_S3-100901 on enhancing AS security
	Nokia Siemens Networks
	approved
	-
	-

	S3-101106
	New version of RN living document
	Qualcomm
	sent for email approval
	-
	-

	S3-101107
	LS on solutions DeNB UE/RN differentiation
	CMCC
	approved
	-
	-

	S3-101108
	Security issue analysis when the RN stays as UE
	Huawei
	approved
	S3-101009
	-

	S3-101109
	LS to SA1 on RN behaviour on removable UICC
	NTT Docomo
	approved
	-
	-

	S3-101110
	LS to RAN2 on Key refresh issue
	Huawei
	approved
	-
	-

	S3-101111
	Analysis of GTP-U header modification threat
	NTT Docomo
	approved
	-
	-

	S3-101112
	H(e)NB CSG list management
	NEC Corporation
	revised
	S3-101068
	S3-101124

	S3-101113
	Changes to solution 5
	Qualcomm
	approved
	-
	-

	S3-101114
	LS to RAN2 on Integrity protection for Un
	NTT Docomo
	sent for email approval
	-
	-

	S3-101115
	UDC Security Discussion
	Ericsson, ST-Ericsson
	noted
	S3-101046
	-

	S3-101116
	relay node security - alignment of scenario 8
	Orange
	approved
	S3-101059
	-

	S3-101117
	NDS corrections (33.310, rel-9)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-101049
	-

	S3-101118
	NDS corrections (33.310, rel-10)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-101050
	-

	S3-101119
	Reply to: Reply LS OAM security and OAM connection issues of RN
	current meeting
	approved
	-
	-

	S3-101120
	Relay nodes security draft WID for SA3
	Ericsson, ST-Ericsson
	noted
	S3-101058
	-

	S3-101121
	Reply to: LS on the security on the direct interface between H(e)NBs.
	current meeting
	approved
	-
	-

	S3-101122
	LIPA Security
	Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation
	postponed to next meeting
	S3-101020
	-

	S3-101123
	Reply to: LS on Security aspects of H(e)NB remediation
	current meeting
	approved
	-
	-

	S3-101124
	H(e)NB CSG list management
	NEC Corporation
	agreed
	S3-101112
	-

	S3-101125
	Reply to: Reply LS on security and authentication in UDC
	Ericsson
	revised
	-
	S3-101127

	S3-101126
	LS to SAGE on UDC security
	Vodafone
	approved
	-
	-

	S3-101127
	Reply to: Reply LS on security and authentication in UDC
	Ericsson
	approved
	-
	-

	S3-101128
	33.310 R10 NDS Corrections
	Ericsson, ST-Ericsson
	agreed
	S3-101043
	-

	S3-101129
	Reply to: LS on transfer of source eNB IP address via SON Configuration Transfer IE
	SA3 (DT)
	approved
	-
	-

	S3-101130
	Clarification for EIA0 selection during IRAT handover
	Huawei,Ericsson,ST-Ericsson
	agreed
	S3-101029
	-

	S3-101131
	TR on Relay Node Security
	Qualcomm
	sent for email approval
	S3-101106
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-101018
	Certificate Renewal Clarification-R9
	Huawei
	-
	-
	-
	-
	-
	-
	agreed

	S3-101019
	Certificate Renewal Clarification-R10
	Huawei
	-
	-
	-
	-
	-
	-
	agreed

	S3-101020
	LIPA Security
	Samsung, , Verizon Wireless, InterDigital Communications, NEC Corporation
	-
	-
	-
	-
	-
	-
	revised

	S3-101021
	Authentication Failure Handling
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101022
	Emergency call corrections
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101028
	CR33401-Authentication failure handling
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	agreed

	S3-101029
	Clarification for EIA0 selection during IRAT handover
	Huawei,Ericsson,ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-101030
	R8 CR-IKE SA handling in tunnel authentication
	Huawei
	-
	-
	-
	-
	-
	-
	noted

	S3-101031
	R9 CR-IKE SA handling in tunnel authentication
	Huawei
	-
	-
	-
	-
	-
	-
	postponed to next meeting

	S3-101032
	Correction for IRAT handover
	Huawei
	-
	-
	-
	-
	-
	-
	noted

	S3-101043
	33.310 R10 NDS Corrections
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-101044
	33.210 R10 NDS Corrections
	Ericsson, ST-Ericsson, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101048
	33.401 R9: Correction of algorithm selection
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-101049
	NDS corrections (33.310, rel-9)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-101050
	NDS corrections (33.310, rel-10)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-101066
	New EPS algorithm taken use in handover from UTRAN to E-UTRAN
	NEC Corporation
	-
	-
	-
	-
	-
	-
	postponed to next meeting

	S3-101068
	H(e)NB CSG list management
	NEC Corporation
	-
	-
	-
	-
	-
	-
	revised

	S3-101104
	HeNB Validation Clarification
	InterDigital
	-
	-
	-
	-
	-
	-
	noted

	S3-101112
	H(e)NB CSG list management
	NEC Corporation
	-
	-
	-
	-
	-
	-
	revised

	S3-101117
	NDS corrections (33.310, rel-9)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101118
	NDS corrections (33.310, rel-10)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101122
	LIPA Security
	Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation
	-
	-
	-
	-
	-
	-
	postponed to next meeting

	S3-101124
	H(e)NB CSG list management
	NEC Corporation
	-
	-
	-
	-
	-
	-
	agreed

	S3-101128
	33.310 R10 NDS Corrections
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-101130
	Clarification for EIA0 selection during IRAT handover
	Huawei,Ericsson,ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision
	Reply in

	S3-101084
	Reply LS on security and authentication in UDC
	C4-101588
	replied to
	S3-101127

	S3-101084
	Reply LS on security and authentication in UDC
	C4-101588
	replied to
	S3-101125

	S3-101085
	LS on the security on the direct interface between H(e)NBs.
	R3-101967
	replied to
	S3-101121

	S3-101086
	Reply LS to LS on Remote Access CPNs
	S1-102398
	noted
	

	S3-101087
	LS on Security aspects of H(e)NB remediation
	S5-102569
	replied to
	S3-101123

	S3-101088
	Response LS to R2-104233_S3-100901 on enhancing AS security
	R2-105204
	replied to
	S3-101105

	S3-101089
	LS on transfer of source eNB IP address via SON Configuration Transfer IE
	R3-102525
	replied to
	S3-101129

	S3-101090
	Reply LS OAM security and OAM connection issues of RN
	R3-102539
	replied to
	S3-101119

	S3-101091
	LS on OAM architecture aspects for RNs
	R3-102541
	noted
	

	S3-101092
	LS on SUPL Authentication for LTE and earlier 3GPP RANs
	S2-104425
	postponed
	

	S3-101094
	LS on Relay Node Security
	SP-100627
	noted
	

	S3-101095
	LS on Remaining work for LIPA completion
	SP-100648
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-101105
	Reply to: Response LS to R2-104233_S3-100901 on enhancing AS security
	R2-105204
	-
	S3-101088

	S3-101107
	LS on solutions DeNB UE/RN differentiation
	CT4
	SA2
	

	S3-101109
	LS to SA1 on RN behaviour on removable UICC
	SA1
	-
	

	S3-101110
	LS to RAN2 on Key refresh issue
	-
	-
	

	S3-101119
	Reply to: Reply LS OAM security and OAM connection issues of RN
	R3-102539
	-
	S3-101090

	S3-101121
	Reply to: LS on the security on the direct interface between H(e)NBs.
	R3-101967
	-
	S3-101085

	S3-101123
	Reply to: LS on Security aspects of H(e)NB remediation
	S5-102569
	-
	S3-101087

	S3-101126
	LS to SAGE on UDC security
	SAGE
	-
	

	S3-101127
	Reply to: Reply LS on security and authentication in UDC
	C4-101588
	-
	S3-101084

	S3-101129
	Reply to: LS on transfer of source eNB IP address via SON Configuration Transfer IE
	R3-102525
	-
	S3-101089


Annex D: List of agreed/approved new and revised Work Items

None at the present meeting.

The RN-related WID will be handled at SA3#61.

Annex E: List of draft Technical Specifications and Reports

None at the present meeting.
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