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Discussion
This contribution provides a comparison of the relay security solutions. 
Currently solutions 7 proposes to use either GBA or pre-shared keys to secure the connection between the RN and UICC. As the details of how to provision the keys or get the initial acess to run GBA are missing, it is hard to really evalaute this solution. Without these details, solution 7 can not be acceptable and is no longer considered in this analysis. If these details are provided further analysis could be done on this solution
Similarly with solution 8, it is hard to analyse the complexity of this solution as there are no details of how the symmetric keys are provisioned into the RN and network (MME of HSS). Hence we draw a similar conclusion to solution 7 at this stage. 
Solutions 4, 11 and 12 all propose the use of an enhanced UICC to provide the RN to network authentication properties. These requires significant changes to the current UICC that an operator deploys, namely requiring either more than one USIM application (solutions 4 and 11) or a new USIM application that provides a different response to an authentication challenge depending on whether the request was within a TLS tunnel or not (solution 12). In addition, the UICC are expected to support TLS to enable access to the keys used in Phase II and also provide the checking of the RN certificates. The amount of changes here seems to us to be as significant as the changes proposed in solutions 5 and 9. On top of this complexity, solutions 4, 11 and 12 also have the complexity of having having the security policy for RN device authentication on the UICC. If there are changes to this policy, e.g. the number of AKA authentication to be run, before the TLS handshake is re-run to re-device authenticate the RN, then this would need to be changed all on the UICCs. This is more complex than managing the policy on the DeNBs and MMEs as there will be less of those and the operators well established management procedures can be reused. Also the management on the UICC needs to be done OTA. For this reason, we rule these solutions out in favour of one of solutions 5 or 9. 
When comparsing solutions 5 and 9, it seems easiest to compare the version of solution 5 that uses IPsec for integrity protection of S1-AP and X2-AP traffic. These two solutions are very similar from a high level point of view as they both provide methods for mixing in the E-UTRAN related keys something that is based on the device authentication of the RN. Solution 9 proposes to do this by mixing in at the AS layer whereas solution 5 proposes mixing in at the KASME layer. In order to achieve this mixing the DeNB is required to send a key to the RN using the established IPsec tunnel. Then the DeNB is required to initiate an intra-cell handover to moves to AS level keys the sent key mixed in. In addition as the NAS level keys do not have anything mixed in, there are some additional issues that require changes – see S3-101381. Against this, solution 5 only requires changes to at most two NAS procedures. The method of RN device authentication proposed in solution 5 is also not specific to the RN architecture and is more generally applicable. For these reasons, one version of solution 5 seems to be the best choice and should be the chosen relay security solution.

