3GPP TSG-SA3 (Security)
S3-101378
SA3#61, 15-19 November; Sorrento, Italy
revision of S3-10xyzw
Source:
Qualcomm Incorporated
Title:
UTRAN/GERAN interworking procedures for CS in solution 2
Document for:
Approval
Agenda Item:
8.1
Work Item / Release:
UTRAN KH
Abstract of the contribution:This contribution provides some behaviour from GERAN/UTRAN interworking for the CS domain in solution 2
Discussion
This proposal for GERAN inter-working with UTRAN follows the UTRAN procedures with the following exception. When the ME sends a Location Updating request that potentially changes MSC, the ME will be unsure of the (possibly new) MSC’s support for enhanced UTRAN security context. For this reason when the ME could possibly change MSC (e.g. needs to send a non-periodic Location Updating Request), the UE does not include a COUNT value in the message. Both the ME and MSC uses CKL and IKL for the security for this idle to active transition. The MSC informs the ME whether it considers the current security context to be enhanced in the Location Updating Accept message. Furthermore if the UE is subsequently as part of this active session is handed over to UTRAN, then the ME defaults to a legacy context  with CKL and IKL as the keys. This ensures that the same keys are not used for two active session in UTRAN while the ME and network believe they are using an enhanced security context. 
It is proposed to include the below pCR to capture this functionality into the UTRAN KH TR.  
Proposed pCR
********** FIRST CHANGE (NEW TEXT) ***************

5.2.x.2
GERAN interworking procedures
5.2.x.2.1
General

This proposal for GERAN inter-working with UTRAN follows the UTRAN procedures with the following exception. When the ME sends a Location Updating request that potentially changes MSC, the ME will be unsure of the (possibly new) MSC’s support for enhanced UTRAN security context. For this reason when the ME could possibly change MSC (e.g. needs to send a non-periodic Location Updating Request), the UE does not include a COUNT value in the message. Both the ME and MSC uses CKL and IKL for the security for this idle to active transition. The MSC informs the ME whether it considers the current security context to be enhanced in the Location Updating Accept message. Furthermore if the UE is subsequently as part of this active session is handed over to UTRAN, then the ME defaults to a legacy context  with CKL and IKL as the keys. This ensures that the same keys are not used for two active session in UTRAN while the ME and network believe they are using an enhanced security context. 

5.2.x.2.3
Initial message and subsequent procedures

5.2.x.2.3.1
Initial message with possible MSC change
In all initial message that may involve a change of MSC (e.g. Location Updating Request), an ME+ shall signal its support of the enhanced UTRAN security context to the MSC. 
The new MSC fetches the security context from the old MSC as described in subclause 5.x.1.3.2. The MSC and ME shall use CKL and IKL as the keys for this active session and calculate any GERAN keys from these using the normal functions. 
The new MSC signals whether the security context it is using is an enhanced one in the Location Updating Accept message. If the ME does not receive the indication that the current context is an enhanced one, the ME shall fallback to a legacy context with CKL and IKL as keys.
Furthemore if the ME is handed over to UTRAN while using CKL and IKL as the keys, it shall fall back to a legacy context with CKL and IKL as keys. 
5.2.x.2.3.1
Initial message without possible MSC change

In all the initial layer 3 messages when the UE know the MSC cannot change, if the security context indicated in the KSI signalled by the ME+ is an enhanced one the ME+ shall include the current value of COUNT in the message and also increase the stored COUNT by 1. The UE needs to remember the sent value of COUNT as this may be used to calculate a CKS and IKS pair subsequently.
The MSC shall check the value of COUNT as described in subclause 5.2.1.2.3 and if it is acceptable calculate CKS and IKS. Both the ME and MSC shall calculate the relevant GERAN keys from these. 
*************** NEXT CHANGE ************************
5.2.x
.y
Summary of changes to messages for CS domain

5.2.x.y.1
General

The following sub-clauses list the changes to existing messages that are needed to support the solution 2 for the CS domain that are in addition to the PS changes.  

5.2.x.y.2
Changes to TS 24.008

The following messages or IEs in TS 24.008 [5] that require a change to support solution 2.

Authentication request message

An indication to the ME that it shall use an enhanced security context

 Location updating request message

An indication that a ME+ supports enhanced security context functionality 

The COUNT value when the ME+ is using an enhanced security context

CM re-establihment request

The COUNT value when the ME+ is using an enhanced security context

CM Service Request message

The COUNT value when the ME+ is using an enhanced security context
Location updating response message

An indication that the current security context is an enhanced one
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