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Abstract of the contribution:This contribution proposes CS relataed behaviour for the CS domain for solution 2
Discussion
Currently in solution 2 in the TR only the PS related behaviour is specified. This contribution proposes CS procedures use the same enhanced context as the PS procedures. The differences in the behaviour result from the PS domain result from the following differences in behaviour between CS and PS domains. In the CS domain at IRAT handover, there is no switch to a new set of keys if they are available, i.e. the UE and netwrok continue to use the current set of keys and while in connected mode there is always an Anchor MSC and hence no need to transfer the full security context between MSC during handovers.

It is proposed that SA3 agree the below pCR for inclusion in the UTRAN KH TR.  

Proposed pCR
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5.2.1
General

The aim of this solution is to give a method of providing CN and RAN level key separation including fresh RAN keys for each Idle to Active transitionThe goals of this solution are to enable these security features in the following manner, such that:

· Only CN nodes need to be upgraded, i.e. no changes to RNC are necessary

· CN nodes can be upgraded one at a time and the security benefit are realised until the UE moves to a non-upgraded CN node

· When the UE moves to a legacy node, the keys that will be used subsequently will not affect the security of previous sessions.

This solution is not intended to preclude the inclusion of RAN  level security enhancements for which IKS and CKS could be used as the base keys.    

5.2.2
Overview of the Solution

The solution defines an enhanced security context (see below) that will be used by the UE and CN node whenever possible. Once the UE moves to an CN node that does not support the enhanced security context, both the UE and legacy SGSN will fall back to a legacy security context as described in the following clauses. The calculation of Kc and Kc128 and the handling of START parameters are not changed by this solution. 

The enhanced security context contains the following parameters:

· KSI = 3-bit Key Set Identifier that is used exactly as in legacy UTRAN

· KASMEU = 256-bit root key for the enhanced security context that is calculated from CK and IK at AKA (the exact KDF is FFS)

· COUNT = 16-bit counter that is used to ensure that fresh keys can be calculated at every Idle to Active transition

From these basic parameters, two different sets of CK and IK will be calculated

· CKS and IKS which are calculated as follows CKS  ||IKS = KDF(KASMEU, COUNT)

· CKL and IKL which are calculated as follows CKL || IKL = KDF (KASMEU, fixed values)

The basic us of the enhanced security context is a s follows with any exceptions given in the detailed procedures. The first pair, CKS and IKS, are passed to the RNC at every idle to active transitions by an CN+ when the UE is aware it is commuinacting with a CN+ and are used to protect that session. These keys need to be stored in UE and CN during the session. These keys will become the key used in a legacy security context if the UE moves to an SGSN while in connected mode that does not support the enhanced security context. The second set, CKL and IKL, are passed from an CN+ at idle mobility and become the keys used in a legacy context if the new CN does not support the enhanced security context. 

*********** NEXT CHANGE (NEW TEXT) ***************

5.2.x
CS related procedures
5.2.x.1
Intra-UTRAN procedures
5.2.x.1.1
General

This following sub-clause covers the changes needed to various procedures inside UTRAN to support the enhanced security context. 

5.2.x.1.2
AKA

Before running an AKA, an MSC+ will be aware of whether the ME supports the enhanced security context or not. This is because the ME+ will have signalled its support in the initial layer 3 message (see subclause 5.2.x.1.3.1). If  both the MSC and ME support the enhanced security context when the MSC sends the Authentication Request message carrying the AKA challenge it shall include an indication to the ME that the ME shall create an enhanced security context from this AKA run.

As a result of this message both the ME and MSC shall create an enhanced security context and set COUNT = 1. In addition they shall both calculate CKS and IKS using the new KASMEU and COUNT = 0 for any subsequent security mode procedure. The MSC and ME shall keep any previous security context if it already been used to protect traffic. 
5.2.x.1.3
Initial message and subsequent procedures

5.2.x.1.3.1
Initial message

In all initial message that may involve a change of MSC (e.g. Location Updating Request), an ME+ shall signal it support of the enhanced UTRAN security context to the MSC. In addition in all the initial layer 3 messages, if the security context indicated in the KSI signalled by the UE+ is an enhanced one, the UE+ shall include the current value of COUNT in the message and also increase the stored COUNT by 1. The UE needs to remember the sent value of COUNT as this may be used to calculate a CKS and IKS pair subsequently.

An MSC receiving such a message may need to fetch the UE context from another MSC(see clause 5.2.x.1.3.2) before  initiating the security mode procedure (see clause 5.2.x.1.3.3). 

5.2.x.1.3.2
Transfer of security context between MSCs

This follows the PS case with SGSN being replaced with MSC (see subclause 5.2.1.2.2).

5.2.x.1.3.3
Security mode command procedure

This follows the PS case with SGSN being changed to MSC (see subclause 5.2.1.2.3)
5.2.x.1.4
Intra-UTRAN handovers

There is no special behaviour. 
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5.2.x.y
Summary of changes to messages for CS domain

5.2.x.y.1
General

The following sub-clauses list the changes to existing messages that are needed to support the solution 2 for the CS domain that are in addition to the PS changes.  
5.2.x.y.2
Changes to TS 24.008

The following messages or IEs in TS 24.008 [5] that require a change to support solution 2.

Authentication request message
An indication to the ME that it shall use an enhanced security context

 Location updating request message

An indication that a ME+ supports enhanced security context functionality 

The COUNT value when the ME+ is using an enhanced security context

CM re-establihment request
The COUNT value when the ME+ is using an enhanced security context

CM Service Request message

The COUNT value when the ME+ is using an enhanced security context

5.2.x.y.3
Changes to TS 44.018

The following messages or IEs in TS 44.018 [yy] that require a change to support solution 2.

Paging response
The COUNT value when the ME+ is using an enhanced security context

5.2.x.y.4
Changes to TS 29.002

The following messages or IEs in TS 29.002 [xx] that require a change to support solution 2.

MAP_SEND_IDENTIFICATION service
A previous MSC+ includes KASMEU if the security context being used is an enhanced one 

A previous  MSC+ includes COUNT if the security context being used is an enhanced one 

