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Abstract of the contribution:This provides as small correction to the Idle mobility from UTRAN/GERAN to E-UTRAN for solution 2
Discussion
The current proposal in solution 2 to calculate KASME at idle mobility from UTRAN/GERAN to E-UTRAN is to use the legacy procedures, i.e.  the CK and IK passed in the current Idle mobility procedures to calculate KASME. In the case of idle mobility from an enhanced SGSN that sendas an enhanced security context, KASME is calculated from IKL and CKL. 
This is not secure, in the sense of calculating KASME from keys that have not been exposed outside the CN, as it is possible that in a failed idle mobility case from an enhanced SGSN to a legacy SGSN the keys CKL and IKL may be passed to an RNC. Hence it proposed that when KASMEU is available at the enhanced MME that this is used to calculate KASME. In order to deal with the issue of the enhanced UE not knowing whether a MME has been enhanced or not , the enhanced MME needs to signal in the NAS Security Mode Command  message that it has used KASMEU to calculate KASME.

It is proposed that SA3 accept the below CR implementing this change.   
Proposed PCR
*************** FIRST CHANGE **********************

5.2.3.3.1
Attach and TAU procedures in EPS
In Attach and TAU Requests, the UE+ shall signal its support of the enhanced security context. This means that an MME+ is aware of the UE’s capabilities and can act appropriately when sending the UE’s context to an SGSN during either idle mobility or handover. 

In the case, an enhanced MME receives a KASMEU from an SGSN in idle moboilty from UTRAN/GERAN to E-UTRAN, it shall use KASMEU along with the exchanged nonces instead of the CKL and IKL (the keys received in the legacys IEs) to calculate KASME. In this case it shall signal to the MME that it has used KASMEU to calculate KASME in the NAS Security Mode Command  that creates the mapped context.
An enhanced UE that receives such an indication in the NAS Security Mode Command shall use KASMEU to calculate KASME. 
*************** NEXT CHANGE ************************
5.2.4.3
Changes to TS 24.301

The following messages or IEs in TS 24.301[6] that require a change to support solution 2.

Attach request message

An indication that a UE+ supports enhanced security context functionality 

Tracking area update request message

An indication that a UE+ supports enhanced security context functionality 
NAS Security Mode Command message

An indication the MME used KASMEU to calculate KASME when creating this mapped security context 
NAS Security parameters to E-UTRA IE 

One bit of this is set to inform the UE+ that the MME+ has performed a non-legacy key derivation. 

