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5.2.3
Proposed PS solution

5.2.3.1
Intra-UTRAN procedures
5.2.3.1.1
General

This following sub-clause covers the changes needed to various procedures inside UTRAN to support the enhanced security context. 

5.2.3.1.2
AKA

Before running an AKA, an SGSN+ will be aware of whether the UE supports the enhanced security context or not. This is because the ME+ will have signalled its support in the initial layer 3 message (see clause 5.2.3.1.3.1). If  both the SGSN and UE support the enhanced security context when the SGSN sends the Authentication and Ciphering Request message carrying the AKA challenge it shall include an indication to the UE that the UE shall create an enhanced security context from this AKA run.

As a result of this message both the UE and SGSN shall create an enhanced security context and set COUNT = 1. In addition they shall both calculate CKS and IKS using the new KASMEU and COUNT = 0 for any subsequent security mode procedure. 

5.2.3.1.3
Attach, RAU and Service Requests

5.2.3.1.3.1
Initial message

In all Attach Request and RAU Request messages, an ME+ shall signal it support of the enhanced UTRAN security context to the SGSN. In addition in all the initial layer 3 messages, if the security context indicated in the KSI signalled by the UE+ is an enhanced one, the UE+ shall include the current value of COUNT in the message and also increase the stored COUNT by 1. The UE needs to remember the sent value of COUNT as this may be used to calculate a CKS and IKS pair subsequently.

An SGSN receiving such a message may need to fetch the UE context from another SGSN (see clause 5.2.3.1.3.2) before  initiating the security mode procedure (see clause 5.2.3.1.3.3). 

5.2.3.1.3.2
Transfer of security context between SGSN 

In the case when one SGSN needs to fetch the UE context from another one, i.e. Attaches and RAUs involving a change of SGSN, the new SGSN requests the UE context from the old SGSN exactly as before. 

An old SGSN+ that hold an enhanced security context does the following:

· calculates CKL and IKL (as described in clause 5.2.2) and include these in the existing IEs that are used to carry CK and IK currently. 

· sends the KASEMU and COUNT to the new SGSN as well. 

A legacy SGSN receiving the above message will use CKL and IKL as a legacy security context. An SGSN+ will be able to either use the enhanced security context with the UE or fallback to a legacy context with CKL and IKL as the keys.  

The procedures on initiating an security mode command are described in the next clause. 

5.2.3.1.3.3
Security mode command procedure

An SGSN+ that receives a message from a UE+ including a COUNT value and holds the enhanced security context for the UE does the following:

· it checks whether the received COUNT is greater than or equal to the stored COUNT 

· if so it sets the stored COUNT equal to the received COUNT + 1 and calculates CKS and IKS from KASMEU and the received COUNT value


- 
if not, the error case behaviour is FFS. 

A legacy SGSN will just ignore the COUNT value and use the CKL and IKL received from the old SGSN as keys. 

The SGSN will then initiate the security mode procedure and pass either CKL and IKL or CKS and IKS to the RNC depending on the situation above. The RNC will then send the security mode command message to the UE using the keys it received. 

A ME+ that holds an enhanced security context may not be sure whether IKL or IKS has been sent to the RNC in the case that some idle mobility may have happened from a SGSN+.  In such a case, the UE+ checks the security mode command message integrity with both IKS and IKL. If IKS works, then ME+ uses the enhanced security context. If IKL works then the UE shall transform the enhanced security context into a legacy one with CKL and IKL as the keys. If the integrity check fails with both keys IKS and IKL, the ME+ rejects the security mode command.

An RNC+ could be used to avoid the UE needing to check integrity of the security mode command with two different integrity keys. This enhancement is not necessary to realise the security benefits of an enhanced secruity context but may be worth including. In particular if RNC functionality is enhanced to provide RAN level security gains. The enhancement would work as follows. When the SGSN+ triggers the security mode procedure using keys derived from an enhanced security context, it includes an indication in the RANAP message that enhanced keys are being used or not. The RNC+ would include a similar indication in the RRC message, which the UE would then use to determine which integrity key to try. Legacy RNCs or MEs would ignore such an indication.
5.2.3.1.4
Intra-UTRAN handovers

An ME+ that is using an enhanced security context with an SGSN+ may be moved in connected mode to another SGSN. 

In this case the SGSN+ includes CKS and IKS in the legacy CK and IK IEs and also includes  KASMEU and COUNT in the transfer of the UE context to the target SGSN. 

A legacy SGSN receiving such a message would treat the UE as though it had a legacy context with CKS and IKS as keys. 

An SGSN+ continues to use the enhanced security context and signals that it wishes to continue to so in the RAU Accept message that follows the RAU Request message that will be sent if the handover caused a change of SGSNs (as RA will have changed). 

An ME+ that does not receive the expected RAU Accept message before it goes into Idle will delete the enhanced security context. An ME+ that receives the RAU Accept with no indication to continue using the enhanced security context will fallback to a legacy context with CKS and IKS as keys. If the ME+ receives the indication then it continues to use the enhanced security context.  

5.2.3.2
Inter-working with GERAN procedures
5.2.3.2.1
General

The procedures for interworking with GERAN are nearly identical to the intra-UTRAN procedures with the two exceptions. Firstly at idle mobility from UTRAN/GERAN to GERAN to a new SGSN, it is necessary to signal whether the UE shall legacy or session keys as a RAU Complete can be protected. This is achieved by sending an Authentication and Ciphering Command using the new indication that was included for UTRAN. Doing this ensures that there is a fresh RAN level key available if the UE is handed back into UTRAN after idle mobiltiy to GERAN. Secondly at handover from UTRAN to GERAN, the IKS and CKS are changed in order to ensure that if the UE is handed back to UTRAN after a transition to idle and then active again in GERAN there afresh RAN level keys available. The new CKS and IKS are derived from KASMEU using the current CKS and IKS and the fact that this key derivation has occurred is signalled in handover signalling.    
5.2.3.2.2
AKA

The same changes as for UTRAN are needed (see clause 5.2.3.1.2). Both the SGSN+ and ME+ shall calculate Kc from the CKS and IKS using the normal functions.

5.2.3.2.3
Attach, RAU and Service Requests

The same changes as for UTRAN (see clause 5.2.3.1.3), except a new SGSN that supports the enhanced security context shall initiate an Authentication and ciphering request message to inform the ME+ of its use of the enhanced security context. Both the SGSN+ and ME+ shall calculate Kc from the CKS and IKS using the normal functions.

5.2.3.2.4
Handovers

5.2.3.2.4.1
Handover from GERAN to UTRAN

This context transfer follows the behaviour as in clause 5.2.3.1.4. The SGSN will pass IKS and CKS to the RNC and these will be used for security after the handover. 

An SGSN+ and ME+ will act in the subsequent RAU procedure as described in clause 5.2.3.1.4.
5.2.2.4.2
Handover from UTRAN to GERAN

The context transfer follows the behaviour as in clause 5.2.3.1.4.

An SGSN+ receieving an enhanced context does the following

-
Calculates a new CKS and IKS from KASMEU and the received CKS and IKS
-
Inform the ME+ that its support the enhanced security context and has performed the above key derivation by setting one bit of the NAS Container for PS HO IE (see TS 24.008)  [5]

An ME+ receiving a NAS Container for PS HO IE with the relevant bit set continues to use the enhanced security context and performs the same update of CKS and IKS as the SGSN+. 

Otherwise the ME+ falls back to a legacy security context with original CKS and IKS as the keys for the secruity context.

The Kc to be used between the SGSN and UE is calculated form CKS and IKS using the normal functions.
5.2.3.3
Inter-working with E-UTRAN procedures
5.2.3.3.1
General

This following sub-clause covers the changes needed to various procedures to interwork with E-UTRAN to support the enhanced security context. The only significant difference from the intra-UTRAN procedures is during handover to E-UTRAN, the MME signals its capability to the UE in order to inform the UE whether to use the legacy method of generating KASME or to generate KASME from KASMEU.

The other notable functionality is that when an MME+ that is working with a ME+ passes the security context to an SGSN (in both idle mobility and connected mode), the MME calculates a fresh KASMEU and sends COUNT = 0. This mimics the SGSN+ behaviour as far as the target SGSN is concerned. 

5.2.3.3.2
EPS AKA

No changes are needed.

5.2.3.3.3
Idle Mobility 

5.2.3.3.3.1
Attach and TAU procedures in EPS
In Attach and TAU Requests, the UE+ shall signal its support of the enhanced security context. This means that an MME+ is aware of the UE’s capabilities and can act appropriately when sending the UE’s context to an SGSN during either idle mobility or handover. 

5.2.3.3.3.2
Attach and RAU procedures in UTRAN/GERAN when TIN = ‘GUTI’
The behaviour here is identical to that described in clause 5.2.3.1.3 with an MME+ acting like an SGSN+ except the following

-
The UE+ includes a COUNT = 0 in the initial message

-
An MME+ that knows the UE supports the enhanced security context calculates KASMEU from KASME and the same inputs as are used to calculate CK’ and IK’ except that the KDF is different. It sends KASMEU and COUNT = 0 to the SGSN.

-
The UE tries IKS (calculated from KASMEU with a COUNT of 0) and IK’ to check the integrity protection of a subsequent security mode command.  

5.2.3.3.4
Handovers

5.2.3.4.1
Intra-E-UTRAN S1 Handovers

A source MME+ informs the target MME that the UE supports the enhanced security context. This is to ensure a target MME+ is aware of the UE capabilities in case of a handover before the subsequent TAU Request.
5.2.3.3.4.2
Handovers from E-UTRAN to UTRAN/GERAN

This follows the behaviour as in clause 5.2.3.1.4, except that an MME+ that is handing a ME+ over to an SGSN does the following:

-
The MME+ calculates a KASMEU from KASME and the same input paramters as used for calculating CK’ and IK’ except the KDF is different. It passes KASMEU and COUNT = 0 over to the SGSN.

In UTRAN, the SGSN will pass IKS and CKS to the RNC and these will be used for security after the handover. An SGSN+ and ME+ will act in the subsequent RAU procedure as described in clause 5.2.3.1.4.

In GERAN, the SGSN+ and ME+ then acts as in a UTRAN to GERAN handover (see clause 5.2.3.2.4.2). 
5.2.3.3.4.3
Handover to GERAN/UTRAN to E-UTRAN

A source SGSN+ transfer the security context to the MME as described in clause 5.2.1.3

A target MME+ receiving the KASMEU and COUNT behaves as follows

-
Calculates a new KASME and the received KASMEU using IKS and CKS as inputs to ensure a fresh KASME
-
Informs the ME+ that its supports the enhanced security context and has performed the above key derivation by setting one bit of the NAS Security parameters to E-UTRA IE (see TS 24.301 [6]) 

An ME+ receiving NAS Security parameters to E-UTRA IE with the relevant bit set uses the new calculation for KASME. Otherwise the ME+ falls back to a legacy security context with KASME calculated as in legacy situation.

5.2.3.4
Summary of changes to messages for PS
5.2.3.4.1
General

The following sub-clauses list the changes to existing messages that are needed to support the solution 2 for PS.  
5.2.3.4.2
Changes to TS 24.008

The following messages or IEs in TS 24.008 [5] that require a change to support solution 2.

Authentication and ciphering request message
An indication to the UE that it shall use an enhanced security context

 Attach request message

An indication that a UE+ supports enhanced security context functionality 

The COUNT value when the UE+ is using an enhanced security context

RAU Request message 
An indication that a UE+ supports enhanced security context functionality 

The COUNT value when the UE+ is using an enhanced security context

Service Request message

The COUNT value when the UE+ is using an enhanced security context

RAU Accept message

An indication that the target SGSN+ after an intra-UTRAN handover or a handover to UTRAN supports the enhanced security context

NAS Container for PS HO IE

One bit of this is set to inform the UE+ that the SGSN+ has performed a non-legacy key derivation

5.2.3.4.3
Changes to TS 24.301

The following messages or IEs in TS 24.301[6] that require a change to support solution 2.

Attach request message

An indication that a UE+ supports enhanced security context functionality 

Tracking area update request message

An indication that a UE+ supports enhanced security context functionality 

NAS Security parameters to E-UTRA IE 

One bit of this is set to inform the UE+ that the MME+ has performed a non-legacy key derivation. 

5.2.3.4.4
Changes to TS 29.060

The following messages or IEs in TS 29.060 [7] that require a change to support solution 2.

Context Response message

An SGSN+ includes KASMEU if the security context being used is an enhanced one 

An SGSN+ includes COUNT if the security context being used is an enhanced one 

Forward Relocation Request message
An SGSN+ includes KASMEU if the security context being used is an enhanced one 

An SGSN+ includes COUNT if the security context being used is an enhanced one 
5.2.3.4.5
Changes to TS 29.274 

The following messages or IEs in TS 29.274 [8] that require a change to support solution 2.

Forward Relocation Request message
An indication that a UE+ supports enhanced security context functionality 
5.2.3.4.6
Changes to TS 25.413 

The following messages or IEs in TS 25.413 [9] that require a change to support solution 2.

SECURITY MODE COMMAND message
An indication whether or not the SGSN+ has used an enhanced security key derivation to get the keys 

5.2.3.4.7
Changes to TS 25.331 

The following messages or IEs in TS 25.331 [10] that require a change to support solution 2.

SECURITY MODE COMMAND message
An indication whether or not the SGSN+ has used an enhanced security key derivation to get the keys 

